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KYM BERGMANN // CANBERRA 

MORE STRATEGIC 
UNCERTAINTY AS CHINA 
FLEXES MUSCLES

EDITOR'S LETTER

W hile a great deal of media attention 
has understandably focussed on the 
Black Lives Matter protests in the 

U.S., adding to a sense of crisis generated by the 
COVID-19 pandemic, the rest of the world has 
not stayed still. There have been two noteworthy 
regional events that have been largely ignored 
– and both involve China. Both can be partially 
attributed to the coronavirus.

The first is a further tightening of Beijing’s grip 
on Hong Kong; the second another flare up of the 
long-running border dispute with India concerning 
territory in the remote and barely accessible 
Himalayas. On the former, there is a reasonable 
hypothesis that China rammed through new, tougher 
security laws – met with huge protests – while much 
of the world remained distracted by COVID-19. 
How far the laws really go is a matter of contention 
– for example Beijing says that no one arrested 
under them will be sent to China for trial – but 
nevertheless they represent a further significant 
erosion of remaining democratic rights in Hong 
Kong, such as free speech.

Why China appears to be in a rush is unclear. 
The former British colony – created under duress 
and extracted from China in 1842 – will in any case 
revert to full Chinese ownership in 2047, which is 
the blink of an eye in international relations. As well 
as seeing an opportunistic chance to speed up the 
whole process, China might well have been irritated 
by Hong Kong’s success in dealing with the COVID-
19 outbreak – in contrast with their own secretive 
and slow start, which has attracted a great deal of 
extremely loud international criticism.

Rational people might think that it is childish 
for a major power to behave in this way, possibly 
motivated by petty jealousies and spite. But this 

sort of thing does occur – for example, President 
Trump suddenly announcing the withdrawal of 
9,500 U.S. troops from Germany on June 10. The 
only explanation for this completely unexpected 
announcement – which might be reversed by 
Congress – is that Trump was personally angered 
because German Chancellor Angela Merkel said 
she would not come to the U.S. for the next G-7 
meeting because of fears concerning COVID-19.

The China-India border dispute is also a product 
of history – and of British military surveyors, who 
have a lot to answer for. The areas – there are two 
main zones of dispute and several minor ones – are 
at such high altitude that crops don’t grow and to 
date no natural resources have been discovered, 
except for huge quantities of very hard rock. 
However, nationalism being what it is, as China 
and India have continued to grow their populations, 
their economies and their regional influence, these 
extremely remote areas have become of ever greater 
symbolic value.

The first – and by far the most serious - of 
the clashes occurred in 1962. While both sides 
typically continue to blame each other, the result 
was extremely lopsided when during some quite 
intense clashes the Chinese prevailed over their far 
less well organised and supplied opponents. There 
were around 8,000 Indian casualties; China lost 
only one tenth of that number, plus seized quite a 
lot of desolate, wind swept frozen wasteland into 
the bargain. British surveyors get part of the blame 
because the entire border is unmarked, despite 
various attempts back in the days when the sun 
never set on the Empire to carve up that part of the 
world, principally between India, Tibet, Burma and 
China – but also involving smaller local entities. 
The Johnston line of 1865 was an early attempt, 
followed by Macartney-Macdonald line (1899) and 
the McMahon line (1913-14), creating a complex 
soup of boundaries.

Without seeking to unpack the entire history 
of border disputes in this vast area – the current 
boundary between China and India runs for 3,488km, 
which is about the distance by road from Sydney to 

Perth – it is clearly complex and ill defined. The 
current flare up started in late May with Chinese 
and Indian soldiers throwing punches and rocks 
at each other – and then both sides rushed more 
troops to the area for another very tense standoff. 
Apparently, tensions have been running high for the 
last few months as India has constructed a road and 
an airstrip in the disputed area.

After the usual war of words, the situation has 
now settled down and both sides report that they 
are in amicable discussions. An offer by President 
Trump to mediate, made on May 27, was turned 
down apparently because his super deal making 
skills were not required by either side – which was 
a similar reaction to an earlier offer from him to 
mediate between India and Pakistan. Which is a 
neat deflection to mentioning the extraordinary sight 
of the U.S. military being deployed in Washington 
to deal with protestors as part of an attempt 
to “dominate” people participating in Black Lives 
Matter marches. These events are still playing out, 
but the heavy-handed use of force does not seem 
to be particularly popular – though perhaps that will 
change over time.

Australia has also seen a number of BLM protests, 
much smaller and less violent than in the US. 
The relatively fewer marches has nothing to do 
with seriousness of the issue, but rather because 
Australians on the whole seem more cautious about 
large gatherings while COVID-19 remains an issue, 
unlike in the US with its 100,000 plus death toll. On 
this topic of indigenous affairs, the ADF gets a big 
positive shout out for all of effort that they have put 
in over the years, working with local communities, 
recruiting and integrating indigenous people into 
their ranks and treating everyone concerned with 
dignity and respect.

We are fairly sure that they ADF would never 
go around blowing up the 46,000 year old Juukan 
Gorge caves just because they needed to clear 
a bit of room. Not for the first time, our people in 
uniform set an admirable standard for community 
relations and a thoughtful, consultative process for 
solving problems.
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LAND 400 PHASE 3 AUSTRALIAN 
INDUSTRY CAPABILITY 
ROADSHOW A SUCCESS
– 9 June 2020 –

A record number of local Australian businesses have 
showcased their capabilities at the LAND 400 Phase 3 
Australian Industry Capability Roadshow.

From March to May, the Roadshow met with local 
companies from across Australia, including Melbourne, 
Geelong, Townsville, Brisbane, Sunshine Coast, 
Darwin, Perth, Tasmania, Adelaide, Newcastle, Sydney 
and Canberra.

It enabled the two shortlisted tenderers, Hanwha 
Defense Australia and Rheinmetall Defence Australia, to 
identify local businesses which could contribute to their 
supply chains.

Minister for Defence, Senator the Hon Linda 
Reynolds CSC said the LAND 400 Phase 3 project 
will provide the Army with an advanced, world class 
Infantry Fighting Vehicle capability.

“The Morrison Government is investing in the best 
possible capability for our Australian Defence Force. 
These advanced vehicles will replace the M113 
armoured personnel carriers, providing Army with new 
levels of protection, firepower, and mobility,” Minister 
Reynolds said.

“It’s fantastic that a record 400 companies 
were involved in the Roadshow. The high level of 
engagement demonstrates the strength and diversity of 

the Australian defence industry available to support this 
critical project.”

Minister for Defence Industry, Melissa Price said 
following the introduction of COVID-19 restrictions, 
the Morrison Government remained committed to 
continuing the momentum of the Roadshow and 
ensuring all registered companies had the opportunity 
to demonstrate their capabilities.

“Using a videoconferencing platform, the Roadshow 
transitioned to a virtual environment which replicated 
the experience of the individual face-to-face meetings,” 
Minister Price said.

“It follows the successful 2016 LAND 400 Phase 
2 Roadshow. Across both events, more than 700 
meetings have been conducted with local companies 
for the LAND 400 program.

“Australian industry will be vital to the success 
of the LAND 400 Phase 3 project, which will create 
opportunities for a diverse range of companies right 
across Australia.”

NORTHROP GRUMMAN TO 
PROVIDE NEXT-GENERATION 
MISSILE WARNING SATELLITES 
FOR US SPACE FORCE
– 2 June 2020 – 

Northrop Grumman Corporation has been awarded 
a not-to-exceed $2.37 billion undefinitised contract 
modification for Phase 1 of the Next-Generation 

Overhead Persistent Infrared (Next-Gen OPIR) Polar 
program from the United States Space Force (USSF).

The contract modification from the USSF Space 
and Missile Systems Center (SMC) covers the design 
and development of the first two polar-orbiting space 
vehicles under the Next-Gen OPIR system. As the Next-
Generation Polar (NGP) prime contractor, Northrop 
Grumman will provide flight hardware, ground system 
development and perform critical risk reduction in 
support of a critical design review.

“Northrop Grumman is proud to partner with 
the Space Force on the Next-Gen OPIR program,” 
said Sarah Willoughby, vice president and program 
manager, Next Generation OPIR, Northrop Grumman. 
“For more than 50 years, Northrop Grumman has 
supported our warfighters with Overhead Persistent 
Infrared technology systems. We look forward to 
continuing to provide dependable end-to-end missile 
warning systems through this program.”

NGP is a critical element of the nation’s strategic 
missile warning enterprise. Its capabilities will improve 
support to both strategic and tactical users and 
better serve the National Command Authority and the 
warfighter. The capabilities of the NGP system address 
emerging threats, and resiliency features allowing 
the warfighter to operate through contested scenarios 
should they extend to space.

The program’s work will take place in Redondo 
Beach, Ca. Phase 2 of the contract award, to support 
production of the 2 NGP Block 0 satellites, is expected 
to take place in 2025.

One of the contenders – Hanwha Redback (Hanwha photo)
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BELL BOEING DELIVERS 400TH 
V-22 OSPREY TILTROTOR 
AIRCRAFT
– HURLBURT FIELD, Fla., 10 June 2020 –
The Bell Boeing V-22 team recently delivered its 
400th aircraft, a CV-22 for U.S. Air Force Special 
Operations Command.

The first production V-22 was delivered on May 
24, 1999, and today deliveries occur under the 
Multi-year Procurement III contract valued at $5 
billion. That contract runs through 2024 and includes 
variants for the Marines, Air Force, and Navy, as well 
as the first international customer, Japan.

“I want to thank everyone who has made the V-22 
successful for their hard work and dedication to the 
women and men who operate the Osprey,” said 
Shane Openshaw, vice president of Tiltrotor Programs 
and deputy director of the Bell Boeing team. “We’re 
focused on building and supporting these incredible 
aircraft so our customers can complete their air, land 
and sea missions worldwide.”

The V-22 takes off, hovers, and lands like a 
helicopter yet flies long distances like a turboprop 
aircraft. The CV-22 variant performs special 
operations missions, including infiltration, extraction, 
and resupply, that conventional aircraft can’t. The 
Marine Corps variant, the MV-22B, provides the safe 
and reliable transportation of personnel, supplies, 
and equipment for combat assault, assault support, 
and fleet logistics. The Navy variant, the CMV-22B, 
is the replacement for the C-2A Greyhound for the 
carrier onboard delivery mission.

“It’s been over 20 years since the first production 

V-22 was delivered and we are proud to reach 
another milestone in our 400th delivery. V-22s 
continue to be in high demand, protecting our 
country and our allies around the world through 
combat operations, international training partnerships 
and humanitarian missions,” said Marine Corps Col. 
Matthew Kelly, program manager for the V-22 Joint 
Program Office (PMA-275). “This platform’s impact 
can’t be overstated.”

The V-22 has been deployed in a variety of 
combat, special operations, and humanitarian 
roles since becoming operational in 2007. Having 
accumulated more than 500,000 flight hours, the 
V-22 is safe, survivable, and combat proven. Bell 
Boeing’s post-delivery support includes maintenance, 
modifications, supply chain expertise, data analysis 
and more than 160 field operations employees 
embedded at customer locations. 

LOCKHEED MARTIN AUSTRALIA 
AWARDS SECOND ROUND OF 
ATTACK CLASS SUBMARINE 
COMBAT SYSTEM R&D WHITE 
PAPER CONTRACTS TO 
AUSTRALIAN INDUSTRY
– CANBERRA, 11 June 2020 –

Lockheed Martin Australia today announced the 
award of eight contracts to Australian industry 
and academic organisations for a combined 
value of $600,000 to author White Papers on the 
development of novel and emerging advanced 

technologies in support of Australia’s Attack Class 
Submarine combat system. This is the second 
Cycle of research and development (R&D), which is 
funded under the Future Submarine Combat System 
Integrator Program. 

The R&D Program is based on an on-going 
9-month cyclic process funded by the 
Commonwealth and administered under the 
Lockheed Martin Australia contract. Each R&D Cycle 
consists of proposals from industry and academia 
against a set of published R&D topics. After a 
competitive review and assessment of proposal 
responses, down-selected responses are awarded 
a contract to fund further development of a White 
Paper. Upon completion of the White Papers, further 
contracts may be awarded to selected respondents 
for Ongoing Capability Research. 

The combat system R&D Program features a 
continuous process to build ongoing Australian 
combat system R&D capabilities that have been 
scaled to meet the long-term needs and developing 
future capability and technology for the Australian 
Submarine Force. The program includes a defined 
approach for transition of successful R&D outcomes 
into the evolving Attack class combat system 
baseline configurations. To date, two R&D cycles are 
currently underway with a third cycle commencing 
later this month. 

Joe North, Chief Executive Lockheed Martin 
Australia and New Zealand, said Lockheed Martin 
Australia looked forward to working with the 
successful organisations to develop and deliver 
world-class innovative technologies for Australia’s 
Attack Class submarines.

"The Attack Class Submarine Program represents 
a long-term, multimillion-dollar investment in the 
future defence and security of our nation. Today’s 
announcement is another step towards ensuring 
Australia has the technology and skills to deliver and 
maintain a regionally superior submarine fleet”.

”Lockheed Martin Australia, in concert with the 
Department of Defence is proud to be creating 
genuine R&D opportunities for industry and academia 
to develop enhanced and innovative combat system 
capabilities,” Mr North said.

Industry partner and Managing Director, Steve 
Barlow, Managing Director Airspeed is pleased to 
be working on the R&D component of the program 
in support of Lockheed Martin Australia and the 
Commonwealth following his company’s award of a 
contract under the second R&D cycle.

“The Airspeed team is excited by this opportunity 
to deliver a paper on the suitability and benefits of 
advanced materials for the Attack Class combat 
system. We are delighted to be working with 

 
The Bell Boeing V-22 Osprey program marks a production milestone with a CV-22 delivery to U.S. Air Force Special 
Operations Command. (U.S. Air Force photo)
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Lockheed Martin Australia in a collaborative 
environment with the potential to provide real world 
outcomes for the program,” Mr Barlow said.

The first cycle of R&D contracts in March 
2019 saw more than $900,000 allocated to 
industry and academic institutions for White 
Paper development. These Cycle 1 White Papers 
are currently being assessed for 
suitability for the competitive 
award of contracts for longer term 
Ongoing Capability Research.

A total of 54 responses were 
received for the R&D Cycle 2 
topics, and this reflected a 20% 
increase in responses over Cycle 
1. The level of interest in the 
Program and Cycle 2 responses 
showed wider participation from 
all Australian states and territories 
and featured strong growth in 
participation by academia.

Requests for the following 
topics under Cycle 2 
projects were sought and the 
organisations that have been 
successful for the award of 
contracts of $75,000 each are 
shown against each topic: 
• Novel methods for reliable 

communications on an unstable 
platform

- Contract awarded to Innovations 
for Humanity Pty Ltd from NSW

• Emerging technologies for 
improved autonomous celestial 
navigation

- Contract awarded to University 
of Adelaide

• Distributed underwater sensor 
networks and their impact on 
submarine operations

- No contracts were awarded under this topic for 
Cycle 2

• Novel methods to integrate compressive sensing 
techniques

- Contract awarded to University of South Australia
• Novel methods to monitor, track and efficiently 

manage power within racks
- Contract awarded to University of Melbourne
• Use of advanced materials and fabrication 

processes to overcome Space, Weight, Power and 
Cooling constraints

- Contract awarded to Airspeed Pty Ltd located in 
South Australia.

• Investigation into real-time monitoring of 

human performance
- Contract awarded to University of South Australia
• Smart driven dynamic reallocation of computing 

resources based on compute demands
- Two contracts were awarded under this topic to 

University of Tasmania and IPACS Australia Pty 
Ltd located in South Australia

HIGH ALTITUDE BALLOON 
LAUNCH SENDS SENSORS 
SOARING INTO THE 
STRATOSPHERE
– 9 June 2020 –

The first of a series of high altitude balloon launch 
trials has commenced, with the first balloon being 
successfully launched this week from West Wyalong 
in NSW.

The trials test Defence’s ability to quickly send 
sensors and communications equipment into the 
upper atmosphere carried on a balloon. 

Minister for Defence, Senator the Hon Linda 

Reynolds CSC said the balloon was launched into 
the stratosphere to explore the under-utilised altitudes 
between space and where aircraft generally fly.

“The trial aims to demonstrate Australian designed 
and developed launch capabilities that can deliver 
and maintain sensor payloads to an altitude that 
significantly improves situational awareness over a 

wide area,” Minister Reynolds said.
“Having these high altitude 

balloons as part of Australia’s 
sovereign capability means that we 
could deploy advanced sensors 
into the atmosphere quickly and 
cost-effectively, giving our forces 
comprehensive data in the air, on 
the ground, or at sea.” 

Minister for Defence Industry, 
Melissa Price said the Morrison 
Government’s investments in 
defence capability are creating new 
opportunities for local businesses to 
innovate and take up opportunities 
in Australia’s burgeoning space 
sector.

“Air Force’s partnership with 
ThunderStruck Space will help boost 
their capability and give us greater 
opportunities to access innovative 
Australian stratospheric launch 
capabilities,” Minister Price said.

“It offers Australian industry 
the chance to conduct quick and 
relatively low-cost, pre-launch 
testing of space payloads, before 
being integrated onto launch 
vehicles for deployment into orbit.” 

A 3D printed version of Jasper, 
an award-winning animated 
character developed by Air Force to 
encourage more children to pursue 

STEM careers, will be filmed as she soars into the 
stratosphere on one of the balloons.

Minister for Industry, Science and Technology, the 
Hon Karen Andrews MP said this offers an exciting 
way to demonstrate the application of science and 
advanced technologies to a broad audience.

“This event is sure to capture the imagination of 
our young people who are fascinated by aerospace,” 
Minister Andrews said.

“The fact that these launches are happening right 
here in our backyard gives Australians a real sense of 
the incredible opportunities and career pathways that 
are available.” 

The trials are taking place in close consultation with 
the Civilian Aviation Safety Authority.

 Plan Jericho is undertaking a number of 
advanced sensing activities, including high 
altitude balloon launches and sub-orbital 
rocket launches. Air Force's Jasper hitched a 
ride on this launch to accompany the balloon 
into the stratosphere.Credit: CoA 
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TASK GROUP TAJI A SUCCESS
– 5 June 2020 –

Australia has successfully completed its training 
mission at Taji Military Complex in Iraq.

Since 2015, Australia has trained more than 
47,000 members of the Iraqi Security Forces 
through the joint Australia-New Zealand Building 
Partner Capacity Program. 

Australia’s support at Taji has enabled the 
Iraqi Security Forces to increase its capacity to 
deliver its own training and conduct independent 
operations.

This has been vital in Iraq’s ongoing battle to 
degrade and defeat Daesh.

Minister for Defence, Senator the Hon Linda 
Reynolds CSC commended the Australian Defence 
Force (ADF) for its contribution to Task Group Taji.

“The ADF has been at the very forefront of the 
work at Taji,” Minister Reynold’s said.

“Last year, I saw firsthand the incredible 
contribution our personnel have made at Taji, 
and had the opportunity to thank them for their 
significant efforts.”

“The substantial progress made against Daesh 
and the increased capacity of the Iraqi Security 
Forces means that our training mission at Taji has 
reached logical and natural conclusion.

In November 2019, Australia’s local partner, 
the Iraqi School of Infantry, was the first Coalition 
facility to declare full independent operating 
capability, enabling training responsibilities to be 

handed back to the Iraqi Government.
The tremendous effort by Task Group Taji 

over the years reflects the scale of Australia’s 
commitment to the Global Coalition and our 
determination for a united and stable Iraq.

Australia will continue to play a key role in 
the Global Counter Daesh Coalition and provide 
support to Iraq through contributions to the Iraqi 
Counter Terrorism Service, Coalition air capabilities 
and Coalition headquarters.

STRENGTHENING DEFENCE 
INDUSTRY TIES WITH THE 
UNITED KINGDOM 
Defence Industry Minister, Melissa Price 

– 12 June 2020 – 
Last night I spoke with my United Kingdom counterpart, 
Minister for Defence Procurement, Jeremy Quin MP 
about the importance of working with key partners 
during and after the COVID-19 pandemic. 

I spoke with pride about Australia’s defence sector 
working extremely hard to keep their businesses 
operating safely throughout COVID-19.

Rather than slowing down or stopping defence 
capability programs, Australian industry has safely 
adapted their work routines and safety practices to 
enable business to continue. 

We also discussed the Hunter Class Frigate 
Program – the largest defence acquisition Australia has 
undertaken in partnership with the UK.

I reaffirmed Australia’s commitment to this program 
and emphasised the opportunities for our two countries 
to continue to work together on our frigate programs.

The conversation was a great opportunity to discuss 
the support available to Australian industry to export, 
particularly to markets like the UK.

I emphasised the world-leading capability 
offered by the Bushmaster and asked Minister 
Quin to keep me updated on the UK’s Multi-Role 
Vehicle-Protected Program. 

 We are both looking forward to further discussions 
when we reconvene the Australia-UK Defence industry 
Dialogue later this year.

Task Group Taji 10 Headquarters during winter in Iraq, 2020.
Credit: CoA / Roger Brennan

Australian and Coalition Forces load a soldier with simulated injuries into a Bushmaster Protected Mobility Vehicle as 
part of a mass casualty exercise at the Taji Military Complex, Iraq. Credit: CoA / US COMCAM Spc Caroline Schofer
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BISALLOY® ARMOUR STEEL 
PASSES GERMAN GOVERNMENT 
TESTING
– 11 June 2020 –
Bisalloy Steel Group is pleased to announce the first 
of two high performance armour steel grades has 
passed stringent German Government certification 
after two years of research, development and 
testing in collaboration with Rheinmetall Defence 
Australia. This qualifies the steel to be manufactured 
for Rheinmetall’s Australian-built BOXER 8x8 
Combat Reconnaissance Vehicles (CRV), for 
export to customers and as a source of supply for 
Rheinmetall in Germany.

Bisalloy developed a new type of ‘O-grade’ armour 
steel in order to meet the protection levels required 
for the BOXER 8x8 CRV. The Company can confirm 
this specialised armour steel last week passed the 
German Government qualification process with the 
BAAINBw (German Government testing authority).

Testing of even stronger ‘Z-grade’ armour steel 
will soon take place in order to meet the exacting 
protection levels required for each BOXER 8x8 
CRV and ensure the best protection for Australian 
soldiers to ensure they survive and win in combat. 

Final phases of testing are scheduled to commence 
in Germany next month with final certification 
expected this year.

Bisalloy Steel Group Chief Executive Officer and 
Managing Director Greg Albert said the achievement 
confirmed the company’s place in the new military 
vehicle industry for Australia – for supply to the 
Australian Defence Force and among world class 
producers of armour steel globally.

“Bisalloy is proud to have achieved this critical 
milestone after significant investment in research, 
development and testing of armour steel alongside 

our partners Bluescope Steel and Rheinmetall,” 
Mr Albert said.

Bisalloy had long worked in partnership with 
Australian steel producers, defence scientists 
and manufacturers of military vessels and 
vehicles to produce the best armour plate 
products in the world.

“Our work with Rheinmetall will ensure 
Bisalloy’s capabilities have created the best 
possible protection for the Australian soldier but 
also significant export opportunities for Australia.”

Bisalloy is also working closely with 
Rheinmetall as part of the company’s offer - the 
LYNX KF 41 Infantry Fighting Vehicle (IFV) - for 

the $10 billion LAND 400 Phase 3 program and the 
supply of more than 400 IFVs to the ADF.

Rheinmetall Defence Australia Managing Director 
Gary Stewart said achieving the German Government 
qualification validated Australian steel for the BOXER 
program and Bisalloy’s status as a world class 
supplier of armour grade steel.

“Meeting this quality threshold ensures supply 
to the LAND 400 Phase 2 vehicles and qualifies 
Bisalloy to work globally with Rheinmetall on future 
projects, including LAND 400 Phase 3 and other 
offshore defence programs,” Mr Stewart said.

Boxer CRV (Bisalloy photo)
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CYBER SECURITY AND EW MERGING 
TOGETHER

The evolution of Electronic Warfare – defined as the control and use of the electromagnetic spectrum for military purposes – appears 
to be gathering speed. From relatively humble origins after the invention of the radio and its spin-off radar, EW is being enveloped 

by even broader domains such as cyber warfare and information operations. The rate of change is accelerating – and the number of 
disruptive technologies available to state and non-state actors continues to grow.

A s the world becomes more connected 
moving towards the Internet Of Things – 
basically where every microchip will have 

an IP address – the challenge for national security 
planners of keeping countries secure becomes more 
complex and more difficult. The Digital Age needs 
digital defences – and EW has become one tool in 
an ever-expanding toolbox.

Australia is experiencing a period of massive 
economic and social disruption – firstly with the 
catastrophic bushfires during the summer and now 
with the ongoing COVID-19 situation. Looking to the 
future, climate scientists and epidemiologists warn us 
that fires and pandemics could be more frequent and 
extreme. To date, the mechanisms for tackling major 
disasters include using the ADF – as Operation 
Bushfire Assist in particular demonstrated. 

CYBER STORM?
But what if the next major upheaval is not a natural 
event but a calculated disruption of Australia’s IT 
infrastructure? Known in the business as a Cyber 
Storm, this could see a large number of carefully 
planned simultaneous assaults on: military facilities; 
mobile phone networks; the stock market; financial 
institutions; the electricity grid; health care; and 
transport – just to name a few. If all of these domains 
suddenly stopped working, or were even severely 
compromised, chaos would reign and life as we 
know it would become impossible within hours, 
let alone days. If everything else crumbled, people 
would be looking to the ADF for help.

There is at least one precedent where Defence 
has stepped in when companies have been unable 
to deliver an important national service – the 1989 
pilots strike. In that case almost the entire domestic 
airline industry stopped working at short notice over 
a pay dispute – and immediately the Government 
felt that it had an obligation to involve the RAAF in 
providing a minimum number of flights to stop the 
country grinding to a halt. This was not to replicate 
commercial arrangements – the RAAF did not have 

that sort of airlift capacity – but to mitigate the worst 
effects of the crisis and to buy enough time for the 
situation to be sorted out.

We know that the ADF has extraordinarily capable 
assets to help with disasters, such as personnel, 
vehicles, ships, and aircraft – especially helicopters. 
At short notice it can set up field hospitals, field 
kitchens, provide vital electricity generating capacity 
and fresh water production. But could it help out with 
a cyber catastrophe, as opposed to a physical one?

THE ROLE OF DEFENCE
The person in the system whose job is to lose sleep 
over this is Major General Marcus Thompson, who 
is Head of the Information Warfare Division of the 
Department of Defence, which is within the Joint 

Capabilities Group. It is made up of:
• Information, Surveillance, Reconnaissance, 

Electronic Warfare and Cyber (ISREW & Cyber) 
• Space and Communications 
• Joint Command and Control (JC2) 
• Defence Signals Intelligence and Cyber Command 

(DSCC) 
• Joint Influence Activities.

The area is quite new, coming into existence on 
1 July 2017. Major General Thompson explained 
that it was created as a consequence of the First 
Principles Review and a realisation that many combat 
capabilities cross over all three services – but did not 
fit neatly into any one of them.

Historically, many of these elements were treated 
as separate capabilities. However, they have one thing 

ELECTRONIC WARFARE

Aircraftman Sean Robson from No 87 Squadron (seated) shows Aircraftwoman Michelle Van Blommestein (left) and Flight 
Sergeant Treena Palmer (centre) from the Australian Signals Directorate how a 3D screen helps in the targeting progress 
during a familiarisation tour to No 87 Squadron. Credit: CoA / David Gibbs
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ELECTRONIC WARFARE

in common – they all deal in information. This could 
be the movement of information, the gathering of it, 
its exploitation, or the use of it to generate battlefield 
effects. Major General Thompson explained:

“While the Division only came into existence three 
years ago, Information Warfare is not new. I often 
say that it has been around since biblical times: 
information operations; psychological operations; 
deception – these are not new functions.

“What is new is the conduct of these operations in 
and through cyber space.”

The way that the Division is structured is in response 
to two things. The first is the exponentially increasing 
reliance on information and the devices that carry 
it – everything from military communications systems 
to mobile phones and tablets. The second element 
is the continually changing nature of contemporary 
conflict – which is frequently being played out in 
non-traditional ways.

The ADF needs to be able to fight and prevail in 
these sorts of conditions.

As an example, Major General Thompson 
frequently cites the experience of being a brigade 
commander during Exercise Hamel in 2016. He set 
up a small information gathering unit for the “enemy” 
Red Force – five cyber operators, five intelligence 
analysts and two lawyers (to make sure that very 
strict rules of engagement were followed, particularly 
regarding privacy) – the purpose of which was to find 
out as much about the Blue Force as possible. The 
team could only access open source data such as 
social media posts from soldiers in the field.

The results were disturbing: in less than 48 hours 
these 12 people had “completely unpacked” Blue 
Force data, having names of all the key individuals, 
the chain of command, unit titles and unit locations 
through geo-tagged images posted to social media. 
In some cases they were even able to discern unit 
intent. All of this came about just by monitoring 
public posts from within the exercise area.

Major General Thompson says this was a big 
wake up call given the huge amount of data that 
was collected even in a highly legally controlled 
manner. One wonders what an unconstrained real 
life adversary would have been able to do under 
the same circumstances. As a consequence the 
ADF has made “significant improvements” to the 
way information is protected – including making 
soldiers aware of the dangers that they face and 
the potentially fatal consequences of being sloppy 
with data.

Operational security (OPSEC) has always been 
important – one can think of famous Second 
World War posters reading “Loose lips sink ships” 
– and now in the digital world the potential for 

gathering damaging information and disseminating 
it is increasing. In society generally there is now a 
greater level of awareness about basic things such 
as password protection – and the realisation that it 
is probably not a smart idea to announce in advance 
to the entire world that your home with its collection 
of antique Ming vases will be unoccupied for the next 
fortnight as you go on holiday.

COMPOSITION OF THE DIVISION
In keeping exactly with the above sentiment of 
limiting the amount of specific information in play, 
precise numbers and responsibilities of personnel 
are not in the public domain. All three services are 
represented and there are also a number of civilians 
and contractors, with the balance varying from day 
to day.

BROADER ENGAGEMENT
Cyber security is a whole of Government, whole of 
nation activity. Defence works very closely with other 
departments and agencies – particularly those within 
the national security community. Prominent among 
those is the Department of Home Affairs, which has 

the lead on official cyber policy. There is also the 
Australian Signals Directorate, working through the 
Cyber Security Centre.

Defence also works closely with industry, 
particularly for capability development – everything 
from conceptualising what technologies might 
become available through to sharing ideas about 
methodological tools. For example, last year Defence 
arranged a virtual contest with a team from the 
National Australia Bank – a sort of “capture the 
cyber flag” exercise run during a single day – that 
provided both sides with the opportunity to compare 
notes and learn from each other. The exercise proved 
so valuable that both sides have committed to a 
rematch.

CHANGING NATURE OF 
ELECTRONIC WARFARE
According to Major General Thompson, the RAAF 
has invested heavily in EW capabilities – along 
with the Army and Navy – as a reflection of the 
character of contemporary conflict. The approach to 
the domain has been evolving and until fairly recently 
the capabilities in the three services had different 

Historically, many of these elements were treated as separate 
capabilities. However, they have one thing in common – they all 

deal in information. 

Members of No. 462 Squadron partake in Exercise Pink Pill - a Defensive Cyberspace Exercise  
Credit: CoA / Brenton Kwatersk
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ADF DEPLOYABLE 
COMMUNICATIONS SYSTEM FOR 
DISASTER RELIEF?

Known colloquially as “the NBN for deployed 
forces”, Project Currawong is delivering a 
communications network to the ADF with global 
reach. Arguably the world’s most advanced 
battlefield communication system, Currawong 
has huge transfer capacity for voice, graphics, 
video and text data. The ADF will receive 109 
self-contained nodes in the form of vehicles 
bristling with communications equipment that 
enables them to use multiple bearers – satellite, 
troposcatter, UHF, VHF and also with the ability 
to plug into civil infrastructure.

Formally known as JP 2072 Phase 2B, each 
node is electronically self-configurable and can 
be up and running in less than an hour – and 
sometimes much faster even than that. The 
system can provide secure internet on the move 
and has been designed to work even when 
very limited bandwidth is available. Developed 
by Boeing Australia and their network of local 
suppliers, nothing as good as this is known to 
exist anywhere else – and a lot of interest is 
being shown in the system, especially by other 
Five Eyes countries.

Designed to make the ADF self-sufficient for 
strategic communications, the system could 

also be used for humanitarian and disaster 
relief missions, where all infrastructure has 
been destroyed. Similarly during Australia’s 
next natural disaster, the ADF has the capacity 
to assist if – for example – all mobile phone 
towers in a region were destroyed by fire or were 
knocked out because electricity had been cut off.

Asked about whether Currawong could help in 
the event of a major cyber attack on Australia’s 
mobile phone system, Boeing Defence Australia’s 
director joint systems, Murray Brabrook, 
explained:

“The Currawong Battlespace Communication 
System is independent to Australia’s mobile 
phone system. If the mobile phone system went 
down, Currawong would remain operational 
and defence personnel would continue to have 
access to critical telephony services – both in 
barracks and on overseas deployment.

“In addition, the Defence High Frequency 
Communications System (DHFCS) works 
independently of all other communications 
systems including mobile phones, trunk 
radio systems, internet, and satellites. When 
they are all down, DHFCS can continue to 
provide coverage unaffected and offers similar 
coverage to mobile phones from a geographical 
perspective. Future enhancements to DHFCS 
will increase the user device options as well its 
utility, performance and coverage.”

14 Asia Pacific Defence Reporter JUNE 2020

Bushmaster Protected Mobility Vehicle with Currawong communication suite.
Credit: Boeing

characteristics and priorities. For many years the 
RAAF and the RAN had a focus on protecting 
their platforms, whereas Army concentrated more 
on Signals Intelligence (SIGINT) and obtaining 
battlefield effects, such as jamming hostile 
communications.

However, about a decade ago these different 
histories started to merge. For example, Army’s 
efforts at counter-IED missions - particularly in 
Afghanistan – saw the service move towards 
platform protection. At the same time the other 
services also changed their thinking with a view 
to using EW to achieve particular battlefield 
effects, such as jamming and spoofing enemy 
systems, making it difficult for them to coordinate 
their activities.

DATA STORAGE AND 
MANAGEMENT
A major issue worldwide is how to make sense of 
the huge amount of data that can be collected by 
electronic means – in peacetime this is done by 
the civil agencies - and Australia is not alone in 
making significant investments in storage capacity. 
A related area is being able to interpret and 
collate vast amounts of information. In the U.S. 
advances are being made in the application of 
artificial intelligence (AI) and machine learning 
because it is now beyond the capability of human 
beings – no matter how talented or hard working 
– to make sense of everything that might need 
to be evaluated, particularly during a conflict. An 
example is the USAF’s Project Maven, which seeks 
to process full motion video from uninhabited 
systems using tools such as pattern recognition 
software.

Asked if Defence is looking into these techniques, 
Major General Thompson explained:

“Absolutely. Wherever we can we are looking 
for tools that can give us an advantage. We firmly 
believe that artificial intelligence and machine 
learning have the potential to generate just such an 
advantage. We are aware of Project Maven and we 
are in contact with our U.S. colleagues.

“Earlier this year we established the Defence 
Artificial Intelligence Centre, which is charged with 
exploring the adoption of AI and machine learning 
technologies within the ADF. This is a new activity 
with a relatively small team and it will grow during 
the next few years – which is a reflection of how 
important we think this area will become.

“When we are talking about applying new 
technologies in a military context we also need to 
be thinking about their ethical application, because 
everything we do is governed by the rule of law.”

ELECTRONIC WARFARE
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RAAF Director Intelligence, Surveillance and 
Reconnaissance,

Group Captain Jason Lind explained the 
role of the aircraft:

“They are equipped to have an ISR and airborne 
electronic warfare capability to support a range of 
ADF operations for Australia and our allies. They will 
be highly capable and flexible EW/ISR platforms with 
multi-intelligence functionality.”

The G550 has a ceiling in excess of 40,000 feet 
and endurance of 12 hours with a cruising speed 
of 480 knots – just under 900kph. At that altitude 
the electronic sensor horizon is about 400km away 
– meaning that they can monitor a huge amount of 
airspace during a typical mission.

Group Captain Lind described them as a key 
enabler not only for other RAAF platforms but also 
for the entire Joint Force, especially for operations 

in complex and congested electromagnetic 
environments. While using G550s as special mission 
aircraft is not new – the U.S. and Israel have already 
gone down this path – the equipment configuration 
specified by Australia is unique. However, the 
structural modifications currently being carried out 
by Gulfstream take advantage of earlier programs 
meaning that externally the RAAF aircraft will look 
almost identical to those in service elsewhere.

The electronic systems themselves are described 
as very modern and capable – though for this type 
of aircraft the precise details are opaque. We can 
speculate that they will carry ESM, SIGINT and 
COMINT equipment – and might also serve as a data 
relay platform carrying something such as Northrop 
Grumman’s BACN airborne gateway, already very 
successfully trialled in Australia during exercise 
Jericho Dawn in 2016. All of the electronic systems 

have been purchased via the U.S. FMS system.
The RAAF already has a number of platforms with a 

high degree of EW functionality – top of the list being 
the Growler EA-18G electronic attack aircraft – but 
others include Wedgetail AEW&C; F-35s; Super 
Hornets and P-8As. In the future, two remotely piloted 
systems will also be part of the inventory: MQ-4C 
Tritons and even newer MQ-9Bs. At a minimum, all 
of these aircraft carry radar, ESM systems and high 
capacity communication suites.

However, EW is a very wide domain with a number 
of subsets: Electronic Attack; Electronic Support; 
Electronic Protection – and more – and they are 
all interrelated. EW also extends well beyond air 
platforms – for example many of the Army’s future 
ground vehicles will also be part of a network 
that gives them EW Self-Protection. The advantage 
that Peregrine has is that it has been designed by 

KYM BERGMANN // CANBERRA

PROJECT PEREGRINE – A FURTHER BOOST 
TO RAAF’S ELECTRONIC WARFARE CAPABILITY
This project, announced in March last year, will deliver four highly specialised Electronic Warfare support aircraft to the RAAF, with the 
first scheduled to arrive in late 2022 or early 2023. With a budget of $2.46 billion, it will deliver modified Gulfstream G550 business 

jets that will form a growing part of airborne EW and be a crucial link between other platforms such as F-35s, Wedgetail and Growler. 
Each Peregrine will also have connectivity with ground forces and naval assets.

ELECTRONIC WARFARE

Israel Aerospace Industries has received a US $350 
million Special Mission Aircraft related contract from 
a major European country. The contract will be 
executed by IAI’s ELTA Systems, a global leader in 
the Special Mission Aircraft domain. 

IAI has delivered Special Mission Aircraft to the 
Israel Defense Forces (IDF) and numerous countries 
worldwide, and are considered to be strategic 
assets. IAI is one of a select few companies that 
have these technology capabilities in-house. IAI 
achieved a major breakthrough in Special Mission 
Aircraft thanks to advanced sensor miniaturization 
technology coupled with Artificial Intelligence (AI) 
and Machine Learning software applications, 
allowing high performance business jets to be used 
as Special Mission Aircraft. Previously, most of the 
Special Mission Aircraft in the world were based on 
converted cargo or passenger planes.

IAI SIGNS A $350 MILLION SPECIAL MISSION AIRCRAFT RELATED CONTRACT WITH MAJOR 
EUROPEAN COUNTRY

Special Mission Aircraft which are designed and developed in IAI are used primarily for collecting strategic intelligence.

 IAI Special Mission aircraft based on a Gulfstream G550 airframe. (IAI photo)
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the RAAF from the ground up to meet Australia’s 
particular Joint Force requirements. Because of 
the variety of systems that the ADF already fields, 
Australia’s needs are almost certainly different from 
that of any other nation and so the concept of an EW 
support aircraft makes a lot of sense.

When Peregrine is linked with other multi-mission, 
multi-intelligence platforms, it makes the entire system 
much more capable and robust. The intention is that 
all of the 5th Generation platforms – and many of the 
legacy systems – will be networked, greatly improving 
their ability to function in complex electromagnetic 
environments. Land and maritime forces will also be 
linked – and close allies, particularly the U.S.

The most prominent of the other RAAF platforms are:

GROWLER
The RAAF’s 11 EA-18G Growlers are a key element 
in the EW force mix, particularly because of their 
ability to jam and spoof hostile transmissions 
across a very wide band of frequencies. This makes 
them an essential element for dangerous high-end 
combat missions, such as Suppression of Enemy 
Air Defences (SEAD). In the future, the aircraft most 
likely to be doing the attacking are F-35s – which 
have the ability to do their own jamming using their 
powerful multi-purpose AESA radar. However, there 
are plenty of scenarios where additional jamming 
from a Growler will be needed – for example if the 
F-35 is exiting a combat area with its radar facing 
away from threats.

EA-18Gs are continuing to evolve, with the RAAF 
remaining in lock step with the parent service, the 
USN. Prime contractor Boeing made a number of 
points about the status of the Growler program:
1. The U.S. Navy Growler Program of Record is 

160, which have been delivered. However, in the 
FY20 budget, the Navy has provided funding to 
begin setting the requirements for what makes 
up a Growler Block II. Enhancements that could 
be included via retrofit include bringing over from 
the Block III Super Hornet capabilities like the 
advanced cockpit system and conformal fuel tanks; 
an airborne electronic attack system upgrade; and 
improved electronic warfare capabilities.

 In March of 2019, Boeing was awarded a three-
year contract for 78 F/A-18 Block III Super Hornets 
to cover production for FY19-FY21. Boeing will 
deliver two Block III flight test aircraft to the U.S. 
Navy in coming weeks and will begin delivering 
operational Block III Super Hornets to the Navy in 
2021. Boeing will deliver Block III Super Hornets 
to the Navy via 2033 via Service Life Modification.

2. The EA-18G is the only dedicated electronic 
platform in the U.S. inventory, and supports all 

U.S. armed services. International interest remains 
high in the platform and the Growler was recently 
released to Finland. Boeing plans to offer the 
platform to several other countries including 
Germany. Boeing is currently working with the 
U.S. government on potential foreign military sales 

to other international customers.
3. Boeing is the prime contractor for Growler 

maintenance under the ACEA sustainment 
contract. Growler sustainment is delivered at 
RAAF Base Amberley through ongoing support 
from the USN and the local enterprise, which 
is comprised of RAAF, CASG and our industry 
partners. The high level of commonality between 
the Super Hornet and Growler platforms has 
enabled the seamless transition of Growler 
support into the extant Super Hornet support 
capability.

 Growler operational-level maintenance is 
performed by 6 SQN and depot level maintenance 
is performance by Boeing at Amberley. Some 
intermediate maintenance of components is 
performed on site, while other components are 
returned to the US for repair by either the USN or 
the OEM. 

4. The Growler’s Electronic Warfare capabilities will 
be greatly expanded with the addition of the Next 
Generation Jammer and Block II capabilities. 
Australia is in a cooperative development program 

with the USN on Next Generation Jammer 
and has indicated interest in Growler Block II 
upgrades when they become available, ensuring 
that Australian Growlers maintain commonality 
with the USN and are the most capable tactical 
EW aircraft in the world.

WEDGETAIL
The RAAF’s fleet of six Boeing Wedgetail AEW&C 
aircraft – which have just celebrated their 10th 
anniversary of introduction into service – have an 
important role in Electronic Warfare. This has several 
elements, including the hugely capable AESA radar 
that sits on top of the aircraft. This contributes to 
situational awareness, as well as being the primary 
sensor for controlling RAAF and allied aircraft 
during combat operations – as was repeatedly and 
effectively demonstrated during Operation Okra in 
the Middle East.

The radar could also serve as a powerful jammer 
– even though officially this is not listed as one of its 
functions. As capable as it already is, according to 
the manufacturer Northrop Grumman it is software 
upgradable to new capabilities. The RAAF is currently 
undertaking risk reduction activities in advance of AIR 
5077 Phase 6 – the Wedgetail upgrade program 
- to expand the capabilities of the sensor suite and 
platform beyond the current MESA parameters.

Asked about the ESM system and the likelihood of 
it also being upgraded, Defence explained:

A U.S. Navy EA-18G Growler aircraft assigned to Electronic Attack Squadron (VAQ) 131 at Naval Air Station Whidbey Island, 
Washington, takes off during Red Flag 20-1 at Nellis Air Force Base, Nevada. (U.S. Air Force photo by Airman 1st Class 
Dwane R. Young/Released)
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“The electronic support measures system is an 
upgraded ALR-2001. It is used frequently and closely 
integrated into the mission computing system. The 
E-7A Wedgetail’s electronic warfare self-protection 
measures include directed infra-red countermeasures, 
chaff and flares, and communications systems 
including HF, VHF, UHF, Link-11, Link-16, UHF 
SATCOM and ICS.

“A spiral upgrade of new technologies, including 
upgrades to mission computer power and speed is 
planned for this capability.” 

PREDATOR B / SKY GUARDIAN / 
MQ-9B
Whatever they will be called in the Australian 
inventory, these medium altitude long endurance 
remotely piloted vehicles will also add to the RAAF’s 
EW network. Best known for carrying weapons such 
as Hellfire laser guided missiles and other smart 
munitions, the +12 aircraft are also well suited for EW 
because they carry a radar and have a flexible payload 
bay, plus the ability to carry pods – potentially 
produced by Australian industry - on their wings. 
Prime contractor GA-ASI says:

“To further expand the utility of the versatile MQ-9B 
SkyGuardian/SeaGuardian platforms, GA-ASI is 
integrating a range of Electronic Warfare (EW) 
solutions, including self-protection systems. These 
developments span both passive and active EW and 
will commence flight trials later this year.”

The aircraft currently come with Northrop 
Grumman’s Pandora EW system, that is capable of 
electronic attack as well as self-protection. With a 
payload of 1,700kg, ceiling of 50,000ft (though for a 
typical mission they would fly at half that height) and 

endurance well in excess of 24 hours, these platforms 
have the ability to play a major role in the RAAF’s EW 
network when they start to arrive towards the middle 
of the decade. With high bandwidth SATCOM as 
well as line-of-sight communications they will be an 
important node.

TRITON MQ-4C
The RAAF platform that will have by far the greatest 
range (without air-to-air refuelling); operational 
ceiling; and endurance is the fleet of six MQ-4C 
Northrop Grumman Triton remotely piloted vehicles. 
We have regularly updated the program with the 
latest information that a possible pause in the USN 
acquisition schedule might allow Australia to acquire 
our aircraft faster and at a lower price – and with 
more local content – than previously scheduled. The 
RAAF is currently mulling the possibility of taking up 
the offer.

As well as a AN/ZPY-3 Multi-Function Active 
Sensor (MFAS) with a 360° field-of-regard active 
electronically scanned array (AESA) radar, they are 
also equipped with a Sierra Nevada digital AN/ZLQ-1 
Electronic Support Measures system. They typically 
operate at 40,000 feet and because they can fly at 
close to 600 kmh they can cover huge areas during 
a single mission. For example, a Triton could take off 
from RAAF Tindal, fly to a position somewhere near 
Shanghai, loiter for 10 hours, return and land – all on 
a single tank of fuel.

There are several advantages to operating at 
great height. One is relative invulnerability – though 
it should be noted that a Triton was shot down 
by Iran using a heavyweight Russian surface-to-air 
missile in June last year. Another is the enormous 
field of regards that sensors such as the ESM and 

radar enjoy from that altitude. Like other platforms 
in the RAAF inventory, Tritons have SATCOM 
as well as line of sight communications systems 
allowing them to transmit data back to their base at 
Edinburgh from anywhere around the world.

Doctrinally, Triton fits within the electronic 
warfare support (ES) branch of EW. One of the 
defining documents for the entire domain remains 
the Joint Publication 3-13.1 (Electronic Warfare), 
issued by the U.S. Joint Chiefs of Staff in 2007:

“ES refers to the division of EW involving actions 
tasked by, or under direct control of, an operational 
commander to search for, intercept, identify, 
and locate or localize sources of intentional and 
unintentional radiated EM energy for the purpose of 
immediate threat recognition, targeting, planning, 
and conduct of future operations.”

The JP 3-13.1 also draws a distinction between 
ES and intelligence; “The distinction between 
whether a given asset is performing an ES mission 
or an intelligence mission is determined by who 
tasks or controls the collection assets, what they 
are tasked to provide, and for what purpose they 
are tasked. ES and signals intelligence (SIGINT) 
operations often share the same or similar assets 
and resources and may be tasked to simultaneously 
collect information that meets both requirements.”

As prime contractor Northrop Grumman 
points out, the Triton program is a cooperative 
development between Australia and the US. 
From an operational perspective – and given the 
enormous range of the jet powered aircraft - the 
Australian “orbit” has been dubbed the sixth of 
such surveillance patterns for Tritons around the 
globe, complimenting the U.S. Navy’s planned five 
orbits. As a Five Eyes country, Australia is already 
poised for multi-national operations, which JP 
3-13.1 also accounts for:

“US planners should integrate US and partner 
nations’ EW capabilities into an overall EW plan, 
provide partner nations with information concerning 
US EW capabilities, and provide EW support 
to partner nations. The planning of multinational 
force (MNF) EW is made more difficult because of 
security issues, different cryptographic equipment, 
differences in the level of training of involved 
forces, and language barriers.” 

A program known as the multi-intelligence 
upgrade (IFC-4), which is currently underway will 
further significantly enhance Triton’s capabilities 
and enable the U.S. Navy to retire the ageing 
EP-3E fleet of manned SIGINT aircraft.

The U.S. Navy currently has two Tritons operating 
from Guam, adding significantly to intelligence 
gathering capabilities in North Asia.

Graphic illustrating the detection envelope of airborne radar compared with ground based radar. (Northrop Grumman)



The US Air Force recently retired its very 
first “Compass Call” aircraft. Made in 
1982, it featured special modifications 

such as locating, listening, and jamming enemy 
communications. As a result, this aircraft’s systems 
could severely inhibit force communications and 
coordination. These advanced capabilities ensured 
its operation for almost four decades. In that time, 
however, the use of the electromagnetic (EM) 
spectrum operations in conflicts began to evolve at 
a much faster pace, leading to more complex EW 
applications. Varied technology and market trends 
merged to enable the ongoing emergence of new 
threats, challenging modern military units to identify 
these quickly evolving threats in a timely manner. 

Typically, EW is defined as warfare in the EM 
spectrum, which means anything operating in the 
radio frequency (RF) is considered part of EW. 
Electromagnetic operations target many aspects 
of the EW environment, ranging from radars and 
jammers to military communications. Anything 
that communicates over the air could be a target. 
EW systems use the EM spectrum to support 
communications, sensing, and defense. Disarming 
these capabilities means denying an adversary’s 
ability to communicate or navigate. Signal intelligence 
systems also may gather intelligence or find targets.

Even small adversaries can leverage commercially 
available technology, such as Global Positioning 
System (GPS) jamming equipment. An attack carried 
out on navigation, for example, could threaten the 
military’s ability to synchronize operations. Even more 
frightening, the possibility exists for the adversary’s 
cyber system to provide inaccurate position, timing, 
or navigation information. This possibility could cause 
problems ranging from confusion to horrific accidents. 
Threats do not have to conduct a visible attack when 
they can instead cause failure in communications, 
coordination, and other operations.

THE NEW EW LANDSCAPE
In any EW conflict, the winner is the one that can 
maneuver most quickly through the EM spectrum by 

leveraging technology advances. Yet threats have 
grown increasingly in number and sophistication, 
with one reason being the availability of technology. 
A decade ago, very few players dominated this 
battlefield. The technological capabilities and 
investments required to dominate in EW prohibited 
others from developing competing EW capabilities. 
As commercial electronics became cheaper and more 
available, however, adversaries of all sizes entered the 
EW fray. Even smaller adversaries now potentially 
have a competitive threat arsenal, making the threat 
environment more dangerous and unpredictable. 
With the barrier to entry so low, anyone with the right 
skill and knowledge can secure enough equipment 
to be a threat.

Software-defined radio (SDR) systems also 
brought a change to the EW arena. Originally, 
SDR translated to a reconfigurable radio based 
only on software. Analog-to-digital conversion 
occurred directly at the antenna. Modern SDRs 

often take more complex forms, however, changing 
their operating frequency, modulation, operating 
bandwidth, and network protocol without having to 
change the system hardware. As speeds increase 
for both digital signal processing (DSP) and analog-
to-digital converters (ADC), more signal processing 
occurs digitally. By leveraging such systems, military 
forces can more easily upgrade their threat systems. 
The rapid pace of change for commercially available 
dual-use technologies and software-defined systems 
is driving much of the diversity and complexity of 
future threats.

In the future, the biggest impact to EW is predicted 
to come from artificial intelligence (AI) technologies. 
The pace of change for commercially available dual-
use technologies and software-defined systems 
greatly drives both the diversity and complexity of 
future threats. With the addition of AI, those threats 
will also learn from each conflict - making them more 
likely to prevail in the future. 

ELECTRONIC WARFARE

Staff Sgt. William Urquhart, 755th Aircraft Maintenance Squadron aerospace propulsion, inspects an EC-130H Compass Call 
engine during Aviation Rotation 19-2 at Krzesiny Air Base, Poland, June 13, 2019. Compass Call is an airborne tactical weapon 
system that uses noise jamming technology to disrupt enemy command and control communications and deny time-critical 
adversary coordination essential for enemy force management. (U.S. Air Force photo by Staff Sgt. Jonathan Snyder)

NANCY FRIEDRICH // NEW YORK

EW SUCCESS HINGES ON SPECTRUM 
DOMINANCE

Military forces must continue evolving to stay ahead of their adversaries, leading to a more flexible, scalable approach to threat 
detection, analysis, and response. 
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THREATS TAKE VARIED FORMS
As a result of these technology leaps, threats 
grow increasingly sophisticated. Threats of the 
past were static in nature – always appearing and 
behaving the same. Today’s threats are responsive, 
changing their behavior based on the scenario. 
If an adversary is jamming a reactive threat, for 
example, it will switch frequencies or take another 
action to elude that jamming. Adversaries must 
now assume that a threat might change and 
prepare to react accordingly.

Often, such threats are described as cognitive 
or adaptive. Although people use these terms 
interchangeably, many levels of adaptability exist. 
Most of them do not come near the capabilities of 
cognitive EW. Using machine learning, cognitive 
EW systems can enter an environment with no 
knowledge of the adversary’s capabilities and 
rapidly understand the scenario. By doing something 
that makes the adversary’s system react, they can 
evaluate its response. They can then develop an 
effective response that is suited for that particular 
adversary’s system. 

In contrast, adaptive solutions cannot rapidly 
grasp and respond to a new scenario in an original 
manner. For example, an adaptive radar can sense the 
environment and alter transmission characteristics 
accordingly, providing a new waveform for each 
transmission or adjusting pulse processing. This 
flexibility may allow it to enhance its target resolution, 
for instance. 

Many adversary systems require only a simple 
software change to alter waveforms, which adds 
to the unpredictability of waveform appearance 
and behavior. Military forces struggle to isolate 
adaptive radar pulses from other signals, friend or 
foe. As these threats grow increasingly adaptive, 
their opponents must respond to them in a much 
shorter time.

IMPACT OF MACHINE LEARNING
With AI, intelligent machines work and respond 
much like humans. Machines can therefore perform 
smarter tasks using capabilities like signals 
recognition. Machine learning takes AI one step 
further, allowing machines to continuously learn 
from data and adapt as a result. These computers 
learn over time at a very rapid rate. Threats using 
machine learning continue to learn from every 
conflict, determining ways to be more effective so 
that they prevail against future countermeasures. 

This evolution occurs without the need for human 
interaction, as the computer decides how to alter 
behaviors. When tested or engaged, these threat 

systems learn from that experience. They modify 
their future behavior as a result, which means 
the computer decides the next steps. Due to the 
system’s unpredictable behavior, even the people 
who implemented it cannot foretell its exact behavior. 

As threat systems advance with machine learning 
technology, they will adapt and alter their behavior 
or course of action at an increasingly rapid rate. 
If a radar is trying to track a jet, for example, 
the adversary’s countermeasures may stop it from 
succeeding. Using machine learning, that radar 
would repeatedly try new approaches in an effort 
to achieve success. Today’s machines possess 
intelligence that is an order of magnitude higher than 
a human expert in EW, as they learn from data that 
continues to aggregate.

AN EVER-CHANGING FUTURE
Due to the abundance of new, modern, responsive 
threats, military forces vie for control of the EM 
spectrum. Spectrum dominance enables them to 
detect, deceive, and disrupt enemy forces while 
protecting their own military. Should this dominance 
be achieved, military forces must constantly innovate 
their EW threats and countermeasures to stay in 
that leading position. To keep pace with the ever-
changing threat environment, military forces demand 
flexible, scalable solutions. A risk mitigated today 
may not be an issue six months from now, putting 
military forces in the position of always facing a new 
threat or even foe.

Incomplete, disaggregated data prevents military 
forces from attaining or creating a clear threat 
picture. They lack a methodology against which 
they can test these threats. This issue stems from 
traditional EW threat simulation systems. They use 
databases of known threats, which usually have 

associated countermeasures. Such classified lists 
of known targets are no longer as effective, as they 
quickly fall out of date. These systems were not built 
to identify and isolate threats in the EM environment 
and determine countermeasures on the fly. 

Even when capable of processing new signals, 
such systems involve a very time-consuming 
process. From the theater itself, military forces 
collect information about a type of signal, such 
as frequency or pulse repetition interval (PRI). 
They send that information to a lab, where it is 
analyzed to gather more information and develop 
countermeasures. Months pass before that 
information is available in the system for use. 

In the theatre of the future, the adversary will have 
a more complete picture of operations. Building 
on the past decade’s transformation, the next 10 
to 20 years promise to deliver faster, more evolved 
technology developments. Many predict that machine 
learning and artificial intelligence developments will 
drive powerful, continuous evolution in EW. The EW 
threat environment will leverage drastic processing 
improvements, for example, using multiple devices 
to provide more information in less time. Sensing 
technologies also will play a larger role, gathering 
information about the conflict zone. New coding 
techniques already result in increasingly complex, 
interconnected, and correlated sensors. 

These technology innovations will spawn 
knowledgeable, newly responsive threats that find 
novel ways to gain power in the EM spectrum. While 
the technologies will continue evolving and new 
threats constantly emerge, one constant remains: the 
military force that achieves and maintains spectrum 
dominance also will dominate the EW theatre.

Nancy Friedrich is an Industry Solutions Manager 
for Aerospace & Defense at Keysight Technologies
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An Electronic Systems Center team working with an E-8C 
Joint Surveillance Target Attack Radar System has been 
participating in the Joint Surface Warfare Joint Capability 
Technology Demonstration. (USAF courtesy photo)



The Spanish Navy (SN) F-110 frigates, which 
are designed to replace the Santa María class 
FFG frigates, are expected to enter into service 

between 2025 and 2029. It is 
another step in Navantia’s 

path to maintain its 
prestigious pedigree 

as a world-class 
frigate designer 
building on the 
success of the 
Álvaro de Bazán 
class F-100 
frigates built for 

the Spanish Navy, 
and the follow-on 

variants for Norway 
(Fridtjof Nansen class 

F-310 frigates) and Australia 
(Hobart class Air Warfare Destroyers). The F-110 
incorporates significant improvements upon its 
predecessors, including: an integrated mast with 

an innovative multi-function 
solid state S-Band 

radar, a f lexible 
hybrid CODELAG 

propulsion plant, a 
multi-mission bay, 
enhanced ASW 
capability and a 
design compliant 
with ANEP-77. 
But maybe the 

most challenging 
and future-looking 

characteristic is the 
Digital Twin (DT).

A Digital ship for a new Digitally 
Enhanced Fleet
One of the key objectives of the F-110 Programme 
is its role to drive the transformation of logistic 
support towards a future model that increases the 
efficiency of resource management. To achieve 
this goal Navantia and the SN have been working 
together to analyze the F-110 from various 
perspectives: the suitability of its requirements 
to the new model, a possible global architecture 
of the process, the viability of a digital model, 
and the evolution of the existing ship-to-shore 
CESADAR (acronym for the ashore Supervision 

and Data Analysis Centre of the Spanish Navy), 
and the CIS (Communications and Information 
Systems) architecture.

Following the contract signed in 2019 for the 
Design and Construction of five F-110 frigates, 
Navantia is now fully immersed in the functional 
design phase, including the definition and 
implementation of a DT as a first step in the path 
to develop a digital f leet.

So what is the difference between a digital 
model (DM) and a digital twin (DT)? Well, 
as SN Admirals Martínez Ruiz and González 
García explain in the article “Concept of the 
logistical support of the F-110”, published in the 
RGM in August 2018, the difference is that the 
DM is an information system that contains a 
3D graphic representation of the ship, ref lecting 
its product structure through different levels of 
hierarchy of its elements. In other words, the 
DM only unifies, in a structured way, all the 
logistical data traditionally dispersed in different 
logistics applications. The DT, on the other 
hand, appears when we connect the DM to the 
real ship and the real systems to incorporate, 
in a timely manner, both the data related to 
readiness and the operating parameters that 
allow the predictive maintenance processes to 
be carried out. In summary, the DT maintains 
both the static and dynamic data associated 

with each configuration element following the 
unique data principle, that is, the DT appears 
as the evolution from a repository of the data 
into a virtual replica of the ship. As information 
and alive data are entered within the DT, it 
ref lects how the ship is and behaves at each 
moment. Like a real ship “avatar”, its DT allows 
to visualize the ship’s state and condition, 
even thousands of miles away from base using 
available digital communication resources. The 
DT also provides new “inputs” on the design, 
construction, operation, and services associated 
to its real-life twin.

 
Today’s reality … the Digital Twin
The DT links the physical environment of the 
ship with the virtual one, merging them by 
applying modern technologies. This virtual 
environment allows analysis of the data obtained 
during its life cycle, and by using simulation 
models to provide recommendations through 
a set of smart assistants for ship´s advanced 
operation and maintenance, a greater efficiency 
and safety in operation, and life cycle costs 
optimization. By developing a ship´s native 
DT from the program, potential capability 
advantages are maximized:
• Reducing DT information access and services 

response times, both during build and 
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THE SPANISH NAVY NEXT-GENERATION F-110 FRIGATE DIGITAL TWIN in-service, with real-time virtualization as the 
final goal.

• Leveraging the use of Smart and Intelligent 
capabilities, including simulating critical 
systems operation and advanced HMI (Human 
in the Loop, Human On the Loop and Human 
Off the Loop).

• Optimizing the ship design, improving 
production and construction planning, and 
simplifying the verification and validation 
process.

• Identifying and analyzing risks in advance, by 
comparing the DT with the real asset behavior 
and providing a predictive maintenance tool.

• Providing a vessel readiness management tool 
and improving decision-making related to 
efficient and safe operation.

The objective is that the F-110 DT will be the first 
of many DTs, which will interact with each other 
within a cyber-secure interoperable digital f leet.

 
Looking to the future … the Digital 
Fleet
Juan Ignacio Silvera Vez, Director of Intelligent 
Products Program of Navantia, pointed out back 
in March this year that the DT is stirring up all 

industries, adding value in terms of efficiency, 
f lexibility and functional safety. The DT is a key 
concept to support the digitalization within both 
the Shipyard 4.0 and the Navy 4.0 initiatives. 
He highlighted the importance of the DT using 
models which are self-enhanced by learning 
from the data, and even, for certain cases and to 
a certain extent, enable autonomous decision-

making. The integration of the DT with the 
on-board functional systems is resulting in many 
technological innovations including:
• The new ship-wide digital Integrated Services 

System (SSI©) neural network linking 
machines with the crew.

• Use of hand-held devices to access real-time 
information linked with tools and solutions 
designed for minimum maintenance, with the 
goal of zero-downtime.

• Smart maintenance linked with new 
technologies installed on-board such as 3D 
additive printers

• Extensive use of virtual reality in training, 
both for operation and maintenance, and 
scenario playback or incident forensics.

Conclusions
The five F-110 frigates for the Spanish Navy will 
be one of the first, if not the first, ships designed 
from the beginning with a DT, which the Spanish 
Navy generally refers to as the “sixth” or the 
“virtual” frigate, to support operations and 
through life support. It is a disruptive concept to 
respond not only to today’s challenges but also 
the challenges of the future.

ADVERTORIAL



Q: Let’s start with some personal background.
A: I’ve worked with the company for 19 years. I’ve 
always been fascinated by defence itself and defence 
industry – especially in terms of technology that we 
work on. I started with the Hawk Lead-In Fighter 
contract, particularly bringing the aircraft into service. 
That meant transitioning the capability from the U.K. 
and setting up Australian industry – it was a fantastic 
way to start because there aren’t many times in your 
career when you get to bring a capability into service. 
It’s almost like coming full circle now with assisting the 
F-35 fleet do the same thing after campaigning heavily 
for Australian Industry.

The same is true for the Hunter class frigates and 
the JORN upgrade.

Having started in Australia, I also went to the U.K. 
– again working on Hawk – which was interesting 
as I saw how different countries approach issues of 
acquisition and lifecycle management. After returning 
I worked across our entire aerospace business. Since 
then I’ve been a General Manager in our Aircraft 

Sustainment business – things such 
as Hawk and F-18 Hornet centre 
barrel upgrade – maintenance and 
modification activities.

Also around that time I was heavily 
involved in integrating elements of 
Tenix into our business, particularly 
the Williamstown naval dockyard 
and the Anzac frigates. Following 
that I was part of the executive lead 
team for the Australian business, 
responsible for a large part of the 
enabling services needed to deliver 
projects. Now I’m responsible for all 
of the project delivery for everything 
except the Hunter class future 
frigates, which are being managed 
separately.

I’ve worked in just about every 
different function within BAE Systems 
and covered all of the domains – 
meaning that I’ve seen issues from 

a lot of different perspectives. I’m still fascinated by 
the technology – particularly the complexity of the 
systems that we are involved in. When I think back to 
19 years ago a lot of things have changed – especially 
the relationship with our customer. How we work with 
Defence today is quite different to how it was when 
I started in 2001. The Lead In Fighter was a very 
different style of contract, being one of the very first 
performance based activities that started to change 
how industry is viewed by the customer – namely that 
we are a fundamental input to capability.

We are now much better at understanding each 
other’s problems and come up with ways of working 
together. Defence is a great sector to be working in 
from that viewpoint. The contribution we make to the 
defence of Australia is important – and that certainly 
gets me out of bed in the morning. When you see a 
ship go out for its acceptance trials, or the prototyping 
that’s being done for JORN, or the F-35s starting 
to arrive in December of 2018 – it’s a great feeling 
and that’s what we come to work to do. It’s about 

producing that capability and supporting the ADF, 
which is a fantastic thing to be doing.

Q: Looking now at Electronic Warfare – where 
do you sit in that domain amongst Australian 
companies?
A: I believe we have the strongest sovereign EW 
capability in the country. 

If you look across all of our programs, we are 
continuing to build on 30 years of investment and 
innovation, working with Defence to develop world 
leading EW capabilities. 

Our EW heritage comes from programs such as 
P-3 ESM, Wedgetail – ESM and their associated 
Electronic Warfare Operations Support (EWOS) 
ground support environment, as well as world leading 
programs like Nulka. 

We have continued along that track and our future 
focus is on how we can reach back into the business 
– including in the U.S. and U.K. – and leverage all 
that experience and make it relevant for our Australian 
customer. Our environment can be different and all of 
this knowledge can translate into strategic advantage.

How I see us going forward – and this would be 
a view shared by many – is that we have platforms 
out there that are very data-hungry. The amount of 
information coming in is vast – and the problem now 
is trying to integrate the data turn it all into something 
that gives an edge. As well as things such as 
advanced sensors and evolving HF technologies, it is 
now about automation, artificial intelligence and other 
tools to make sense of it all – and growing sovereign 
capabilities in all of these areas.

Q: Remind me what Cuttlefish is?
A: It’s an On-board Electronic Attack system, which 
will provide a complementary capability to our Nulka 
off-board Active Decoy. It’s a Concept Technology 
Demonstrator program, which essentially is around 
EW decoys, particularly to protect naval platforms.

Q: Do you have EW people in a single group, or 
are they spread across project

ANDREW GRESHAM, MANAGING DIRECTOR 
– SERVICE DELIVERY BAE SYSTEMS 
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A: In the defence delivery team there are about 
2,500 people – and many of them work in 
providing integrated battlespace solutions, which is 
predominantly around EW-type activities. However, 
in terms of EW specialists there are about 300. 
The numbers have come from a range of existing 
programs and new work in product development 
including Mantlet. There has been growth in those 
areas and also in some technology export areas, 
such as HF technologies.

Q: Is your EW expertise gathered in a single 
unit, or do they work on separate programs?
A: Both. There are some quite formal, project-
specific EW activities and capabilities around 
projects such as Nulka and Mantlet. 

And, there are other activities, such as how you are 
collating information and assimilating it – which is also 
receiving technology R&D funding. Related domains 
are intelligence and autonomy. 

Q: Looking at Wedgetail – you supply the ESM 
system, which I understand gets a great deal 
of use. Are there upgrades and improvements 
under consideration?
A: We have been working with Boeing and RAAF 
for the forthcoming upgrade of Wedgetail, providing 
options particularly around sovereign EW capabilities 
and how that could be part of the mix. We are very 
much part of the conversation about the possible 
directions of the upgrade, which have involved a 

number of studies. We are also a big part of the 
Wedgetail support program, which has the aim of 
maximising availability. 

Q: The parent ESM system for the P-3Cs was 
from Israel. Do you maintain any links with the 
OEM?
A: Correct – it was derived from a system developed 
by ELTA. They are still part of the support network 
for Wedgetail, though when we look at potential 
upgrades we are focussing more on some of the 
indigenous options, such as Mantlet, which is our 
own digital ESM system. We are giving the customer 
a number of sovereign options from the current 
baseline.

Q: A few years ago the Australian EW industry 
sector seemed to be in crisis as work started 
drying up – similar to the shipbuilding ‘Valley of 
Death’. The situation seems to have improved, 
but are you satisfied that there is now enough 
work in the pipeline?
A: From our perspective, we certainly see a lot of 
opportunities on the horizon. I don’t see a ‘Valley of 
Death’ scenario – which involves the loss of critical 
skills – on the contrary, I think it’s fair to say that we 
are in a growth mode in the broad EW area. We 
see opportunities. We see opportunities to make a 
bigger contribution to the ADF through sovereign 
integration of all the systems that we have today – so 
that’s definitely a positive.

Q: Regarding the JP 9101 bid, you have teamed 
with Boeing – that’s another company that 
knows about HF communications.
A: We think that there is a really good 
complementary mix of skills that will produce a 
unique advantage for the customer. We can draw 
on our individual strengths and direct that towards 
what we think is a really compelling proposition for 
the Government around the capability that we can 
bring forward – and we are quite excited about 
the program. If we are successful, we see that 
as another really good opportunity for extending 
sovereign capability in that domain.

Q: Does your JORN expertise flow across to JP 
9101?
A: Yes, that’s correct. We are definitely leveraging 
our experience with HF radar performance. 

We are providing specialist HF technologies and 
building on the expertise and capability in JORN.

Q: On that note, how is the upgrade to JORN 
going?
A: On the support side, JORN is meeting all of its 
milestones, all of the operational KPIs. We have been 
managing the challenges of COVID-19 because of 
the fly-in-fly-out nature of some of the workforce – 
and we have state border restrictions to contend 
with, but we have managed all of that and we haven’t 
skipped a beat.

In relation to the acquisition program, we have 
met some major design milestones in the last few 
months. There’s not really a comparable program in 
terms of science and complexity as JORN, so we 
are making judgements about how to optimise the 
delivery of that capability. We are confident that we 
will be able to deliver what we promised – and at the 
same time sustain the operational readiness of the 
current system. The feedback we have been receiving 
on some areas such as prototyping the operator 
interfaces has been very positive.

Q: I have to admit that the last time I spoke 
with DSTG about this, they made it sound a bit 
like a giant science project. Have you reached 
the point of knowing exactly what you will be 
delivering?
A: We are well down the track. The most recent 
design review – which was at the system level – is 
starting to freeze the requirements. You are right in 
the sense that it is a highly complex program with 
DSTG – and on the physics we are dealing with the 
ionosphere, which changes quite rapidly – and we 
are working through finalising those requirements 
so we can move forward. We have a very good 
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JP 9101 A COMPETITION WITH 
INDUSTRY CONSEQUENCES 
KYM BERGMANN // CANBERRA

While that can be said about most acquisitions, 
the two bidders for the upgrade of the Defence 
High Frequency Communications Network have a 
high level of HF engineering talent. The incumbent 
contractor Boeing has teamed with BAE Systems, 
who are the prime contractor for the closely related 
JORN project, which also is an HF system.

In the other corner are Babcock and Lockheed 
Martin Australia – with both companies also having 
considerable experience. In the case of Babcock, 
the U.K. parent company has a long history in HF 
comms – and recently the New Zealand subsidiary 
won the contract to replace that country’s fixed 
network. Lockheed Martin were the previous 
incumbent for JORN, losing out to BAE Systems for 
the upgrade of the network in March 2018 – though 

presumably retaining a great deal of corporate 
memory.

The connection between JORN and the High 
Frequency Communications Network is that they both 
rely on the ionosphere to bend HF signals, giving 
these systems tremendous ranges. As anyone who 
has listened to a short wave radio knows, because 
signals can continue to bounce back and forth 
between the earth and the ionosphere, it is possible 
in the right conditions to communicate with the other 
side of the world. Similarly with an HF radar, while 
the main area of interest for Australia is an arc to 
our northwest that covers a great deal of south Asia, 
signals can go much further than that.

The operative phrase is “in the right conditions” 
because the ionosphere is not a nice smooth shell 
– rather it is in a state of constant flux. Even the 
amount of movement can be affected by various 
things, most importantly the location of the earth 
relative to the sun. For the Jindalee Operational Radar 

Network – to give it its full title – to perform effectively 
it is vital to monitor the ionosphere constantly so 
as to have a better idea of where the signals from 
the transmitters are going to – and consequently 
from where they are returning. For defence planning, 
knowing that there are a thousand aircraft travelling 
somewhere in the region is not particularly helpful – 
it is the ability to separate them out and know within 
a few kilometres where they are, where they have left 
from and their destination that is of interest.

When it comes to selecting the contractor for JP 
9101, incumbency might favour Boeing and BAE 
Systems. However, incumbency does not always 
work in one’s favour, as Lockheed Martin Australia 
discovered with JORN. Also the rapidly growing 
Babcock is bringing a high level of agility and 
customer focus to the equation. While price and 
performance will be the key, Defence will also be 
considering how many sovereign industry partners is 
the right number for HF expertise.

collaborative arrangement with DSTG and the end 
user, which is what is needed. It could be possible 
for all parties to drive the requirements up and make 
life more difficult, but instead what we have is a really 
good conversation about current and future levels 
of capability, given the complexity of the system. We 
are comfortable with where we are.

Q: Something of a perpetual question: does 
JORN have export potential?
A: In broad terms of HF technologies – I think there 
is some export potential. We are working on a few 
opportunities because Australia has developed some 
really unique capabilities through JORN – and there 
are applications for that with our close allies.

We are currently earning 
between A$50 -$100,000 
annually through the export 
of HF technologies to five 
eyes nations and there is 
potential to grow this.

Q: Are all three sites 
running?
A: Absolutely. The current 
challenge has been 
working through COVID-19 
with the health and safety 
of our employees being 
front and centre, while at 
the same time making sure 
that Defence continues to 
receive the capability that 
they need.

If we continue to develop 
the technology of JORN 
– and look at related 
C4ISR activities like JP 
9101 – these contribute 
to geospatial awareness. 

When you think about it, JORN operates at the edge 
of space in the form of the ionosphere. Looking 
ahead, it’s an interesting thought to consider future 
developments of JORN and what it might lead to. 
When you look at the knowledge and expertise we 
have and combine that with what the Government 
wants to do with space capabilities, there are a lot of 
interesting possibilities.

 JORN arrays (BAE Systems photo)
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ELECTRONIC WARFARE IN CYBERSPACE 
AND OUTER SPACE

Most APDR readers will be familiar with the term cyberspace but might find it harder to define what that means. The military uses 
its own definition ‘Cyberspace is a global domain within the information environment consisting of the interdependent network of 
information technology infrastructures and resident data, including the Internet, telecommunications networks, computer systems, 

and embedded processors and controllers.’

Electronic warfare (EW) in cyberspace is 
concerned with seizing, retaining, and 
exploiting an advantage over adversaries 

and enemies in both cyberspace and the 
electromagnetic spectrum. Simultaneously EW 
denies and degrades adversary and enemy use 
of the same, while protecting its own mission 
command system.

Defence against EW attacks is critical as many 
joint forces build capabilities for network centric 
warfare.

A spokesperson for Defence’s CIO Group gave 
APDR this positioning statement on their priorities:

 ‘The integrity of Defence’s computer systems 
remains a high priority in the contested and hostile 
electronic warfare and cyber space environments. 
As a result, Defence works collaboratively across 

the organisation to assist in protecting its networks, 
network extensions and Wi-Fi technology by 
remaining vigilant.

‘Cyberspace exists on Information and 
Communications Technology (ICT) networks. Some 
elements of ICT networks use the electromagnetic 
spectrum (EMS), as opposed to copper wire or fibre 
optics. When ICT networks use the radiofrequency 
part of the EMS (for example, Bluetooth, Wi-Fi, 
microwave links, 3G/4G/5G), they are potentially 
vulnerable to electronic warfare.

‘Electronic warfare might involve intercepting 
the radiofrequency signals or degrading them by 
electronic attack, such as jamming. In such cases, 
an electronic warfare, rather than a cyber, effect is 
achieved by disrupting the radiofrequency part of 
the network.

‘The grey area is where cyber effects (particularly 
the offensive ones) might be injected into an ICT 
network through a radiofrequency component, such 
as over Wi-Fi. In this case, the cyber effect may be 
the objective.

‘If the ‘internals’ of the ICT network, rather than 
the radiofrequency components, are the target, this 
would be considered a cyber activity, rather than 
electronic warfare’.

Does Australia face the large-scale risk of a major 
destructive cyber-attack which not only has serious 
implications for the Australian Defence Force but 
also could create a crisis similar to the current 
Covid-19 pandemic? Last year the Defence Force’s 
head of information warfare revealed that although 
Australia has strong cyber defences, ‘When it 
comes to scale, I’m a bit worried’. 

Offensive cyber is left to Australia’s capable 
and appropriately authorised federal agency, 
the Australian Signals Directorate (ASD). The 
government has been remarkably transparent in 
declaring the existence of ASD’s offensive cyber 
capability and its applications: to respond to 
serious cyberattacks, to support military operations, 
and to counter offshore cybercriminals. It has 
also established robust structures to ensure its 
compliance with international law.

This capability was first used in November 2016 
to target Islamic State’s propaganda unit in a 
US-led coalition of international offensive cyber-
attack teams. These included ASD who contributed 
a Canberra team of 20 operators, linguists, IT 
technical specialists, intelligence analysts, cultural 
and counter-terrorism experts. 

The coalition made a precision strike, called 
Operation Glowing Symphony, on that IS media 
network. 

Phishing emails helped provide early access for 
the operation, because the attack required long-
term observation by ASD and others of the network 
comprising around 100 users and administrators, to 
better understand their typical behaviour. 

A Delta IV carrying the GPS III SV2 satellite lifts off from Space Launch Complex-37 at Cape Canaveral Air Force Station, Fla., 
Aug. 22, 2019. The satellite will become part of a 31 satellite constellation on orbit, providing enhanced timing and navigation 
to civilians and the warfighter. (United Launch Alliance courtesy photo)

SPACE
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In the last operational stage, when the codeword 
came through to ASD’s team, in just 12 hours they 
helped to finally close down the network. 

The attack would have left Islamic State fighters 

bewildered when they tried to log into their 
computers. They no longer had access to email, 
to their virtual private networks, to their media 
production capabilities.

The exact nature of what ASD secured in the 
attack remains highly classified, but it is known the 
Australian team scooped up three terabytes of data 
from that Islamic State network, including everything 
from identities, email details and contacts, financial 
accounts, photos and videos, to documents.

OUTER SPACE
To many people considerations of space were 
limited to reading science fiction until, on the 4th 
October 1957, when the Space Age really started 
with the launch of an 84 Kg spherical satellite 

SPACE

SUPPORTING NEXT GENERATION 
ELECTRONIC WARFARE IN 
SOUTH AUSTRALIA

Electronic warfare is defined as ‘military activities 
that use electromagnetic energy to control the 
electromagnetic spectrum and attack an enemy’. It 
has come a long way from the early days of basic 
signals intelligence and radars, to become a much 
more complex and interdependent component of 
the battlefield. 

In addition to the more traditional roles of 
surveying the battlespace for situational awareness 
or degrading an adversary’s own electronic 
systems, electronic warfare systems are now being 
developed to destroy platforms. We saw a recent 
example where a US Navy warship successfully 
disabled an unmanned aerial vehicle in mid-flight 
during the test of a new high-energy laser weapon.

Australia’s development of its own sovereign 
capabilities in next generation radars together 
with capabilities for electromagnetic systems 
that neutralise an opposing force, are critical 
to Australia’s future combat effectiveness. This 
is because Australia needs to understand and 
trust these software intensive systems to work as 
expected when and where needed. Such systems 
span across all military domains – land, air, 
sea, space and cyberspace. For these reasons, 
electronic warfare, or more broadly information 
warfare, is a critical part of South Australia’s 
defence strategy.

South Australia is already at the heart of 
Australia’s electronic warfare capability. 

The state has a long history of electronic 
warfare development and testing at the Woomera 
Test Range. The unique strategic advantage of 
the Woomera range is that it can test traditional 
kinetic and advanced electronic weapons in an 
electronically silent environment. 

The Edinburgh Defence Precinct is the hub for 
current and future electronic warfare capabilities for 
the Australian Defence Force. RAAF Base Edinburgh 
is home to the P-8A Poseidon aircraft, Triton and 
Reaper unmanned aerial systems, special purpose 
EW aircraft, the Jindalee Operational Radar Network 
and space surveillance systems. Also based at 
Edinburgh, the Air Warfare Centre is responsible 
for maximising the operational effectiveness of 
fifth-generation, networked capabilities through 
improved integration across Defence. Integrating 
electronic warfare, cyber, intelligence, targeting 
and weapons systems testing is critical to ADF 
capabilities and allows for increased knowledge 
sharing with allied Air Warfare Centres. 

Research, development and innovation remains 
a critical piece of the electronic warfare puzzle. 
Defence Science and Technology’s cyber and 
electronic warfare division and intelligence, 
surveillance and space division are also based 
in South Australia, and have a long history of 
developing and improving ADF electronic warfare 
capabilities whilst protecting our own information.

The newest electronic warfare platform is the 
Gulfstream G550 aircraft, which will operate 
from Edinburgh from 2023. When announcing 
the project in March 2019, then Minister for 
Defence Christopher Pyne said the acquisition 
would “enable Defence to actively strengthen 
electronic warfare support to naval, air and land 
forces for operations in complex electromagnetic 
environments”.

At the Mawson Lakes defence precinct, 
important work is occurring in systems integration 
technology development, including electronic 
warfare capability. Saab Australia and Lockheed 
Martin Australia are delivering the Hunter class 
frigate combat systems integration with Saab’s 9LV 
combat management system mandated across the 
Royal Australian Navy fleet.

As part of South Australia’s burgeoning space 
industry, DEWC Systems will launch a payload 
aboard a suborbital rocket from Southern Launch's 
Koonibba Test Range, in the far west of South 
Australia. The radio frequency receiver prototype 
payload is part of the company’s next-generation 
electronic warfare satellite project. The RAAF’s Plan 
Jericho sponsored the payload to explore the utility 
of affordable, rapid launch capabilities for Defence 
situational awareness.

Meanwhile DEWC’s training arm has partnered 
with Leonardo to form the School of Information 
Operations to provide specialised training and 
workshops focussed around electronic warfare. The 
course is open to Defence personnel with members 
of the Army recently undertaking the course.

Electronic warfare is growing in importance 
and Australia must remain at the forefront of this 
technology across all domains. A highly skilled 
workforce is being developed in the state, with 
more opportunities to come in the future. The skill 
set needed to develop electronic warfare systems is 
the same as what will be needed to support major 
upcoming defence projects, including the obvious 
naval combat systems, but also other projects 
such as AIR 6500’s joint air battle management 
system and Land 19’s short-range ground-based 
air defence (SRGBAD) system.

With so much of the critical infrastructure, 
industry, surveillance capability and highly skilled 
workers already based in South Australia, the state’s 
commitment to supporting Australia’s electronic 
warfare capability is unwavering. South Australia 
is the natural home of electronic warfare and the 
state is proud to support the needs of the Australian 
Defence Force to ensure it is able to maintain its 
capability edge in an increasingly complex and 
demanding electronic warfare environment.

Richard Price
Chief Executive, Defence SA

The government has been remarkably transparent in declaring the 
existence of ASD’s offensive cyber capability and its applications: 
to respond to serious cyberattacks, to support military operations, 

and to counter offshore cybercriminals.
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Workers prepare the Air Force's third Advanced Extremely High Frequency satellite for launch Sept. 12, 2013, near Cape 
Canaveral Air Force Station, Fla. (Courtesy photo/Lockheed Martin) 

called ‘Sputnik’ - Russian for satellite. It went into 
a low elliptical orbit around Earth, varying in height 
from 230 Km to 940 Km. It took just one hour 
and 36 minutes for each orbit, while continuously 
broadcasting ‘beep beep beep . . . . .’ until its 
batteries died after three weeks. Finally, it burned up 
as expected as its orbit deteriorated and it crashed 
back to Earth in January 1958.

An increasing reliance on space systems for 
national security and military operations is being 
matched by the simultaneous emergence of counter-
space capabilities which are making the space 
domain more competitive and contested than in 
early days.

Anti-satellite (ASAT) tests have been conducted 
by a number of nations using kinetic capabilities. 
The downside has been the creation of even more 
space debris.

Now the trend is to move away from expensive 
ASAT missile shots to developing more affordable 
and easily available electronic and cyber warfare 
methods that can affect space assets, usually only 
temporarily.

Just a few short years ago the author was given a 
briefing at Lockheed Martin Space Systems located 
in Sunnyvale, California, on the Advanced Extremely 
High Frequency (AEHF) jam-proof communications 
satellite being manufactured there. AEHF operate at 
44 GHz Uplink (EHF band) and 20 GHz Downlink 
(SHF band).

The AEHF system is a joint service communications 
system that provides survivable, global, secure, 
protected, and jam-resistant communications for 
high-priority military ground, sea and air assets. 

On 26 March 2020 the U.S. Space Agency 
announced the launch of AEHF-6 into geostationary 
orbit as the final satellite in the AEHF constellation, 
operated by the United States Space Force. 
These satellites will be used to relay secure 
communications for the Armed Forces of the United 
States, the British Armed Forces, the Canadian 
Armed Forces, the Royal Netherlands Armed Forces 
and the Australian Defence Force.

Anti-satellite (ASAT) tests 
have been conducted by a 

number of nations using kinetic 
capabilities. The downside has 
been the creation of even more 

space debris.
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ELECTRONIC WARFARE IN THE MARITIME 
DOMAIN

Electronic Warfare (EW) is the means by which comparative maritime battlespace advantage is gained and preserved. It is complex, 
involving considerations of defensive and offensive actions on the surface, as well as sub-surface and helicopter operations above 

the surface. 

Naval platforms must develop and maintain 
an ability to operate in and exploit the 
electromagnetic spectrum, whilst denying 

an adversary the ability to do the same. EW is any 
military action involving the use of electromagnetic 
and directed energy to control the electromagnetic 
spectrum or to attack the enemy. The three major 
subdivisions within EW are: electronic attack, 
electronic self-protection, and electronic warfare 
support.

Often warships are distant from other EW resources 
which means they must possess their own wide range 
of capabilities provided by a mix of dedicated active 
and passive systems plus many sensors providing 
electronic situational awareness and electronic 
counter-counter measure features. For example, 
most radars can detect the presence of jamming 
and provide a bearing while others can implement 
sophisticated countermeasures such as frequency 
agility or pulse coding.

Low probability of intercept radars (LPIR) have 
a specially emitted waveform intended to prevent a 
noncooperative intercept receiver from intercepting 

and detecting its emission, but if intercepted, makes 
identification of the emitted waveform modulation and 
its parameters difficult. LPIR generally scan to limit the 
target illumination time to short, infrequent, and often 
unpredictable intervals.

Whether a dedicated EW system, or as a 
subcomponent of a sensor it is vital that the command 
team be aware of and be able to control the EW 
posture and situational awareness of the platform. 
In the RAN, the new air warfare destroyer’s (AWD) 
combat management system (CMS) is provided by 
Raytheon and Lockheed Martin. 9LV CMS integration 
for Anzac frigates, Adelaide Class Landing Helicopter 
Docks and Arafura Class OPVs is provided by SAAB 
Australia for all EW capabilities. These deliver the 
overall situational picture and optimise the command 
response to any threats. Future work will see 9LV 
integration with Aegis-equipped CMS on Hunter Class 
future frigates and the Hobart Class AWDs.

The RAN flies MH-60R ‘Romeo’ helicopters but 
have not, as far as APDR is aware, followed the U.S. 
lead where, starting in 2017, airborne EW experts 
at Lockheed Martin started installing Advanced 

Off-Board Electronic Warfare (AOEW) avionics on 
board U.S. Navy MH-60R and MH-60S shipboard 
helicopters. These enable the aircraft at standoff 
ranges to protect Navy ships by jamming and spoofing 
fast incoming enemy anti-ship missiles to give on-board 
and off-board missile defences a fighting chance at 
staving off the incoming kinetic weapon.

Ultimately EW is about interrupting the enemy’s 
OODA (observe–orient–decide–act) loop by 
exploiting aspects of their situational awareness 
gathering mechanisms both at a platform and weapon 
level. While the electromagnetic spectrum is the 
primary focus, a logical extension is being able to 
impact the tools in cyberspace which manage the 
OODA loop and its data inputs and command outputs. 

Countries like China, Russia and the USA are 
implementing a strategy of anti-access / area denial 
(A2/AD) which is shaping doctrine for EW.

CRITICAL TIMES FOR PROCESSING 
EMISSIONS INDICATING AN EW 
ATTACK
The diagram associated with this section indicates the 
relative criticality of processing times during each of 
the three main defensive EW phases. 

Self-protection during the imminent arrival at a 
warship of kinetic warheads, usually explosive laden, 
requires detecting then diverting their guidance which 
is normally provided either by radar within the kinetic 
weapon itself, or more commonly by signalling from 
the despatching platform. Radar will be used by the 
adversary to position their target, and signalling to the 
warhead’s guidance will occur using some element of 
the electromagnetic spectrum. 

The timescale for self-protection will involve 
detection and counter-measures which might be 
measured in micro-seconds (μs), milliseconds (ms), or 
even as long as several seconds. Typical technology 
used in this phase by Navy warships involves radar 
warning receivers (RWR), like the ES-3701S RWRs or 
electronic counter-measures (ECM) like Nulka decoys 
and SRBOC chaff and infra-red decoys.

NUSHIP Sydney, Air Warfare Destroyer, departs Osborne Shipyards for the first time as it commences its builder’s sea trials.
Credit: CoA / Simon Casson
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Naturally the warship will be employing its own 
radars, radio scanners, laser detection systems and 
other technology for Electronic Situational Awareness 
(ESM) 

Saab’s Naval Laser Warning System (NLWS) is 
being installed on New Zealand’s two Anzac frigates 
while in the final stages of being upgraded in Canada. 
The NLWS provides real time situational awareness of 
laser-based emissions. APDR is not aware of any RAN 
ship currently carrying or planned to be fitted with this 
capability.

As well as defensive EW measures, most Navy 
warship can use their sensor systems to pursue 
Electronic Intelligence/Communications Intelligence 
(ELINT/COMMINT) using longer times for the 
complex analysis that is often required to garner useful 
information.

When warships need to get involved with active 
electronic warfare against an adversary force’s 
platforms, countering the electronic countermeasures 
(ECCM) being used by the adversary, it will be highly 
likely that they will use radar directed energy and also 
involve other elements of the ADF, particularly aircraft. 
A longer-term operation might also involve ADF and 
Australian Signals Directorate’s offensive cyber-attack 
team capabilities.

Despite the classified nature of most projects in this 
field, APDR believes that Saab Australia works closely 
with the RAN to optimise Combat Management 
System integration of maritime EW systems to facilitate 
new tactics and support a higher degree of mission 
effectiveness and force protection.

NAVY’S EW SYSTEMS
For a recent article on the Arafura Class EW capabilities, 
published in APDR’s April edition, the author had 
asked Defence about EW capabilities for these future 
offshore patrol vessels. The CASG response was ‘The 
electronic warfare capability of the OPV will provide 
a broad spectrum of passive coverage in support 
of the ship’s constabulary surface surveillance and 
response role. The system, which will be derived from 

the standard Royal Australian 
Navy electronic warfare fit, is 
intended to provide cueing 
to the ship on the presence 
of potential contacts of 
interest, inform the ship’s 
local situational awareness 
and contribute to the broader 
maritime surveillance picture.’

Navy’s common suite of 
EW systems are modular and 
scalable, and therefore offer 
the ability to tailor the overall 

EW capability to the platform’s role or for mission 
specific applications.

Two of the EW systems installed on Navy’s warships 
are the ES-3701S high-performance radar electronic 
support measures (ESM) system for surface naval 
applications and the Nulka active missile decoy system. 

The ES-3701S ESM system, supplied by L3Harris 
Technologies, provides complete radio frequency 
coverage with direction finding from communication 
through radar bands. The ES-3701S provides situation 
awareness, targeting, self-protection and surveillance. 
The system has been interfaced to many combat 
management systems and uses a Windows graphical 
interface, which can also be run on multifunction 
consoles.

Nulka, the aboriginal meaning for ‘be quick’, 
was designed, developed and is manufactured by 
BAE Systems Australia, having become their most 
successful export product to date. Currently deployed 
on over 150 Australian and US warships, Nulka is a 
rocket-propelled, expendable, offboard, active decoy 

designed to ‘seduce’ modern anti-ship missiles away 
from their targets. It has a unique, advanced design 
in that it hovers in mid-air while luring the incoming 
anti-ship missile. 

The Nulka system is currently fitted to the Canberra 
Class amphibious assault ships, Adelaide Class and 
Anzac Class frigates, the new Hobart Class guided 
missile destroyers and will be fitted to the Hunter Class 
future frigates.

Some other EW systems in use by Navy include BAE 
Systems Australia Mark 36 SRBOC launchers which 
spread chaff or infrared decoys from naval vessels to 
foil anti-ship missiles, multipurpose decoy launchers, 
Ultra Electronics Avalon Systems multipurpose digital 
receivers, Jenkins Engineering Defence Systems 
low-band receivers, SwRI MBS-567A communications 
ESM systems, Sceptre-A ESMs, and PST-1720 
Telegon 10 radar intercept units. 

The Hobart Class AWDs, Anzac frigates which 
have gone through their mid-life upgrade, and the 
Hunter Class future frigates will all benefit from 
having Australia’s CEA Technologies’ CEAFAR active 
electronically phased-array radars. Their serious 
capability advantage derives from solid state arrays 
on their masts, but more importantly they are software 
driven which gives great flexibility in modes of operation 
now and which can be further developed in the future.

These CEAFAR radars have enhanced the ability 
to detect and track targets with lower probability 
of intercept and superior resistance to jamming. 
They can perform electronic warfare roles including 
electronic support by detecting and identifying 
emitters. Importantly they prosecute electronic attack 
by acting as powerful directed-energy weapons to 

The crew of HMAS Stuart line the deck in 'Procedure Alpha' as the ship returns back to Fleet Base West after completing a 
three-month deployment. Credit: CoA / Bradley Darvill
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jam emitters such as the radars in anti-ship missiles. 
These shipboard CEAFAR radars can also use their 
software smarts to spoof and confuse an adversary by 
emulating other radars, including both friendly and the 
adversary’s own emitters.

COOPERATIVE ENGAGEMENT 
CAPABILITY (CEC)
CEC is seen to be a highly important capability 
which enables certain warships and aircraft to share 
targeting information. The best positioned platform 
to observe the target can forward the necessary 
parameters to the platform asset(s) best placed to 
direct fire onto the target. Multiple platforms and their 
targets can be engaged.

APDR asked a Defence spokesperson ‘Does 
CEC play any role in the EW defensive or offensive 
operations of CEC equipped RAN ships either when 
in company with other RAN ships or with warships of 
other navies, all possessing CEC?’

Their response was ‘Cooperative engagement 
capability (CEC) provides the capability for the Aegis-
equipped Hobart Class Destroyer and the future 
Hunter Class Frigate to share high quality radar 
tracking data. This data can also be shared with 
CEC-equipped units in the US Navy and enhances the 
quality of the shared maritime tactical picture.’

This means that the normal detection of hostile 

radars, and protection against an adversary’s action 
on a warship’s own systems, will also preserve CEC 
capability. 

ELECTRONIC WARFARE TARGETS
The foregoing parts of this article have been 
solely devoted to military maritime domain EW 
where attacks can affect a warship’s command 
team by slowing their decision-making through 
creating doubt and uncertainty about interpretation 
of information presented by their ship’s combat 
management system. 

However, there are instances where an EW attack 
on warships and their supporting maritime combat 
helicopters could have a far more significant effect 
on civilian assets, as collateral damage. Non-kinetic 
operations can degrade the efficacy of advanced 
military systems that are highly network and sensor 
reliant. But powerful broadband jamming, GPS signal 
blocking or modification, radar disruption, and other 
forms of EW could have a much more significant effect 
on civilian systems dependent on these inputs, than on 
warships, which have much more effective defences.

CONCLUSIONS
The maritime environment is becoming more 
complex, with greater threats. Many aggressive 
nations are developing both hypersonic weapons 
and swarm unmanned systems, which place ever 
more emphasis on the art of not being seen by either 
sensors or weapons. 

The electromagnetic range equation always favours 

ESM over radar and there is an old axiom in warfare 
which says, ‘If you radiate you die’. As a result, there 
has been significant growth in passive detection 
systems and parasitic radar, where the receiver is 
not located anywhere near the transmitter and in 
some cases the transmission source itself is a natural 
emission.

Low probability of intercept radar, mainly based 
on frequency agility, is already common in a range of 
modern USAF and allied aircraft, but as yet APDR has 
only identified that the CEAFAR radar equipped RAN 
warships as the Australian naval platforms possessing 
this capability.

APDR was told by Saab that they recognise EW 
needs to further evolve to defeat new generation 
threats and is working on integrating AI, swarm 
sensors and response automation. They are also 
focused on reducing the costs of development and 
upgrades through digital RF, soft digital processing 
and modular open command and control systems like 
their 9LV Next Gen.

Civilian infrastructure, vital to the safe flow of 
maritime lines of supply and operation of port facilities, 
is much less secure. For example, European shopping 
giant Maersk reportedly lost over AU $500 million 
due to disrupted operations resulting from the Petya 
ransomware attack.

Logistics continuity is key in sustained military 
operations which require access to regular and 
reliable lines-of-supply. Vulnerability of port 
operations to EW attack must keep some military 
planners awake at night.

HMAS Darwin conducts a Nulka Active Missile Decoy firing 
in the Eastern Australian Exercise Area, as part of pre-
deployment checks during the ships Mission Readiness 
Evaluation. Credit: CoA / Sarah Williams

MH-60R Sea Hawk, attached to the "Swamp Foxes" of Helicopter Maritime Strike Squadron 74, aboard the guided-missile destroyer 
USS James E. Williams (DDG 95). (U.S. Navy photo by Mass Communication Specialist 3rd Class Jairus P. Bailey/Released)
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ARMY ELECTRONIC WARFARE AN ESSENTIAL 
CAPABILITY FOR ALL CONFLICTS

In the modern, highly digitized battlefield of the future, the dominance of the electromagnetic spectrum will be crucial to success. 
Not only does a military need to ensure that it can continue to use the electronic battlespace with as little disruption as possible to 

keep its forces networked and informed, it also needs to seek to disrupt the enemy from doing likewise.

T his has been demonstrated in the conflicts 
of recent years, where American-led 
coalition forces have extensively used 

electronic means to locate and pinpoint terrorist 
forces in places like Afghanistan, Iraq and Syria 
for apprehension or attack - the latter by electronic 
jamming or kinetic means. 

Such electronic means have also been used by 
Russian forces in Ukraine, where several types of 
vehicle mounted Electronic Warfare (EW) systems 
have been observed supporting irregular forces that 
have occupied swaths of territory. These are used to 
locate Ukrainian forces, disrupt their operations or 

conduct psychological warfare to demoralise their 
opponents. 

The United States Department of Defense 
defines EW as “military action involving the use of 
electromagnetic and directed energy to control the 

electromagnetic spectrum or to attack the enemy.” It 
consists of electronic attack, electronic protection 
and electronic warfare support.

Electronic Attack (EA) involves “the use of 
electromagnetic energy, directed energy, or 

Purple smoke billows from an Australian Light Armoured Vehicle simulating an IED attack 
during Exercise Diamond Run at Shoalwater Bay training area. Credit: CoA / Anna-Lise Brink

Such electronic means have also been used by Russian forces 
in Ukraine, where several types of vehicle mounted Electronic 

Warfare (EW) systems have been observed supporting irregular 
forces that have occupied swaths of territory. 
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antiradiation weapons to attack personnel, 
facilities, or equipment with the intent of degrading, 
neutralizing, or destroying enemy combat capability 
and is considered a form of fires,” while electronic 
protection involves “actions taken to protect 
personnel, facilities, and equipment from any effects 
of friendly or enemy use of the electromagnetic 
spectrum that degrade, neutralize, or destroy friendly 
combat capability”.

Finally, electronic warfare support includes 
“actions tasked by, or under direct control of, an 
operational commander to search for, intercept, 
identify, and locate or localize sources of intentional 
and unintentional radiated electromagnetic energy 
for the purpose of immediate threat recognition, 
targeting, planning and conduct of future operations.”

Major-General Kathryn Toohey, then the Head 
of Land Capability in the Army, laid out Defence’s 
view of EW in a speech to the Sir Richard Williams 
Foundation EW Seminar on 23 August 2017, telling 
her audience that “there are very few, if any, 
situations whereby the ADF can win in either 
contemporary or future conflict without mastery of 
the electro-magnetic spectrum. The ability to ‘seize 
and hold’ electronic ‘ground’, for at least a period of 
time – the ‘right’ period of time – is almost certainly 
a critical requirement for the success of any military 
operation”.

She added that “the electromagnetic spectrum 
is now a domain where fully fledged ‘warfighting 
manoeuvre’ is required against an array of actual 
or potential adversaries. We seek to disrupt an 
adversary’s use of the electromagnetic spectrum 
and maintain and protect our own”.

A NEW CAPABILITY
To that end, there are a number of programs related 
to Army’s EW capability progressing at the moment. 
We covered one of these, JP 500 Phase 2A 
Electronic Warfare Operations Support for Maritime 
and Land Forces. This is a project that will provide 
electronic warfare equipment and infrastructure – 
significantly sharpening the ability of naval ships and 
army units to deal with threats emerging across the 
electronic warfare spectrum.

As of last year, a new facility has been built 
under the project that is within the Edinburgh 
Defence precinct in South Australia that houses 
laboratories, simulation equipment and test systems 
to support deploying navy and army units. The 
facility and systems within it are operated and 
sustained by Defence scientists, military personnel, 
public servants and Australian industry, 

When asked for a timeline as well as what 
will come next for the ADF’s ground-based EW 

capabilities, the Defence spokesperson said that:
“The JP500 Phase 2A facility is expected to 

be officially opened in late 2019 and commence 
providing initial Electronic Warfare operations 
support for maritime and land forces in early 2020”. 
All support systems are expected to be delivered 
and operational by 2023, while potential follow-on 
phases of JP500 Phase 2A are currently “in review 
by Defence and a proposal is being prepared for 
government consideration”.

At the same time, Project LAND 500 Phase 1 
saw the acquisition of the Chemring Resolve 3 
EW manpack system for $18 million to replace the 
Army’s previous capability. This will see EW systems 
fitted onto the Army’s Thales Bushmaster Protected 
Mobility Vehicle (PMV) in an EW configuration. 

The Chemring Resolve 3 is an electronic support 
system, which allows for accurate direction finding 
and position fixing. Resolve gives the operator 
access to long range radio, handheld radio and 
Wi-Fi bands through a 40MHz intercept bandwidth 
and mission information system.

It offers multiple antenna configurations that 
mean it is scalable from a portable manpack to a 
fully integrated vehicle system. For operations on 
the move, the QuadTac antenna can be mounted 
on a vehicle using a simple clip-in mounting kit. 
Operation from a moving vehicle allows a single 
system to position fix a target by taking a running fix. 

The Resolve has the option of running on different 
kinds of software, depending on platform, these 
being the Prefix for laptops and Tacfix for tablets. The 
company says Prefix simplifies operator workload 
by providing straightforward mission preparation, 
clear and easy to use graphical interfaces and 
rapid transition capability between deployment 
roles, while calling Tacfix is “the most advanced, 
simple to use android based application for on-the-
march, short and medium halt electronic support 
deployments”. 

Chemring adds that the use of ubiquitous 
commercial off the shelf system components 
facilitates compatibility with a range of third-party 
software for reporting and more specialist signals 

A Bushmaster Protected Mobility Vehicle from the 2nd Combat Engineer Regiment. Credit: CoA / Major Cameron Jamieson

At the same time, Project LAND 500 Phase 1 saw the acquisition 
of the Chemring Resolve 3 EW manpack system for $18 million to 
replace the Army’s previous capability. This will see EW systems 

fitted onto the Army’s Thales Bushmaster Protected Mobility 
Vehicle (PMV) in an EW configuration. 
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analysis. The company says one of the key benefits 
of the system is the ability to provide the “entire 
signals intelligence (SIGINT) picture in one view 
with wideband geolocation capability”, with its 
“user friendly human interface” providing “good 
situational awareness and clear military advantage”. 

Other advantages of the system include its use 
of IP-based networking for effective data sharing 
meaning that the system is radio-agnostic. It is 
also designed for “seamless” integration with the 
latest electronic attack equipment, while operator 
workload is reduced through automated and 
prioritised discrimination of fixed frequency and 
frequency hopping signals.

Chemring has also launched a whole-mission 
support and information system called Viper in 
2018, which it calls the world’s first EW manpack 
geofencing capability. Viper is integrated into the 
Resolve system, and its geofencing technology 
provides operators with improved accuracy for 
“superior” target precision.

Viper allows operators to focus on a specific 
area of interest, such as a valley or building, 
which significantly reduces the task, time burden, 

communications, and reporting loads instead of 
the traditional process where operators would 
expect to analyse all signals regardless of their 
significance.

This automates processes that would have 
previously been undertaken by the operator and 
has been developed to remove the issues of 
complex Radio Frequency (RF)-data presentation 
and information access. 

The system’s path profile tools are able to process 
terrain height against relative RF to pinpoint ideal 
locations for EW data collection nodes. This can 
then be used to support pre-mission planning and 
real-time mission adaptation, enabling commanders 
and operators to respond faster to the evolving 
battlefield situation.

As of 2018, all 12 of the EW-configured Protected 
Mobility Vehicles have been delivered to the Army, 
along with the manpack EW system. The delivery of 
dedicated training systems has also commenced, 
while the associated communication systems for 
networking of the capabilities have also been 
delivered. Full Operational Capability was currently 
scheduled for 2019-20.

LAND 500: A NEW FORCE-LEVEL 
CAPABILITY
LAND 500 Phase 1 is being complemented by 
LAND 555 Phase 6 Force Level Electronic Warfare, 
a multi-tranche program that will deliver a force-level 
EW system. A Defence spokesperson tells APDR 
that:

“Tranche 1 includes the acquisition of six 
additional electronic warfare systems, based upon 
the systems acquired under LAND 500 Phase 1. The 
systems are required to be suitable for installation to 
the Bushmaster vehicle”, adding that Defence has 
signed multiple contracts for the components that 
are used to build these systems, which are expected 
to enter service “in the next 12 months”.

In addition, the tranche also includes the 
construction of new facilities for the Army’s 72 EW 
Squadron at Borneo Barracks located in Cabarlah, 
north of Toowoomba in Queensland. A Defence 
spokesperson told APDR that construction is due to 
begin in July 2020, and according to a 2019 RFT on 
Austender these new facilities include the expansion 
and renovation of an existing workshop office and 
vehicle workshop facility, the building of a new 

Australian Army Major Christian Van Den Bosch (right) shows Afghan National Army soldiers from the 205 Hero Corps an Australian-
made “Greengum” radio frequency jammer that disrupts signals that trigger improvised explosive devices. Credit: CoA / Max Bree
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U.S. Army Enhanced Communications Signal Transmitter supplied by Program Executive Office for Simulation, Training and Instrumentation 
Threat System Management Office in support of the Direct Injection Jammer proof of concept demonstration. Credit: U.S. Army

maintenance bay workshop space and associated 
storage, infrastructure and parking area for 12 
vehicles, and storage facilities for 26 Bushmasters 
and six general maintenance vehicles. 

Tranche 2 of LAND 555 Phase 6 will see the 
procurement of the Force Level Electronic Warfare 
System that will also include an Electronic Attack 
component. The Defence spokesperson declined 
to provide more details of the proposed system’s 
capability and employment methodology, citing 
the classified nature of the program, however an 
Invitation to Register Interest (ITR) posted on 
Austender in October 2018 provided some other 
details. 

The ITR, which sought to seeking feedback 
from Industry about the technical feasibility of the 
intended capability outcomes and for Defence to 
down select respondents for a limited Request 
for Tender in the future, said the Commonwealth 
“requires a force level Electronic Warfare 
(EW) mission system suitable for fitment to the 
Protected Mobility Electronic Platform Variant 
(PMEPV) Bushmaster, a trailer, or other in-service 

protected mobility options” that comprises of three 
components: these being an Electronic Attack 
(EA) mission system, an Electronic Support (ES) 
mission system and a Command and Control (C2) 
mission system.

It added that the EA mission system is to be 
capable of jamming techniques to deny adversary 
use of the electromagnetic spectrum (EMS); disrupt 
and degrade adversary communications systems; 
provision of misleading information to deceive; and 
assess the effectiveness of battle management 
while the ES mission systems is to be capable of 
detecting adversary use of the EMS, locating the 
source, identifying, tracking, exploiting, recording, 
analysing and reporting adversary communications 
and electronic signatures.

Meanwhile, the C2 mission system is to be capable 
of networking/communicating at the tactical and 
operational/strategic levels; and battle management 
including providing situational awareness, planning, 
coordinating, analysing and reporting. 

Asked about the progress of the project, Defence 
told APDR that: “the development of the LAND 

555 Phase 6 Tranche 2 capability is progressing. 
Release of the request for tender is indicatively 
scheduled for mid-2020” - but declined to comment 
further as the tender process is ongoing, although 
reports elsewhere suggest that a contract is 
expected in 2021, with delivery completed by 2023. 

Looking even further beyond this, an EW rolling 
program known as Project LAND 4120 is expected 
to seek Gate 1 approval in 2024 at the earliest. It 
has been reported that the project will be a multi-
decade affair that would take an iterative approach 
to its scope, with a stated aim to regularly enhance 
land EW capability based on immediate priorities to 
respond to emerging threats.

The approach, which would seem to gel with 
the ADF’s smart buyer policy, will seek to ensure 
Australia can ‘maintain a technological edge over 
potential adversaries’ with investment in R&D 
and technology to be an “enduring theme” for 
LAND 4120, at the same time mitigating against 
technological obsolescence with an approach of 
constantly refreshing its platforms and systems to 
keep up with improvements in technology. 
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DEFENCE BUDGET 2020-21
Minister of Defence the Hon Ron Mark announced 
that the Defence Budget 2020-21, tabled on 14 
May, provides a boost of $1.77 billion (NB: All 
currency figures are in New Zealand dollars) in 
operating and capital funding to enable Defence 
to continue to deliver on the tasks expected of it.

“It’s been a busy year for the Defence Force. On 
top of our usual deployments they have responded 
to consecutive humanitarian assistance and 
disaster relief operations. NZDF have supported our 
Australian neighbours with their bush fire response, 
responded to the White Island eruption, assisted in 
the Pacific, as well as provided significant support 
to the All of Government response to COVID-19,” 
Ron Mark said.

“With the strong backing of the Coalition 
Government, we have seen the greatest injection 
of defence funding in decades, with $4.3 billion 
in operating and capital funding allocated in total 
across the past three Budgets.

“$676.5 million in additional Defence Force 
operating funding over four years has been 

allocated in Budget 2020 to support delivery of 
the Strategic Defence Policy Statement 2018. 
This recognises the crucial role Defence plays in 
promoting the overall wellbeing and resilience of 
New Zealand, its communities and the environment 
and our place in the world.

“This includes $666.3 million for spending on 
Navy, Army and Air Force readiness and frontline 
capability, vital military enablers such as information 
and communications technology, as well as much 
needed Defence Estate maintenance across NZDF 
camps and bases.”

Budget 2020 also contains contingent funding 
to support the delivery of the Defence Capability 

Plan 2019, including $898 million contingent 
capital funding towards the replacement of the 
NZDF’s aging C-130H Hercules fleet with new 
C-130J Super Hercules.

According to Ron Mark “Investment in defence 
capabilities is critical to our national resilience and 
had been deferred for too long. As I’ve previously 
said, progressing the procurement of the C-130J 
Super Hercules continues to be my highest priority 
as Minister of Defence.”

A further $10.2 million is also provided to 
improve the New Zealand Defence Force’s internal 
security capability.

$840,000 has been provided to Veterans’ Affairs 
from the COVID-19 Response and Recovery Fund, 
to access an information exchange system, which 
enables applications and medical information to be 
exchanged across the health system in a fast and 
secure environment.

“As a number of our veterans are over 80 and 
rely on access to their GP for information about 
their health conditions, this funding will make that 
process easier in an environment where veterans 
are often in vulnerable populations, or affected by 

COVID-19 alert level restrictions,” Ron Mark said.
The Budget’s announcements build on other key 

initiatives announced this term by the Coalition 
Government, including;
• The purchase of four P-8A Poseidon maritime 

patrol aircraft for the Air Force;
• The purchase and delivery of the dive and 

hydrographic vessel HMNZS Manawanui for the 
Navy;

• The doubling in size of the Limited Service 
Volunteer scheme;

• Additional funding for Veterans’ Affairs, to 
support the wellbeing of veterans and their 
families.

Budget 2020 also contains contingent funding to support the 
delivery of the Defence Capability Plan 2019, including 

$898 million contingent capital funding towards the replacement 
of the NZDF’s aging C-130H Hercules fleet with new C-130J  

Super Hercules.

Manufacture of NZ’s future P-8As is ramping up. Credit: : Boeing
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MINISTRY OF DEFENCE BUDGET 
2020-21
The 2020-21 appropriation for the Ministry of 
Defence public service department is $13.381m 
which covers audits and assessments for the NZDF 
and MOD ($2.398m), managing procurement or 
refurbishment, on behalf of the Crown, of defence 
capabilities for the NZDF ($10.983m) and policy 
advice.

NEW ZEALAND DEFENCE FORCE 
BUDGET 2020-21
The appropriations within Vote Defence Force total 
$3,971 million for the 2020-21 financial year with the 
Minister of Defence responsible for $3,898 million 
and the Minister for Veterans' Affairs responsible for 
an appropriation of $73m.

The NZDF’s Budget 2020-21 includes a total of 
$2,518 million on Air ($1,006m), Army ($979m) 
and Navy ($533m) capabilities prepared for joint 
operations to provide the Government with a range 
of military forces to protect and advance the security 
and interests of New Zealand. 

The Minister of Defence is also responsible for a 

total of $572m on multi-category appropriations for 
advice to the government, operations contributing to 
New Zealand's security, stability and interests, and 
the protection of New Zealand and New Zealanders.

The increase in capital expenditure appropriation 
of $848.028m in 2020-21, when compared with 
$686.320m in 2019-20, is primarily due to the Future 
Air Surveillance Capability project ($751.191m for 
P-8As) progressing into the main production phase 
of the project, as well as C-130J Super Hercules, 
offset by reduced costs for the Frigate Systems 
Upgrade and Maritime Sustainment Capability 
projects as these projects near completion.

COMMUNICATIONS SECURITY AND 
INTELLIGENCE BUDGET 2020-21
The 2020-21 budget appropriation of $221.358m is 
intended to achieve the Government Communications 
Security Bureau's objectives of contributing to 
the protection of New Zealand's national security, 
international relations and well-being of the country 
and its economy.

The estimated actual expenditure for 2019-20 
is $121.395m much in line with the previous four 

years, $57.107m less than the year’s appropriation. 
In the Budget notes there is no explanation for this 
lower number, but the most likely explanation is 
project expenditure delayed until 2020-21, because 
the forward estimates 2021-22 to 2023-24 are back 
to around $170m per year.

The Government Communication Security Bureau 
(GCSB) ensures the integrity and confidentiality of 
government information, collects foreign intelligence 
bearing on New Zealand’s interests, and assists 
other government agencies to discharge their 
legislative mandate.

GCSB is a public service department with its head 
office in Wellington, a regional office in Auckland, 
a station at Tangimoana, near Palmerston North, 
and another station at Waihopai, near Blenheim. 
It employs staff in a wide range of disciplines, 
including foreign language experts, communications 
and cryptography specialists, engineers, technicians, 
legal, policy, and support staff.

SECURITY INTELLIGENCE BUDGET 
2020-21

The 2020-21 Budget appropriation of $108.771m 
is limited to the operating and investing activities 
of the New Zealand Security Intelligence Service. 
These include contributing to the protection of New 
Zealand’s national security, international relations and 
economic well-being. This 2020-21 appropriation is 
a $23m increase over the expected 2019-20 actual 
expenditure. However, the forward estimates for 
subsequent years out to 2023-24 are all around the 
$95m level.

C-130J Super Hercules in RNZAF livery. Credit: Lockheed Martin

The Government Communication Security Bureau (GCSB) ensures 
the integrity and confidentiality of government information, 

collects foreign intelligence bearing on New Zealand’s interests, 
and assists other government agencies to discharge their 

legislative mandate.
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