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KYM BERGMANN // CANBERRA 

THE PUSH BACK AGAINST 
CHINA CONTINUES

EDITOR'S LETTER

I n a recent development of regional significance, 
Defence Minister Linda Reynolds announced 
on October 19 that the RAN will participate in 

Exercise MALABAR next month. This involves ships 
from four regional powers: the US; Japan; India and 
Australia. The series began in 1992, but Australia 
stopped participating in 2007 in what looked like a 
blatant attempt to make China happy. 

A lot has changed since then – and the optimism 
about the relationship with Beijing has been replaced 
by deep mutual mistrust. The growing level of concern 
is very much shared by the other participants in 
MALABAR – particularly India, which is now faced 
with the serious prospect of another border war with 
China high in the Himalayas. What started off as a 
relatively minor and ambiguous series of clashes has 
now developed into something much worse, with 
China more blatantly encroaching further into India’s 
part of the disputed zone. 

Minister Reynolds said of the exercise:
“High-end military exercises like MALABAR are 

key to enhancing Australia’s maritime capabilities, 
building interoperability with our close partners, 
and demonstrating our collective resolve to support 
an open and prosperous Indo-Pacific. Exercise 
MALABAR also showcases the deep trust between 
four major Indo-Pacific democracies and their shared 
will to work together on common security interests.”

This follows the signing of a Comprehensive Strategic 
Partnership Agreement by the Foreign Ministers of 
Australia, Japan and India in Tokyo on June 4.

The problems New Delhi faces in the Himalayas are 
likely exacerbated by the close relationship between 
China and the traditional modern day enemy – 
Pakistan. One of the mega projects under Beijing’s 
Belt & Road initiative is the development of the port 
of Gwadar, which via a recently upgraded highway 
gives China access to the Arabian Sea and the Gulf 
of Oman. This is said to be the world’s deepest port, 
with berths for 150 ships – a massive development 
that can only add to India’s fear of encirclement, as 
irrational as that might be for a vast country with a 
population of around 1.4 billion people. The port 
became operational early this year.

China has also been throwing its weight around 
as usual regarding Taiwan, with intrusions into that 
country’s air space and repeated threats, including 
those of invasion. Despite this aggression, when this 
is matched by countermoves – such as a US destroyer 
transiting through the Straits of Taiwan in mid-October 
– Washington is denounced for stirring up trouble and
destabilising the region. The opposite would appear
to be the case.

However, this is the new reality that we all live in for 
the foreseeable future. Most analysts have concluded 
that China’s recent more aggressive posture can 
be attributed to the direction taken by President Xi 
Jinping, who became the General Secretary of the 
Chinese Communist Party in 2012 and then President 
the following year. Probably not coincidentally, the 
constitution has subsequently been altered to remove 
limits on the length of term the President can serve. 
Given the longevity of many Chinese politicians and 
the Confucian system of respect for elders, it might 
be that the world will be living with President Xi for a 
very long time.

In this edition, we deal with several issues, all 
connected in some way to the increasing power of 
China: the Defence budget; cyber security; and the 
future submarine project. All are driven to a large extent 
by fears that as the US slips into relative strategic 
decline, Beijing will continue to test the limits of power 
and will push even harder on the international stage 
to demonstrate its superiority – at least in the Asia 
Pacific region.

As a consequence of the budget, spending on 
Defence is now around 2.18% of GDP – a situation 
that looks like giving planners the unusual headache 
of having more money pouring in than they can 
sensibly spend. This pattern looks likely to continue 
for the next two or three years and has the unintended 
consequence that projects are now no longer under 
pressure to find value for money solutions. In some 
cases – such as the unnecessary replacement of Tiger 
helicopters – it looks as if Australia will spend an extra 
$3 billion to achieve a level of capability that could 
be reached with an upgrade of existing platforms at a 
fraction of the cost.

The submarine program is similarly a huge vacuuming 
device for cash and on the current trajectory will see 
Australia spend $6 billion before anything starts to 
be delivered. The financial profile on the Hunter class 
frigates is in the same category – though at least with 
that project there is a high level of confidence that the 
RAN will receive something like the platform that they 
are after later this decade. The level of certainty about 
a successful outcome for the submarine project is 
somewhat lower.

Cyber security is in a different category because it 
is not a thing in the sense of being a single product. 
It is a set of skills and methodologies supported 
by appropriate IT tools. There is a firm view in the 
Australian cyber industry that the Government could be 
doing a great deal more to encourage the development 
of sovereign capabilities and to have a higher level of 
confidence in our own people rather than to reflexively 
award contracts to large international companies with 
well known names. The current COVID-19 crisis is a 
reminder to everyone that self-reliance is not just a nice 
idea, but actually is critical to national security.

How this is managed by the Federal Government 
is the subject of the usual pre-Christmas Ministerial 
reshuffle rumours. With the departure of Mathias 
Cormann there is a Cabinet vacancy and Canberra is 
abuzz with the suggestion that a subsequent reshuffle 
will see Home Affairs Minister Peter Dutton replace 
Linda Reynolds. This is a complete guessing game 
but it is hard to see why Minister Reynolds would be 
removed when she has done nothing wrong.

‹‹	 xxxx ‹‹	 xxxx
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ROHDE & SCHWARZ PROVIDES 
EXTERNAL COMMUNICATIONS 
FOR RAN AORS
– 20 Oct 2020 – 

Rohde & Schwarz delivered the second external 
communications system for the Royal Australian 
Navy (RAN) auxiliary oiler and replenishment ships 
(AOR). Under a contract with Navantia, Rohde & 
Schwarz provides line of sight and beyond line of 
sight communication capabilities for RAN’s HMAS 
Supply and HMAS Stalwart.

The systems consist of R&S M3SR software 
defined radios (R&S Series4100 HF and R&S 
Series4400 VHF/UHF). All HF transceivers and 
receivers are HF wideband ready for future data 
communications. System racks were delivered to 
Navantia´s shipyard in Ferrol, Spain, for integration 
and testing onboard the ships.

Managing Director of Rohde & Schwarz 
(Australia) Gareth Evans said: “Rohde & Schwarz 
(Australia) is increasing its presence in the RAN 
fleet with this contract. We are providing integrated 
communications systems for six Cape Class patrol 
boats to add to the extant external communications 
for Hobart Class destroyers and communications 
systems onboard HMAS Choules, with capability 
sustainment available from our Australian 
engineering facility.”

HMAS Supply has undergone sea trials in August, 
and is set to enter service with RAN early next year. 
HMAS Stalwart is planned to enter service with the 
RAN fleet in 2022 and is currently being fitting out. 

NAVAL GROUP OPENS FIRST 
‘LOCAL MANUFACTURING 
PACKAGE’ FOR SUBMARINE 
PARTS
– 16 Oct 2020 – 
Naval Group on Friday (16 October) launched its 
first ‘Local Manufacturing Package’ Expression of 
Interest (EOI) to Australian industry that will see the 
manufacturing of specialised submarine equipment 
take place in Australia, part of a package expected 
to be worth almost A$900 million.

In the first of many local packages to be offered 
throughout the life of the 50-year program, these 
specialised pieces of equipment include the steering 
gear system, weapons handling system and main 
shaft line and will support hundreds of Australian 
jobs. In contrast to previous submarine builds that 
have involved manufacturing similar equipment 
overseas, this announcement will deliver increased 
capability, technology and capacity in Australia.

Jean-Michel Billig, Naval Group executive vice 
president Australian Future Submarine, said that 
this significant package of work demonstrated 
Naval Group’s real action to maximise Australian 
capability and involvement as well as benefit local 
manufacturing and jobs. “Ever since Naval Group 
has been chosen as strategic partner for the Attack-
class submarine program, we have had a strong 
focus on ensuring that significant benefits are 
delivered to Australians and local industry through 
the 50-year program,” Billig said. “This package, the 
first of many, demonstrates our clear commitment 
to Australian industry and will lead to increased 
manufacturing capability in Australia and local jobs. 
This is a milestone day for this program, Naval 
Group and Australian manufacturers. Importantly, 
through this manufacturing occurring in Australia, 
local business capability will be enhanced for 
generations meaning the legacy of this program 
goes beyond the regionally-superior submarines we 
will deliver.”

Naval Group Australia Chief Executive Officer, 
John Davis said that Naval Group was sending 
a clear message to Australian industry that Naval 
Group means business. “The release of the EOI 
marks the start of a competitive selection process for 
Australian capability partners to deliver specialised 
submarine equipment to the Attack Class Program,” 
Davis said. “Our team has been working closely 
with local industry to prepare for the significant work 
that is required to deliver these submarines and the 
selection of our capability partners will mark another 
significant milestone achievement for Australian 
industry and the Program.”

The EOI process will run until 16 November with 
businesses encouraged to apply to be a partner 
or sign up to the Industry Capability Network 
(ICN) to receive regular updates. Businesses are 
also encouraged to work with industry groups, 
associations and Naval Group to prepare themselves 
to become a supplier ahead of the roll out of Attack 
Class submarine work.

Minister for Defence Linda Reynolds said the 
government’s Future Submarine Program will 
deliver Australia a regionally-superior, sovereign 
submarine capability. “This commitment by Naval 
Group demonstrates the significant benefits to 
Australian industry that will flow from the Attack 
Class Submarine Program,” Reynolds said. “As we 
approach the next design phase in January 2021, 
this is a critical phase of the program where we are 
in the process of designing and selecting more than 
a million submarine parts that need to work perfectly 
together. The skills and knowledge to manufacture 
this equipment and others will progressively be 
transferred to Australian industry as work packages 
are released to industry as part of the government’s 
sovereignty objectives. The government continues to 
work with Naval Group to maximise opportunities 
for Australians, and in particular, train Australian 
workers in France, to generate the competency and 
skill to be able to then train the Australian-based 
workforce as early as possible.”

Minister for Defence Industry Melissa Price said 
manufacturing such essential pieces of equipment 
in Australia supported Australian jobs and built 
confidence in the Australian defence industry. “I 
have said from the outset that our government 
will have the backs of Aussie workers,” Price 
said. “The decision to manufacture these essential 
pieces of equipment in Australia demonstrates our 
commitment to create new opportunities and jobs for 
Australian businesses. This is a significant step in 
the right direction to build up Australian capability in 
the…Future Submarine Program.”

Reynolds and Senator for South Australia and 
Minister for Trade, Tourism and Investment Simon 
Birmingham on Friday also opened Naval Group 
Australia’s new office at Port Adelaide. Its opening 
marks a significant milestone in the expansion 
of Naval Group Australia’s workforce, as design 
work on the Attack Class submarines continues to 
progress.

The new Naval Group Australia office at Port 
Adelaide will host its 250 strong workforce, 
with the capacity to accommodate up to 350 
employees. Further information on how Naval 
Group Australia is supporting local businesses and 
creating jobs is available.

GENERAL NEWS

RAN AOR
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CAE HANDS OVER CAE 700MR 
NH90 SIMULATOR TO ROYAL 
NEW ZEALAND AIR FORCE
– 20 Oct 2020 – 
CAE has officially handed over a CAE 700MR 
Series NH90 flight training device to the New 
Zealand Defence Force (NZDF) and Royal New 
Zealand Air Force (RNZAF). “This advanced NH90 
simulator means Royal New Zealand NH90 
aircrews can train safely and cost-effectively in 
New Zealand,” said Matthew Sibree, managing 
director, Asia/Pacific, CAE. “The realistic training 
capability provided by the NH90 simulator will 
enable the RNZAF to maximise the availability 
of the NH90 fleet for operational taskings while 
ensuring aircrew are prepared for the wide range of 
missions they are called on to perform.”

Due to COVID-19 over the past six months, 
the RNZAF and CAE had to adapt its traditional 
on-site installation, integration, and acceptance 
testing procedures. A range of teams, including 
local staff from CAE New Zealand, performed the 
on-site installation at RNZAF Base Ohakea with 
remote virtual support from CAE staff in Montreal 
and Australia. The simulator is now ready for use 
in order to meet the RNZAF’s currency requirements 
for crews due to the current COVID-19 situation. 
CAE New Zealand staff will continue to provide 
ongoing maintenance and support services on the 
NH90 simulator.

The CAE 700MR Series NH90 simulator 
delivers an immersive and realistic virtual training 
environment ideal for rehearsing challenging tasks 
such as ship deck and confined area landings. 
The RNZAF NH90 simulator features an extreme 
field-of-view visual display system (240 degrees 
horizontal by 88 degrees vertical) with imagery 
generated by the CAE Medallion-6000MR image 
generator. In addition, the CAE 700MR Series 

includes a revolutionary dynamic seat for vibration 
and motion cueing, thus maximising the realism of 
the training experience on a fixed-based simulator.

AUSTRALIA TO PARTICIPATE IN 
EXERCISE MALABAR 2020
– 20 Oct 2020 – 
Following an invitation from India, Australia 
will participate in Exercise MALABAR 2020. The 
exercise will bring together four key regional 
defence partners India, the United States, Japan 
and Australia in November 2020.

Minister for Defence Linda Reynolds said 
Exercise MALABAR 2020 marked a milestone 
opportunity for the Australian Defence Force. 
“High-end military exercises like MALABAR are 
key to enhancing Australia’s maritime capabilities, 
building interoperability with our close partners, 
and demonstrating our collective resolve to support 
an open and prosperous Indo-Pacific,” Reynolds 
said. “Exercise MALABAR also showcases the deep 
trust between four major Indo-Pacific democracies 
and their shared will to work together on common 
security interests.”

Minister for Foreign Affairs and Minister for 
Women Marise Payne said the announcement was 
another important step in Australia’s deepening 
relationship with India. “This builds on the 
Comprehensive Strategic Partnership, to which 
Prime Minister Morrison and Prime Minister Modi 
agreed on 4 June 2020, and which I progressed 
with my counterpart, Minister of External Affairs 
Jaishankar, this month when we met in Tokyo. It 
will bolster the ability of India, Australia, Japan 
and the United States to work together to uphold 
peace and stability across our region.”

Participation in Exercise MALABAR demonstrates 
Australia’s enduring commitment to enhancing 
regional security, stability and prosperity in 
the Indo-Pacific, and increasing the capability 
and interoperability of the ADF. Australia last 
participated in Exercise MALABAR in 2007.

CANBERRA-BASED BUSINESS 
WINS DEFENCE INNOVATION 
DEAL
– 20 Oct 2020 – 
A small business helping soldiers in the battlefield 
control electrical devices on their weapons and 
body has been awarded a A$3.4 million contract 
with Defence.

Minister for Defence Industry, Melissa Price, 
today announced the new contract, funded through 

the Defence Innovation Hub, with Canberra-
based Kord Defence. “The Morrison government 
is continuing to invest in Australian small 
businesses, helping them to create new jobs and 
develop innovative ideas for Defence,” Price said. 
“It is great to see Kord working to help soldiers 
more effectively control a wide range of connected 
electronic devices using Bluetooth technology 
through the company’s innovative wireless control 
system. This innovation has great potential to 
make existing systems more soldier-friendly and 
improve situational awareness for our soldiers 
deployed in the modern battlefield.”

This is Kord Defence’s second contract with the 
Hub, building on the technology initially developed 
through a A$635,000 Innovation Hub contract in 
2017. Kord Defence has also won contracts to test 
their technology with the United States Marine Corps.

Since December 2016, the Defence Innovation 
Hub has awarded more than A$270 million in 
innovation contracts, with about 84 per cent of 
this funding going to Australian small and medium 
sized businesses. This investment has seen more 
than 600 people employed across 150 businesses 
and 22 universities and research organisations, in 
all states and territories across Australia.

RHEINMETALL OPENS NEW 
MILVEHCOE PRECINCT FOR 
MILITARY VEHICLES
– 12 Oct 2020 – 
Rheinmetall confirmed it has opened its Military 
Vehicle Centre of Excellence (MILVEHCOE) in 
Redbank, Queensland, Australia and said the event 
establishes a new national sovereign military vehicle 
capability that enables the design, development and 
local manufacture of military vehicles, platforms 
and turrets for the Australian Defence Force (ADF) 
and export to like-minded nations. The MILVEHCOE 
is an 11-hectare precinct incorporating a regional 
headquarters for Rheinmetall and a major 
manufacturing hub that will deliver vehicles into the 

NH90 simulator cockpit

Kord defence



GENERAL NEWS

ADF including Boxer 8×8 Combat Reconnaissance 
Vehicles (CRV) under Australia’s project Land 400 
Phase 2 and high mobility logistics trucks under the 
Land 121 Phase 3B/5B program.

Rheinmetall Chief Executive Armin Papperger 
said the MILVEHCOE heralded a new era in 
Australian manufacturing as the company 
transferred technology and systems from Germany 
to establish a global hub for the continuous design, 
manufacture, export and support for military 
vehicles, platforms and turrets. Papperger said the 
MILVEHCOE’s export focus would also drive the 
sustainable growth of a military vehicle industry in 
Australia that would draw on an expanding supply 
network across the nation to deliver products and 
services from local industry into Rheinmetall’s 
global supply chain.

“This state of the art MILVEHCOE establishes a 
leading edge military vehicle capability that will 
build on the strong partnership between Rheinmetall 
and the ADF,” Papperger said. “Moreover, it will 
enable Australian developed technology and 
systems to be exported to the world and opens the 
way for Australian companies to deliver into our 
programs for current and future nations including 
NATO members such as Germany and Hungary,” 

Papperger said.
The MILVEHCOE precinct includes:
Engineering and manufacturing for vehicles, 

turrets, weapons, armour, electronics and electro-
optics and simulators;

A vehicle test track and electromagnetic test 
chamber – used to confirm that vehicles meet the 
agreed performance specifications prior to delivery 
to the Australian Army;

An indoor firing range – a fully-enclosed, state of 
the art firing range;

A systems integration laboratory – used to 
integrate and optimise performance of Australian 
Army systems and equipment into the vehicles; and

Facilities for engineering, training, procurement, 
project management, finance, legal, marketing and 
management.

Rheinmetall Defence Australia Managing Director 
Gary Stewart said the MILVEHCOE would transform 
the company’s ability to deliver for the ADF and 
Rheinmetall customers globally. “This facility has 
dramatically advanced our business in Australia 
and the way we engage with the Australian Defence 
Force and industry,” Stewart said.

Rheinmetall is currently delivering 211 Boxer 
vehicles to the Australian Army under Land 400 

Phase 2 and is also delivering more than 2,500 
protected high mobility trucks to the Australian 
Army under the Land 121 Phase 3B program 
and building on this logistics backbone for the 
ADF by supplying a further 1,000 trucks to the 
commonwealth through the Land 121 Phase 3B/5B 
program. Rheinmetall has also offered the Lynx 
KF41 – a tracked, highly protected Infantry Fighting 
Vehicle – to meet the stringent military requirements 
of the A$15 billion Land 400 Phase 3 program. The 
Australian Army needs a new IFV for close combat 
– to close in and defeat an enemy in the most 
dangerous and lethal environments for Australian 
soldiers.

Rheinmetall also announced an export order in 
excess of A$150 million dollars from Australia to the 
Hungarian Armed Forces to supply digital Lance turrets 
to be designed and manufactured at the MILVEHCOE. 
Last month, the Hungarian government announced it 
had entered into a joint venture for the delivery of 218 
Lynx vehicles to the Hungarian Armed Forces. The 
program includes the digital Lance turret to enable the 
crew to access sensor systems, advanced automatic 
tracking and targeting capabilities and weapon-
integrated battle management all in one connected 
and enabled platform.
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ARMY PUSHES FOR TIGER ARH TO BE 
REPLACED WITH APACHE

This has been on the cards for years, but Army are now believed to be pushing with increased zeal for an FMS purchase of 29 Apache 
AH-64E helicopters for LAND 4508. This is a further sign that Defence is now so awash with money that it can afford to scrap a good 
helicopter in the form of the Tiger Armed Reconnaissance Helicopter (ARH) and spend an additional $3 billion on a replacement that 

isn’t needed until about the year 2040 – potentially without even bothering with the inconvenience of a competition.

APACHE
The Boeing Apache is an excellent heavily armed 
and protected attack helicopter that has been built 
in huge numbers – and continues to be produced 
and improved. Apaches in various configurations 
have been purchased by 19 nations, including in our 
region: Japan; South Korea; Taiwan; Singapore; 
Indonesia and India. It has its origins in the Cold 
War – the first flight was in 1976 – and its hefty 
10 tonne weight is partially a consequence of the 
amount of armoured protection it flies with.

Apache was designed as a heavy “tank buster” 
machine, able to engage large enemy formations 
at long range and to absorb considerable 
punishment, if necessary. It has been progressively 
upgraded – and an important improvement is the 
ability to add a Longbow radar to the top of the 
mast. This takes about two hours to do and adds 
to the situational awareness of the aircraft. The 
US Army usually has a single Longbow-equipped 
Apache for a flight of four aircraft – with the 
information shared with the others using Link 
16. It is understood that Australia is attracted to 
the even more expensive option of having every 
second Apache radar-equipped.

TIGER
By contrast, the Tiger is newer – first flight was 
in 1991 – and it is comparatively light and agile at 
6 tonnes. Both helicopters have a similar weapon 
configuration of a 30mm chin mounted cannon, 
plus a mix of air-to-ground and air-to-air guided 
missiles and unguided rockets. The Australian 
Tigers use Hellfire missiles for surface attack, as 
do most Apache users. The electro-optics of Tiger 
are excellent, with a roof-mounted Strix sight from 
Safran Electronics & Defense that has an infrared 
camera, CCD television camera, laser rangefinder 
and direct optical sight. It comes in a robust and 
geo-stabilised package.

The crew of the Australian Tigers use the Thales 
Top Owl helmet-mounted display and sight, which 

An Australian Army Armed Reconnaissance Helicopter departs HMAS Canberra’s flight deck in the South China Sea 
during the Regional Presence Deployment 2020. Credit: CoA / Ryan Tascas
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is considered to be in the same class as those 
on F-35s and is well in advance of the system 
used by Apache. The 30mm cannon is slaved 
to the helmet, so the gunner or commander can 
aim it precisely by simply looking at the target. 
Avionics and aircraft status are displayed inside 
the visor – and with full day/night capability it 
means that separate night vision goggles are no 
longer necessary. Each helmet is configured to 
the shape of the user’s head and the 40-degree 
binocular field of view is world class.

These advanced electro-optic systems are 
supported in Australia. Safran has a facility at 
Bankstown airport that includes a clean room that 
is vital for working on products of such sensitivity. 
The company also undertakes all of the engine 
support and maintenance for both the Tiger and 
MRH fleet at the same location.

VIPER
There is a third competitor for LAND 4508 – the 
Bell AH-1Z Viper that is also a well credentialed 
attack helicopter but which seems to be struggling 
to gain traction in Australia for reasons that 
are unclear. It is another twin engine, two-crew 
machine that has an impressive pedigree, 
especially for embarked maritime missions. It has 
a 20mm 3-barrel cannon and other than that is 
similar to Tiger and Apache with a mix of guided 
missiles and rockets. It weighs 8 tonnes, putting it 
almost exactly between the other two helicopters.

LIBYA 2011 AND MARITIME 
DEPLOYMENTS
This conflict provided an opportunity to compare 
the performance of Apache and Tiger, which were 
deployed on the amphibious support ships of the 
Royal Navy and French Navy in parallel between 
June and October 2011. The metrics compiled by the 
NATO Combined Air Operations Centres are:
British helicopter strike group at sea.
• 5 Apache helicopters; 12 aircrew; 107 technicians 

/ mechanics 
• Technical availability: 40% (2/5 missions on 

average)
• 75 flight hours total
• 44 strike missions planned; 50% cancelled
• 99 Hellfire missiles fired (all self-designated; no 

JTAC on the ground)
• 16 Bristol Aerospace CRV7 unguided 70mm 

rockets fired
• 4,100 30mm rounds fired
• 107 targets destroyed, including 54 “technical” 

armed vehicles and 2 RHIBs
French helicopter strike group at sea.
• 2 HAP Tigers; 2 aircrew; 10 technicians / 

mechanics
• Technical availability: 100%
• 250 flight hours
• More than 200 targets destroyed
• 13,500 30mm rounds fired
• 1,600 70mm unguided rockets fired
• 1 Mistral air-to-air missile fired

There were a number of other metrics that reflected 
the different designs of Apache and Tiger, including 
that Apaches never flew below 2,000ft AGL (for Tiger 
the limit was 30ft AGL). The deepest penetration by 
an Apache into Libya was 32 nautical miles; for Tiger 
it was 80 nautical miles.

Such comparisons should be seen in context. Tiger 
and Apache are substantially different helicopters 
with different design philosophies and there are 
other scenarios where the results will be the 
opposite. Apache is a more complex machine; Tiger 
is designed for ease of support and for deployed 
remote operations with a small footprint. Speaking 
with French Army pilots, they have nothing but 
respect for Apache and their British counterparts, 
simply pointing out that each helicopter is better 
suited to different missions.

Australian Tigers have been successfully deployed 
on the RAN’s two Canberra class LHDs for a variety 
of exercises.

FRENCH TIGERS AND COMBAT 
OPERATIONS
France has deployed their Tigers in almost continuous 
combat operations since 2009. They started in 
Afghanistan and as that conflict was winding down 
were redeployed to the remote and hostile Gao 
region of Mali, close to the borders of Niger and 
Burkina Faso. In between were the Libyan campaign 
and deployments to Djibouti and the Central African 
Republic.

The current mission in Mali is tough and dangerous. 
The Tigers often deploy remotely in pairs providing 
support for local troops and French Special Forces 
combating well-armed and trained Islamic insurgents 
– many of them veterans of the ongoing civil war 
in Libya and with good access to large numbers of 
modern weapons of Eastern European origin. When 
providing close combat air support – a French term 
that conveys something more than just air support 
– the helicopters have been subjected to not only 
small arms fire, but an aircrew’s worst nightmare: 
ambushes involving heavy machine guns and RPGs 
fired at relatively close range.

French Tigers have been damaged by intense 
ground fire, but not shot down. In November last 
year a mid-air collision with a Cougar troop transport 
helicopter destroyed both and killed all on board both 
aircraft with a loss of 13 personnel. This happened 
at night at very low altitude while the French were 
pursing insurgents after ground forces called for 
assistance.

French Tiger aircrew consider themselves to be 
infantry first and foremost. They fly in full infantry 
combat kit, including a personal weapon, side arm 

Two Australian Army Tiger armed reconnaissance helicopters land on United States Ship Ronald Reagan during the 
Regional Presence Deployment 2020. Credit: CoA / Kieran Whiteley



and grenades. It is nothing for them to sleep under 
their helicopters when on missions far from Gao – 
and to help rearm and refuel the machines in the field 
when required. They have nothing bet respect for 
Tigers, describing them as exceptionally easy to fly, 
rugged and well armed.

SOME IMPORTANT QUESTIONS
The biggest is probably: why are the other three 
operators – France, Germany and Spain – happy 
with their Tigers but sections of the Australian Army 
want to get rid of ours? Speaking informally with the 
Army Aviation community, they now seem more than 
satisfied with the ARH fleet – though admittedly after 
a very rocky initial 10 years of poor availability and 
high cost of operations.

People were very quick to blame prime contractor 
Airbus for these early failings, but closer investigation 
revealed a complex situation. Army, by their own 
admission, were not geared up to the task of 
supporting an advanced, digital platform (if the 
helicopters were still in the hands of the RAAF this 
story might be different). The contract was complex 
and unwieldy. To this day, Australia has never availed 
itself of a second source of spare parts if they had 
accepted an invitation to join the European military 
support agency, OCCAR.

Also while French Tigers were heavily engaged in 
Afghanistan, all of the users – including Australia – 
accepted that those helicopters received priority for 
spares. After all, it was an international force of which 
Australia was a part that was carrying out a task 
aimed at rolling back fundamentalism and protecting 
the world from attacks such as 9/11.

By the time of the 2016 White Paper, Tigers 
still had something of a patchy reputation – and a 
sentence to the effect that they were to be replaced 
was inserted into the document by someone senior 
and at a late stage in the process. It was not included 
with the knowledge or support of Army Aviation, 
which even back then believed that the helicopters 
had finally turned the corner and were starting to 
deliver the impressive capability that they were 
purchased for.

That seems to be where we find ourselves today. In 
the absence of any official guidance to the contrary, 
the outdated instruction of 2016 remains in force. 
This has also meant an under-investment since then 
in the Tiger fleet – for example Airbus has offered at 
least four times to integrate Link 16, but has been 
rebuffed.

LACK OF COMPETITION
To make a bad situation worse, it looks like Army is 
trying to short circuit the process and buy Apache 
as an FMS sale, putting an end to LAND 4508 and 
denying everyone the opportunity to submit fully 
costed offers. What the benefit is to the Australian 
taxpayer of a sole source approach in these 
circumstances remains unclear.

To fulfil the requirement of 29 helicopters, Airbus 
made an unsolicited offer of 22 upgraded Tigers 
and seven new H-145Ms that are also being offered 
for the Special Forces helicopter requirement under 
LAND 2097 Phase 4, but this has been rejected. 
Instead the company will offer 29 Tigers, with the 
other airframes being acquired from another user, 
or users.

This is made possible because other militaries are 
attracted to the idea of replacing a few of their Tigers 
with less expensive, less heavily armed helicopters 
such as H-145Ms for paramilitary and low intensity 
missions. There are still plenty of Tigers out there with 
considerable fatigue life that – just like the Australian 
machines – could be kept flying until 2040 with 
relatively little effort.

All three other Tiger users have a common program 
to upgrade their fleets – and Australia could benefit 
from that even without formal participation. 

CONSEQUENCES FOR JOBS
This would have a major impact on the Brisbane 
operation of Airbus Helicopters, which would have to 
shed around 300 positions as soon as a decision in 
favour of Apache is announced. Some people would 
still be needed for mechanical support and logistics 
– even the fastest FMS case takes at least two years 
to organise – but many of those involved in software 
engineering would go much sooner as the Tiger fleet 
started to wind down.

There would also be consequences for Safran 
and Thales – the latter also supplying the flight 
training simulators for the fleet as well as some of the 
specialised electronics.

CONCLUSION
Normally military equipment is replaced when 
it is reaching the end of its service life, or when 
requirements have changed so dramatically that it is no 
longer needed. Neither is the case with the ARH fleet. 
One can’t help but wonder whether Defence now has 
more money than it sensibly knows what to do with.
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AMMUNITION

There are two choices for the AFV – the 
Rheinmetall Lynx featuring a Mauser Mk 30-2 
ABM 30mm gas operated cannon; and the 

Hanwha Redback, which comes with a Northrop 
Grumman Bushmaster Mk 44S 30mm externally 
powered chain gun. The former is also the main 
weapon for the Boxer Combat Reconnaissance 
Vehicles being purchased via Phase 2. Both are 
proven high performance 
weapons that are at the 
leading edge of technology.

The situation becomes more 
complex when considering 
the ammunition that they 
can use because while the 
Bushmaster can fire steel 
cased rounds made for 
the Mauser, the reverse is 
probably not the same. We put 
the question to Rheinmetall: 
could their cannon fire the 
aluminium cased standard US 
rounds for the Bushmaster Mk 
44 – and they declined to 
answer, referring the inquiry 
to Defence. The Department, 
in turn, also would not answer, 
saying:

“Defence has no comment 
on this issue and recommends you contact the 
appropriate Original Equipment Manufacturers.”

While both cannon use the same sized 30mm 
x 173mm round, there are important differences 
because of the mechanics of how they are fired. The 
Mauser uses the expanding gas from each exploding 
cartridge to open the breech and load the next round, 
which is a physically demanding process. Because 
the Bushmaster is externally powered, rounds are 
loaded differently – or as one subject matter expert 
put it, much more like a fast and smooth bottle filling 
factory than a series of explosions. 

Since the two use different systems, this flows 

through to the ammunition. Because the Bushmaster 
is gentler – a very relative term – it can use aluminium 
casings, which are much lighter. This has come about 
because the weapon was originally designed for 
airborne use, where weight is a critical factor.

In the absence of information to the contrary, 
it seems that the Mauser must use steel cased 
ammunition, which is more mechanically robust. Or 

to put it another way, the Bushmaster can fire both 
steel and aluminium casings – but the Mauser can 
only use the former.

In response to an earlier, broader, question about 
Phase 3 ammunition, the Department said: 

“In relation to LAND 400 Phase 3, as a tender 
process is currently underway it would not be 
appropriate to comment.

“Defence is currently conducting the LAND 400 
Phase 3 Risk Mitigation Activity with both shortlisted 
tenderers, including a feasibility study reviewing the 
compatibility of firing different types of ammunition 
natures from tendered 30mm Medium Calibre Main 

Weapons. Until the outcomes of the tender are 
known, Defence is not in a position to make a 
decision on this issue and it would be inappropriate 
to make any further comment.

“At this stage, no decision has been made on the 
source of supply for ammunition.”

Northrop Grumman points out that the Mk44 
Bushmaster is used by 19 nations and 34 users – 

including the US, the UK and 
in our region Singapore and 
South Korea. This probably 
makes it the most prolific 
30mm gun in the western 
world and if Australia is 
motivated by interoperability 
with the US this is in its favour.

Because it is in such 
widespread use – for example 
on Stryker Brigade vehicles 
and Bradley M2 IFVs – the US 
Army has a growth path for 
the ammunition, including the 
all-important programmable 
air burst rounds. Northrop 
Grumman has related self-
funded activities to develop 
proximity and guided 
rounds. The company has 
also developed a 40mm 

Bushmaster variant called the SuperShot – and the 
system could be changed to the larger calibre by 
switching three parts.

Rheinmetall are a similarly experienced and 
reputable weapon and ammunition manufacturer – 
indeed they are an important supplier in the US as 
well as Germany and the rest of Europe. Defence has 
confirmed that through Australian company NIOA, 
they will be the sole supplier of 30mm ammunition for 
LAND 400 Phase 2. They also have programmable 
air burst rounds, as part of a suite of ammunition for 
the Mauser cannon.

More detail will be provided in subsequent editions.

KYM BERGMANN // CANBERRA

LAND 400 PHASE 3 – UNCERTAINTY ABOUT 
30MM AMMUNITION CHOICES

Who knew that 30mm ammunition could be so complicated? At the start of researching the issue, it seemed to simply be a matter of 
finding out who is supplying what, but the topic is more complex, involving international supply chains, commonality with the US – or 

lack of it – and implications of the Phase 2 decision on the Phase 3 Infantry Fighting Vehicles (IFV) outcome.
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Apart from those few actions which might 
resort to using limited amounts of physical 
force, nearly all grey zone actions depend 

on information system networks for access into the 
computer nodes of their target networks. Preventing 
this infiltration is therefore the task of cyber security 
systems, or should there be penetration, to detect and 
remediate the affected systems immediately.

Australia’s peak organisation in grey zone warfare 
is the Australian Signals Directorate (ASD) which 
states that it is ‘a vital member of Australia’s national 
security community, working across the full spectrum 
of operations required of contemporary signals 
intelligence and security agencies: intelligence, 
cyber security and offensive operations in support of 
the Australian Government and Australian Defence 
Forces (ADF).’

Within ASD there are groups for covert acquisition 
of foreign information not publicly available (signals 
intelligence), protecting by comprehensively 
understanding the cyber threat, providing proactive 
advice and assistance to improve the management of 
cyber risk by government, business and the community 
(Australian Cyber Security Centre – ACSC), and 
disrupting by applying their offensive cyber capabilities 
offshore, to support military operations, counter-
terrorism, counter cyber espionage and serious cyber-
enabled crime.

On 19 June 2020, the Prime Minister announced 
that Australian organisations were being targeted by 
a sophisticated state-based cyber actor. This activity 
targeted Australian organisations across a range of 
sectors, including all levels of government; industry; 
political organisations; education, healthcare and 
essential service providers; and operators of other 
critical infrastructure.

The Australian Government knows it was a 
sophisticated state-based cyber actor because of the 
scale and nature of the targeting and the tradecraft 
used. The ACSC and the Department of Home 

Affairs have published a more detailed technical 
advisory with advice for Australian businesses and 
organisations to protect themselves. This advisory is 
available at cyber.gov.au.

On 6 August 2020 the Australian Government 
published its AUSTRALIA’S CYBER SECURITY 
STRATEGY 2020 which is available for download 
from the Home Affairs website. 

This 52-page document is well worth reading for 
everyone concerned with cyber security. The main 
sections cover an overview, the threat environment, 
consultation, strategy, response, action plan, 
implementation and measuring progress, while an 
appendix lists Cyber Security Strategy 2020 funding 
commitments.

ORGANISATIONAL BEHAVIOUR 
AND RESOURCES
The 192-page ASD Information Security Manual 
2020 is absolutely up-to-date, being published in 
October 2020 and available now for download 
from ASD’s website. It is an important resource for 
anyone who needs to understand information security 
principles and practical methods of ensuring their 
organisation’s systems and staff use their information 
system resources safely. This applies equally to 
governments, military organisations, defence industry, 
critical infrastructure, Australian organisations and 
private individuals.

The main topics covered include cyber security 
principles, guidelines for cyber security roles, how to 
detect, manage and report cyber security incidents, 
outsourcing, security documentation, physical security 
and personnel security. There are also guidelines 
for communications infrastructure, communication 
systems and enterprise mobility of devices. Sound 
advice is given on the ASD evaluated products 
program, ICT equipment and media management.

Greater opportunities are being provided to 

Australians seeking to train for a world-class career in 
cyber security. The Cyber Security National Workforce 
Growth Program will be underpinned by a $26.5 
million Cyber Skills Partnerships Innovation Fund, 
which will encourage businesses and academia to find 
innovative new ways to improve cyber security skills.

The Australian Defence Force Cyber Gap Program 
is for 250 Australian citizens in 2021 who are living 
in Australia and are already enrolled in or about to 
commence cyber-related studies. The flexible thing 
about this program is that there is no obligation to 
serve. While applicants’ study, they can immerse 
themselves in a short work experience placement 
with Defence in a cyber-related role, so they’ll have 
the chance to decide whether a Defence career is 
something they’d like to pursue.

PROTECTION FROM CYBER 
ATTACK
The greatest risk to any organisation comes from 
incorrect use of devices connected to the internet 
or private networks. The biggest source of security 
breaches comes from people opening electronic mail 
which they think comes from someone they could be 
in secure contact with, but which is actually a phishing 
message to get the person opening the message to 
give them access to that person’s internal network.

There are also ‘waterholes’ on the internet trying to 
entice people to access the posted information, but 
in fact giving access to the cyber attacker to people’s 
own network.

The four main categories for organisational 
protection against cyber-attack are physical, emission, 
transmission and cryptographic security.

Physical security covers all the physical measures 
necessary to deny unauthorised access to, or 
observation of, antennas and/or facilities including 
rooms containing classified communications 
equipment, media, transmission feeders, documents, 

CYBER

GEOFF SLOCOMBE // VICTORIA

CYBER SECURITY – WAR OR PEACE IN THE 
GREY ZONE?

Grey zone actions are increasing from countries seeking to challenge Australia and its coalition partners. These actions, which can 
include false news, election meddling, economic coercion, digital denial of service attacks, exfiltration of classified information from 
military systems, malicious alterations to data and messages, and the ambiguous use of unconventional force, are being initiated 

by those countries which seek to gain advantage without provoking a conventional military response. Below the level of war, those 
countries are increasingly using non-military means to achieve their objectives. They are often difficult for free-market democracies like 

Australia to counter.
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CYBER

safes, or other material. This covers both human 
access and the planting of detection or recording 
equipment in places from where it can subsequently 
be recovered for analysis.

The emission security element of communications 
security provides protection for information of value 
to unauthorised people or adversaries who seek to 
obtain it by intercepts of communication systems, 

including those messages transmitted by cable 
(wire or fibre optic) or radio based on the workings 
of cryptographic equipment. It is also very much 
concerned with emanations from information and 
telecommunications systems.

The Holy Grail tenets of transmission security 
are low probability of interception, low probability of 
detection and resistance to jamming.

Methods used to achieve transmission security 
include frequency hopping and spread spectrum 
where the required pseudorandom sequence 
generation is controlled by a cryptographic algorithm 
and key. Such keys are known as transmission 
security keys.

Cryptographic security is achieved by proper use 
of technically sound cryptosystems with the aim of 
ensuring message confidentiality and authenticity, 
which includes non-repudiation of critical plans and 
orders.

DETECTION AND RESPONSE TO 
CYBER ATTACKS
Prompt detection of a cyber incident or attack is 
central to the ensuing damage control. This should 
come as a result of regular monitoring of key system 
components and the practices of their users.

Personnel activity must be scanned for red 
flags and their devices need regular scanning for 
malicious code

Clearly military, government or civilian organisations 
need to continuously monitor their entire networks 
including connected systems and their data flows. The 
moment anomalous activity is definitively detected 
that system must be frozen and the incident alert 
protocols for the organisation activated.

Then it is time for an intelligent response.
Pre-defined response mechanisms come into play. 

As well as affected system isolation, action to limit 
further damage in the system must be initiated. 

User roles should be clear and checked for correct 
application, with benchmarks for event reporting to 
all affected parties. The alerts themselves must be 
studied carefully to get an accurate reading of what 
has happened.

When the incident is over, the whole detection and 
response mechanism needs to be studied to see what 
can be learned for action in a future incident.

OFFENSIVE CAPABILITIES
In 2019, the Director-General ASD gave a public 
speech that, for the first time, disclosed operational 
details of ASD's offensive cyber capability. The 
first example highlighted how an ASD offensive 
cyber operation, conducted in support of the ADF, 
planned and executed under direction of the ADF's 
Chief of Joint Operations, helped degrade Daesh 
communications on the battlefield in order to disrupt 
their ability to launch attacks.

The second example highlighted how an ASD 
covert online operator developed a false online identity 
to build rapport with an extremist. Through effective 
analyst tradecraft techniques, ASD successfully 
persuaded him not to become a foreign fighter in an 
overseas terrorist organisation, preventing harm to 
himself and others.

The major new government cyber security funding 
will build on investments already made, particularly to 
ensure that national state actors and cyber criminal 
can be attacked at their operating bases. ASD 
certainly has the know-how and practical skills, plus 
support from other Five Eyes intelligence partners, to 
make a real and practical defence against incoming 
cyber-attacks by forestalling them.

IN CONCLUSION
War or peace in the Grey Zone?

The strategic goal for Australia, working with other 
countries, should be to extend existing international 
conventions and regulations into the actions observed 
in the grey zone. This will not be easy, requiring 
sustained effort to achieve even small gains. The 
payoff sought will be the promotion of the rule of 
law and an inclusion of the grey zone in the realm of 
peaceful relations between states.

Pacifying the grey zone could prove to be the 
generational challenge for those states committed to 
updating and preserving the rule of law.

The four main categories for organisational protection 
against cyber-attack are physical, emission, transmission and 

cryptographic security.

UPDATED NATIONAL 
SECURITY SCIENCE AND 
TECHNOLOGY PRIORITIES
 – 13 October 2020 – 

Australia’s national security will be 
strengthened following the Government’s 
release of updated National Security 
Science and Technology Priorities.

The National Security Science and 
Technology Priorities Update identifies six 
priority areas:
• Cyber Security
• Intelligence
• Border Security and Identity 

Management
• Investigative Support and Forensic 

Science
• Preparedness, Protection, Prevention 

and Incident Response
• Technology Foresight

Minister for Defence, Senator the 
Hon Linda Reynolds CSC said the 
announcement provides a thorough update 
to the 2018 Policy and Priorities.

“The update has given greater 
consideration to recent challenges such 
as national resilience and biosecurity,” 
Minister Reynolds said. 

“These priorities will help to drive 
strategic advantage by developing, 
adapting and delivering science and 
technology solutions to current and future 
national security challenges.” 

Defence’s Science and Technology 
Group coordinates the Government’s 
science and technology program which 
plays a critical role in our nation’s 
national security.

The National Security and Defence 
community continues to work closely 
together to shape and harness the national 
science and technology enterprise to 
achieve a cohesive and agile innovation 
system, as outlined in the 2020 Defence 
Strategic Update.

The updated National Security Science 
and Technology Priorities can be found at 
https://www.dst.defence.gov.au/research-
facility/national-security-science-and-
technology-centre-nsstc
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1ST PERSON

Kym: Please start with a bit of background.
Alex: Sure. Very briefly and easily, started off as 
a civil engineer working for companies like Lend 
Lease, where I really learned my trade in terms of 
running a business, and coordinating really complex 
and expensive projects. Before then I spent seven 
in the Australian Army in reconnaissance and 
surveillance, leaving as a captain. 

From Lend Lease I moved to Nokia in their 
networks business, worked in Australia and New 
Zealand for three years, the Middle East for four 
years rolling out 3G and 4G networks around the 
world. From there, spent some time doing some 
internal R&D, developing new business models, 
which led me to getting an opportunity to work 
with Barclays in London, helping them start to 
innovate.

Kym Bergmann: OK. Why is a sovereign 
capability in cybersecurity actually needed?
Alex: This is what I consider to be critical. 
Cybersecurity in its broader sense, we're talking 
about the protection of intellectual property, we're 
talking about the protection of key forms of 
data and information. In some circles it might 
be deemed to be intellectual property as well - 
trade secrets as well as access to infrastructure. 
And fundamentally, today also a huge amount 
of activity from a national security and warfare 
perspective is also conducted via digital means. 

When we're thinking about surveillance, 
intelligence, espionage, and commercial 
espionage as well, it is all about cyber security. In 
many respects, this is really the forefront of 21st 
century diplomacy, 21st century warfare, and 21st 
century commerce. Cyber security is akin to what 
the railways were in the industrial age - without 
that strong pipeline and capability, you're frankly 
left completely defenceless and wide open. 
So from many respects: Economically, socially, 
and from a national security perspective, cyber 
security is just fundamental in this new digital era.

CHIEF EXECUTIVE OFFICER,  
STONE & CHALK, ALEX SCANDURRA  

IN CONVERSATION WITH APDR EDITOR,  
KYM BERGMANN
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Kym Bergmann: The question then is, why 
not continue to rely on existing arrangements 
where Australia is part of a broader network, 
that security is provided to us by a number of 
players, some in Australia, but a whole lot of 
international entities as well?
Alex: Well I think that's great, and sharing 
information and capabilities is always a multiplier 
- but you need to have something of substance to 
share and remain relevant and valuable to partners 
you work with. Where I'm talking about sovereign, 
it's in a context not just of national security, but also 
of industrial capability. 

It concerns me. We don't want to rely on our 
physical defence by basically saying, "You know 
what? Why don't we just disband the ADF, and why 
don't we just pay Americans to have their defence in 
support of our country, or other nations for example?" 
Cyber security is exactly the same in my mind, where 
it's a core capability that we need, it's a capability 
we need to develop, it's fundamental to our own 
protection as well as our own ability to influence our 
interests in the region and globally. Without having 
a domestic capability that we can rely on, depend 
on, and develop, we really don't have a toolkit in our 
armoury in my view.

Kym Bergmann: If we accept that argument, 
how do we then go about it? Because my 
impression is that there are a number of 
Australian companies, but many of them 
seem to be smaller consultancies and highly 

specialised businesses. How would you go 
about bringing them together? How do you 
achieve some sort of critical mass?
Alex: There's actually quite a growing number of 
cybersecurity companies that have been building 
technology well beyond consultancy. There's a 
plethora of people out there such as consultants, 
for example, in many of the large firms that will talk 
from a process perspective or policy perspective, 
but in terms of technology itself, there are plenty 
of organisations already here in Australia that are 
unfortunately winning their first commercial contracts 
with overseas customers and in some cases, overseas 
government entities like the CIA, NSA, FBI, et cetera. 

This is before local organisations are giving them 
sufficient attention and even opportunity. The biggest 
thing that we lead with are customers - and that's 
where government has a really important and leading 
role to play. By changing our attitudes from wanting 
to be the fifth customer of a start-up or scale-up, more 
broadly, is to change our attitude and culture around 
how can we be the first customer of the start-up, and 
help curate and develop our local capability here.

That extends well beyond cyber, by the way. We've 
got cases of that in other sectors like Financial 
Technology. Fundamentally, opportunity through 
revenue is what's going to build and help create that 
critical mass and momentum, where more and more 
cybersecurity companies go from start-up to scale-
up. Currently the trend's been - not in all cases, but 
in a lot of cases - that's happening through overseas 
customers. Then eventually on the back of those 

overseas successes, Australian organisations in the 
private and public sector take notice, their perception 
of risk profile changes, and therefore they're willing 
to engage. 

That's the complete opposite of what we've seen 
occur in the US for example, where customers are 
vying to have the pride of saying, "We were the first 
customer of this company," for example, "that's now 
been this huge success."

Kym Bergmann: That's a very interesting 
point that you raise, because when it comes 
to the hardware side of things, it used to 
be a complaint in defence industry that 
Australia suffered from the 'not invented here' 
syndrome, or actually the reverse of that, 
where there was always a preference given to 
overseas suppliers in advance of Australian 
suppliers. Is this what is happening in the 
cyber domain?
Alex: Yes, this sort of thinking is behind every effort 
in the start-up and the scale-up space - and cyber 
is an area that's perhaps even more pronounced 
as you're saying. This is where the large buyers 
- and in this case clearly is very high end of town 
in terms of ASX listed companies - defence and 
government, have been conditioned to buy from very 
large multinationals. 

You see that across companies like IBM and in 
other areas outside of cyber security as well. There 
are solutions that are cutting edge, cheaper, faster 
to deploy, available from Australian companies. But 
because of the way that they assess the suppliers, 
and the criteria they use, and the perceptions and 
I'd say misunderstanding around risk they miss out. 
There's the recent infamous example of IBM and the 
census, for example, if you recall that one?

Kym Bergmann: Yes, of course.
Alex: It was a beautiful case in point, where hopefully 
the adage of, "No one ever got fired for hiring 
IBM," no longer stands true. We can't just keep 
buying from big cybersecurity or other international 
software providers as just the accepted way forward 
- especially given the huge rate of change and 
innovation that's happening right now. 

The chances are, that if you are buying something 
off the shelf and you are looking for cutting edge 
capability - which of course in defence and 
intelligence and therefore cybersecurity you should 
be - the chances are what you're currently buying 
from these players is already grossly out of date. 

Not only are you getting it totally wrong in terms 
of your procurement mix and assessment of risk, 
you're actually also getting it wrong by the Australian 

Air Warfare Destroyer construction at Osbourne, South Australia (Department of Defence photo)
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taxpayer, in buying any inferior product.
Beyond that as well - and this again extends more 

broadly - is when we're thinking about economic 
value to Australia, what developed nations are facing 
all around the world is this progressive dislocation 
of the workforce as more and more automation gets 
adopted throughout the economy. That's affecting, 
for the first time ever, highly skilled workers in terms 
of how they are potentially displaced by machine 
learning, artificial intelligence, and other types of 
digital and software tools. 

If we continue to buy from large international firms 

just blindly, then the creation of IP, the creation 
and capture of wealth, and also the creation of 
meaningful jobs isn't going to occur in Australia. 
It's going to be fuel for where these international 
companies are doing that product development and 
enhancement.

Whereas statistically, it's a well known and 
accepted fact that in the developed economies, 
it's technology-based, high-growth start-ups and 
scale-ups that are the ones that are actually creating 
the jobs. If we consider that into the procurement 
decision-making process as well, then you've got an 
opportunity to consider retained economic benefit 
well beyond just the price tag of what it is that you're 
buying. This is actually the recognition of the job 
creation, the taxes that are then recycled through the 
economy, and it starts to build into that upward spiral 
of multiplier effects starting to come into play.

Kym Bergmann: Pardon a very slight 
degression Alex - the NBN for me has been 
a huge disappointment, where for the tens 
of billions of dollars that we've invested, the 
Australian content has been the ditches that 
have been dug. That's really about it.
Alex: 100%. That's a perfect example and analogy, 
and you can even extrapolate that into the major 
defence procurement projects right now, when you 
think about even future submarines and frigates. 
Unfortunately, government still has this mentality that 
Australian steel or hard physical product is what is of 
value to Australian supply chain content. 

This is a false economy, in that, sure, it might 
be useful for the duration of the actual project and 
the build phase, but once that completes you don't 
need steel anymore. There's really not that much 

value-added expertise or intellectual property in 
some of the physical aspects of the builds of some 
of these projects.

But if you translate that into the sensor equipment, 
the warfare systems, the communication systems, 
the IT security and data systems, the surveillance 
systems - these are products that we can maintain 
and continue to sell to other nations outside of our 
own domestic shipbuilding program.

That's the kind of thinking and strategic logic that 
we're just missing over and over and over again. 
Unfortunately, our political class and our bureaucracy 

is still stuck in this 20th century mindset of, it's 
physical goods. If you think about also the National 
COVID-19 Coordination Commission as another 
example, they've loaded it with manufacturing type 
people and mining type people, and of course what's 
coming out of that? "Oh, Australia needs to focus on 
advanced manufacturing." Well, no surprises there.

Kym Bergmann: Of course.
Alex: Yet you look at what's been our greatest 
success stories over the last 10 years from a 
commercial perspective, they're all software-based 
companies. They're companies like Atlassian https://
www.atlassian.com/, like Airwallex https://www.
airwallex.com/terms/payment-and-fx-au, like Afterpay 
https://www.afterpay.com/en-AU/index, and so 
many others that are leading through software and 
technology. 

Of course you'd know that we don't suffer a scale 
disadvantage when it comes to software. The fact 
that we have a 25 million domestic population is 
irrelevant, because the export costs of software 
are zero, as opposed to the export costs of 
trying to compete building a ship in Australia 
versus a ship somewhere else around the world. 
Software development doesn't have the same 
kind of material costs and transport costs, and of 
course, labour costs.

Kym Bergmann: Alex, I've thought about this 
a little while because I've also spent a bit of 
time in industry. I really think that some of 
it is as simple as this, that everyone in the 
country can visualise an aircraft or a ship or 
a tank, but visualising cyber and visualising 
specialised electronics, it's just much more 

difficult. It requires people with a very high 
level of skill to be able to articulate the 
benefits. 
Alex: I suspect you're right. No doubt, a lot of the 
decisions come down to political pressures and the 
need to be re-elected, and therefore, what is sellable 
and digestible by the electorate? To your point, right? 
People will see a physical bit of road infrastructure or 
a rail infrastructure, or stadiums being built, and they 
will attribute that to the success of a government.

 Perhaps what needs to be done is a consistent 
campaign of re-education of the electorate, in terms 
of what is the game we are all in today in the 21st 
century, as opposed to the 1980s or 1990s. That 
era is what so many of the electorate and decision 
makers are used to and had their success during and 
made their money from.

We're in a completely different paradigm now - and 
if we continue to adopt a 20th century strategy to 
solving our problems and preparing for our future, 
then we're going to be left really disappointed and 
bewildered. And it's really not that... It's not rocket 
science at all.

Kym Bergmann: In the 1980s, when 
enthusiasts for defence industry were getting 
their act together collectively, they put a lot of 
effort into the new submarine program. Now 
that's a long complex one, and I think that a 
lot of that effort ended up being squandered, 
but nevertheless was a big, large signature 
acquisition that focused the minds of a lot of 
people. Is there anything at all similar in the 
cyber domain? 
Alex: In my mind I don't see that being the one 
project to rule them all, like the submarines were, in 
cyber security. Cyber security is a very diverse area 
with varying needs across different pockets of society 
in the economy, and very different specialisations and 
use cases. 

If we were to try and group one thing, it would 
be culture and mindset change around wanting to 
make it work, to partner with Australian cybersecurity 
companies to give birth to a whole new industry 
domestically. Beyond that it would be fast-tracked 
procurement processes that are then fit for purpose 
for working with early stage technology companies, 
so start-ups and scale-ups again. And the willingness 
to pilot and trial new solutions ahead of obviously 
commercial implementation. I see it being a lot more 
decentralised in its implementation, but centralised in 
its approach and cultural change, if that makes sense.

Kym: Indeed it does. Thank you for your time.

Cyber security is akin to what the railways were in the industrial 
age - without that strong pipeline and capability, you're frankly 

left completely defenceless and wide open.
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Currently based in Singapore, a key figure in 
the business is Mr Vitaly Kamluk, who joined 
in 2005 and is the Director of the Global 

Research and analysis team for the Asia-Pacific. He 
explained that the basic mission of the company is 
to provide cyber safety and cyber security services 
around the world and has around 4,000 people 
dedicated to the task. As head of the research team, 
Mr Kamluk is at the forefront of dealing with the most 
dangerous and threatening attacks.

APDR asked if the biggest weakness in cyber 
security systems were human beings making mistakes 
such as opening up attachments from unknown 
sources or doing really dangerous things such as 
plugging in USBs found on the floor of a car park. Or 
to put it another way: is the advantage always with 
the aggressor because they only need to find a single 

inattentive person within the targeted organisation. 
He answered:

“It might look as simple as that depending on your 
perspective. It might look that way from the point of 
view of the intruder – but the other aspect is that they 
also only need to make a single mistake. When they 
get busted that means they have been discovered and 
exposed. Depending on where their location, they are 
potentially arrested and charged.”

If the bad actor is a hostile Government agency 
this means that they usually have to drop their 
entire campaign and all of their software tools. This 
might also involve being named and shamed on 
the international stage. One such event occurred 
on October 20 when the US charged six Russian 
officers from military intelligence with various 
offences, including disrupting the Ukraine’s power 

grid and causing billions of dollars of damage by 
releasing mock ransomware that infected computers 
around the globe. https://www.washingtonpost.
com/national-security/russia-cyberattacks-election-
interference/2020/10/19/51a84208-1208-11eb-
bc10-40b25382f1be_story.html

This same small group known as GRU unit 74455 
is also believed to be responsible for things as varied 
as the attack on South Korea’s winter Olympics 
in 2018; the release of French President Emanuel 
Macron’s private emails and attempting to interfere 
in the investigation of the poisoning of Sergei Skripal 
and his daughter in Britain two years ago. Russian 
officials have rejected the charges.

According to Mr Kamluk, the cyber world is in a 
condition of flux, with sometimes the aggressors 
being in the lead and in Yin & Yang fashion sometimes 
those playing defence have the advantage. What 
can be said for certain is that the battle is on – and 
it is constant.

This returns to the issue of consequences of 
cyber attacks. Certainly criminal charges and public 
shaming are mechanisms, but are they sufficient. 
In many lesser cases, bad actors seem to face no 
adverse consequences for their actions – leading to 
suggestions that institutions that are being hacked 
should also have the ability to retaliate directly, for 
example shutting down an aggressor’s system or 
introducing malware into it.

This is a tricky and controversial field, with Mr 
Kamluk pointing out that in many cases it is difficult 
finding hard evidence against a culprit. Merely having 
suspicion is not enough. The situation can also 
be made more complex if the attackers are being 
sheltered by a Government and given immunity for 
their actions. In these cases it might be possible to 
look at economic sanctions as part of a retaliatory mix:

“The reality is that this can be very difficult if the 
person is out of reach in a country that declines any 
form of cooperation. This can take the form of a sort 
of black hole of refusing to answer any requests for 

KYM BERGMANN // CANBERRA

AN INTERNATIONAL PERSPECTIVE ON CYBER 
SECURITY – KASPERSKY 

One of several companies acknowledged to be at the forefront of cyber security is the company named after one of its founders 
Eugene Kaspersky, who helped establish the business in 1997. https://www.kaspersky.com/about/company Headquartered in 

Moscow, it is a major supplier of anti-virus software – and has also experienced the occasional controversy, such as being excluded 
from the US Government market in 2017. The company totally denied any wrongdoing and in response to concerns shifted some of its 

major operations to Switzerland.
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action. This is the world that we live in now because 
there is no global legislation that can be applied.”

All Governments have means of offensive protection 
– they just don’t talk about it very much because that 
can defeat the purpose. This leads to circumstances 
where cyber security agencies are carrying out 
operations that are classified as illegal in their own 
country but which are a necessary tool to protect 
national assets. 

These types of cyber counter attacks are occurring 
all the time – particularly if there are political tensions 
occurring. There are so many well documented cases, 
whether it is China attacking Taiwan, North Korea 
attacking Sony pictures for a movie parodying the 
country’s leadership, the US and Israel combining to 
undermine Iran’s nuclear program, or current tensions 
between Russia and Ukraine.

North Korea and South Korea are at each other all 
the time – but regime of Kim Jung-un has managed 
to set up a system that is almost completely self-
contained, making it that much harder to damage. 
Also the North has fewer assets to attack – and 
they are barely visible, being one of the smallest 
economies in the world.

Turning to the future of the world wide web, one 
logical outcome is that security concerns will propel 
countries to solutions similar to North Korea’s, cutting 
themselves off from the rest of the globe. Asked for an 
update, Mr Kamluk said:

“It seems we are still moving down the path of 
what we call the Balkanisation of the internet – 
a splitting into national segments with everyone 
having their own policies and rules. We can see this 
happening – starting in China with building security 
walls around their networks. China is very strictly 
controlled and regulated. 

“This is now starting to happen to other countries 
as well. We have mentioned North Korea, which right 
from the beginning had very limited access with small 
numbers of people involved – and some of these 
ideas are being picked up and implemented with the 
increasing use of firewalls to block unwanted access.

“These outside things do not need to be malicious 
activities or cyber attacks – it could just be the regular 

news or online media that are being blocked just 
because they publish something that is not very well 
aligned to the views of the Government of a country. 
They simply might not want their citizens exposed to 
different views – and this is accelerating the process 
of Balkanisation because they want to have total 
control of what can be viewed in cyberspace.

“I would say the process is not particularly fast, but 
we can see countries gradually building these sorts 
of walls. Some laws are now compelling data storage 
to take place locally and also to compel companies to 
follow national guidelines.”

On countries protecting themselves, there seem 
to be two schools of thought. One is that sovereign 
capability is vital and nations should be as self-
reliant as possible. Another school of thought is that 
collective self-defence is the best way forward with 

as much cooperation as possible between friendly 
nations for sharing information about threats and 
working together to counter them.

On the positive side, the internet is a great 
mechanism for sharing information, ideas and 
knowledge – something that drives progres. Mr 
Kamluk concluded:

“I see the internet as part of the evolution of 
humankind. Previously we exchanged our thoughts 
and ideas very slowly through “hard” media such 
as books and cds. When the internet appeared 
we could look up bigger databases and larger 
dictionaries and access people far, far away within 
seconds. That united us and we have become used to 
that having actually evolved so that we are no longer 
totally dependent on our own brain but can quickly 
access the knowledge of millions – perhaps billions 
– of other people.

“I am afraid that if we slow down this progress 
and move in the other direction it will be a mistake 
and could move our evolution backwards. I am not a 
supporter of Balkanisation. 

“I believe that we should be more open and 
global when it comes to preventing cyber attacks 
and investigating them. We shall solve this problem 
differently rather than breaking the internet into smaller 
pieces and working individually.”

This same small group known as GRU unit 74455 is also believed 
to be responsible for things as varied as the attack on South 

Korea’s winter Olympics in 2018; the release of French President 
Emanuel Macron’s private emails and attempting to interfere 
in the investigation of the poisoning of Sergei Skripal and his 

daughter in Britain two years ago.

VITALY KAMLUK
Director, Global Research & Analysis Team, 
APAC
Vitaly has been involved in research at 
Kaspersky since 2005. In 2008, he was 
appointed Senior Antivirus Expert, before 
becoming Director of the EEMEA Research 
Center in 2009. In 2014 he was seconded 
to INTERPOL, where for two years he worked 
in the Digital Crime Center, specialising in 
malware reverse engineering, digital forensics 
and cybercrime investigation. Currently Vitaly 
is based in Singapore and is leading a team 
of APAC threat researchers focused on targeted 
attacks investigation. He is the author of 
Kaspersky’s first open-source project, a remote 
digital forensics tool called Bitscout, made 
available on Github. Vitaly has presented at 
many international security conferences as well 
as multiple invite-only security events. He is a 
trainer in malware analysis, YARA for malware 
hunters, and remote digital forensics.
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Because of a multitude of funding 
methodologies, for the sake of clarity let’s 
talk in terms of billions of dollars – because 

after all what’s a few tens of millions here or there. 
This year Defence will receive approximately $41.7 
billion dollars. For 2021-22 this will increase to 
$44.6 billion; then $48.4 billion and in the final 
year of the Forward Estimates $51.5 billion. By 
world standards this is a hefty spending pattern that 
should translate into a significant capability boost 
for the ADF.

For the record, we should note that no less an 
authority than ASPI’s Marcus Hellyer believes that 

the correct number for this year is $42.76 billion – 
or a full billion higher than what seems to be in the 
Budget documents. We will explore this apparent 
discrepancy in future editions.

The Forward Estimates are regarded as the 
period for which Governments can reliably plan. 
Anything beyond that is educated guesswork – 
though as we enter the post-COVID world with 
a rampant China and a US in relative decline 
– permanent or temporary is unknown – even 
forecasts for the 2023-2024 Financial Year might 
need to be reviewed.

The budget papers hold few surprises and have to 
be read in conjunction with the two documents that 
spell out major changes and the need for them: the 
2020 Defence Strategic Update and the associated 
Force Structure Plan. Despite the $270 billion being 
tipped into Defence in the next 10 years, so far the 
only specific increase in capability is the announced 
purchase of the Long Range Anti-Ship Missile – 
the successor to JASSM – that will equip Super 
Hornets and potentially F-35s.

There is a great deal in the pipeline, such as 
Hunter class frigates, Infantry Fighting Vehicles, 
Self-Propelled Howitzers and those sorts of things 
that should start to become available in the second 
half of the decade. Many large, complex acquisitions 
have long lead times.

This year Defence will spend around $8.4 billion 
dollars on acquisitions – hardware and software 
– on a mix of new and upgraded capabilities. The 
following pages – courtesy of the Department of 
Defence – outline where that money is going. That is 
followed by information of how much is being spent 

on supporting current systems.
To take $500 million as a somewhat arbitrary 

point for further comment: these mega-spends are 
on four activities:
- $2.4 billion for RAAF F-35 aircraft, taking the 

fleet to 41 out of a final 72.
- $0.78 billion for Attack class submarine design.
- $0.59 billion for Hunter class frigate design.
- $0.56 billion for Boxer CRV acquisition, building 

up to a total of 211 vehicles.
Special mention must be made again of the Attack 

class submarines being acquired through SEA 1000. 

This project commenced in 2016 and by the end of 
this Financial Year – five years in - will have received 
$2.1 billion, which is about the construction cost of 
between 5 and 10 major hospitals (excluding all of 
the very expensive medical equipment). Or the same 
as 120km of new four lane freeway to somewhere.

The forward expenditure pattern shows that in 
the current design phase of SEA 1000 a total of 
$6 billion – or about 360km of four lane freeway 
equivalent - will be spent well before we receive a 
single submarine. 

This is because we are meant to be learning from 
the past. The contract for the Collins class was signed 
in 1987. Five years after that, work was well advanced 
on boats 1 and 2. The first of class – HMAS Collins 
- was launched in 1993, somewhat early because of 
the pressure of sticking to the original schedule, but 
the date was adhered to so that the RAN and prime 
contractor ASC could maintain that there had been 
zero delay in the project.

What lessons have we actually learned from the 
Collins class?

BUDGET
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DEFENCE BUDGET MATCHES PROMISE OF 
INCREASED SPENDING

As usual, the task of de-constructing the Defence budget papers for the current 2020-2021 Financial year is complex, not helped by 
the fact that even Minister Linda Reynolds does not mention a specific figure and refers generally to a 10-year increase of $270 billion 
for funding capability. What we can say is that the allocation for the current year is up on the previous one – itself a record – and the 

numbers for the next three years also show large further increases.

A Royal Australian Air Force pilot from No. 3 Squadron 
enters the cockpit of F-35A Lightning II A35-026 aircraft 
during Exercise Lightning Storm at RAAF Base Williamtown. 
CoA / Melina Young

This year Defence will spend around $8.4 billion dollars on 
acquisitions – hardware and software – on a mix of new and 

upgraded capabilities.
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TOP 30 MAJOR PROJECT 
DESCRIPTIONS
// Project Name 
// Project Number/Phase 
// Budget Estimate 2020-21 $m 

New Air Combat Capability 
AIR 6000 Phase 2A/B ($2,431m)
This project is approved to acquire 72 F-35A 
Lightning II (Joint Strike Fighter) aircraft and 
supporting elements to form four squadrons: three 
squadrons for operations and one squadron for 
training. The Prime Contractor, Lockheed Martin, 
is contracted to the United States Government 
to develop and produce F-35A aircraft. Australia 
is procuring the aircraft through a government-to-
government agreement.

During 2020-21, pilot training will commence in 
Australia and the project will accept 15 additional 
aircraft, bringing the total fleet size to 41. The project 

is scheduled to achieve Initial Operational Capability 
in December 2020, although this will depend on the 
impacts of COVID-19.

Multi-mission Unmanned Aircraft System 
AIR 7000 Phase 1B ($239m)
This project is approved to acquire the MQ-4C 
Triton Remotely Piloted Aircraft System for maritime 
patrol and other intelligence, surveillance, and 
reconnaissance roles. The aircraft and systems 
are being procured through a cooperative program 
with the United States Navy. The approved 
scope includes the first three aircraft, associated 
operations and training systems, facilities, and 
integration into Defence networks. The next tranches 
of aircraft and support systems will be considered in 
subsequent submissions to Government.

During 2020-21, Australia's approved aircraft and 
mission systems will begin production, a Network 
Integration Test Environment will begin development 

to support integration testing prior to aircraft delivery, 
spares purchased, and initial support arrangements 
developed.

Maritime Patrol and Response Aircraft System 
AIR 7000 Phase 2 ($195m)
This project is approved to acquire the P-8A 
Poseidon aircraft and supporting elements for 
maritime patrol and other intelligence, surveillance, 
and reconnaissance roles. The aircraft and systems 
are being procured through a cooperative program 
with the United States Navy. The approved 
scope includes 12 aircraft, a suite of aircrew 
and maintenance training systems, three Mobile 
Tactical Operations Centres, and logistics support 
elements.

During 2020-21, updates will be incorporated 
across the Australian fleet and associated facilities to 
align the aircraft and training system configurations 
with the latest P-8A capability baseline.

TOP 30

An F-35A Joint Strike Fighter from No.3 Squadron conducts instrument landing 
approach training at RAAF Base Richmond. CoA / Christopher Dickson

TOP 30 ACQUISITION PROJECTS 
BY 2020-21 FORECAST EXPENDITURE
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Airborne Early Warning & Control (AEW&C) 
Interoperability Compliance Upgrade 
AIR 5077 Phase 5A ($164m)
This project is approved to deliver interoperability 
compliance upgrades to the E-7A Wedgetail 
airborne early warning and control aircraft and its 
associated support systems.

During 2020-21, cryptographic modernisation 
upgrades for the radios and Link 16 tactical datalink 
will be integrated and tested on the first of two 
aircraft. The project will also finalise the design and 
progress the development of the final E-7A Wedgetail 
fleet configuration incorporating all remaining 
interoperability upgrades approved by Government.

Future Naval Aviation Combat System 
(FNACS)
AIR 9000 Phase 8  ($142m)
This project has delivered all 24 Seahawk Romeo 
aircraft, with the final delivery to Australia occurring 
in September 2016. Six minor Australian-led 
modifications are being progressively integrated in 
the aircraft.

The MH-60R capability is operated from HMAS 
Albatross in Nowra and is currently supporting up to 
eight embarked flights in Navy ships

Final Operational Capability is forecast for 

December 2023, when all eight ANZAC Class 
Frigates (FFHs) are modified for MH-60R embarked 
operations.

Advanced Growler Development
AIR 5349 Phase 6-G2/A ($133m)
This project is approved to acquire a number 
of upgrades to the Airborne Electronic Attack 
capability, centred on the EA-18G Growler aircraft. 
The upgrades include the Next Generation 
Jammer being developed and procured through a 
cooperative program with the United States Navy. 
Other elements will be procured through a range of 
avenues and include: anti-radiation missiles, airborne 
decoys, aircraft system upgrades and training range 
enhancements.

During 2020-21, the focus of the project will 
be preparation for submission to government in 
2021-22 which will include a flexible execution 
strategy, informed by engagement with US Navy 
and Industry. Major elements of the Next Generation 
Jammer weapon system will progress through United 
States Government approvals. The Next Generation 
Jammer Mid-Band capability is expected to begin 
Full Rate Production. The Next Generation Jammer 
Low-Band capability is expected to progress from 
a technology demonstration phase into engineering 

and manufacturing development. The next Generation 
Jammer High Band capability will commence early 
requirements development activities. Delivery of the 
initial buy of anti-radiation missiles will continue, the 
data is expected to be received from the US Navy to 
inform plans for further acquisitions. The project will 
engage with Australian industry to study options for 
upgrading Electronic Warfare training ranges.

Multi-Role Helicopter (MRH)
AIR 9000 Phase 2 ($123m)
Project AIR 9000 Phase 2, 4 and 6 acquired 47 
MRH-90 [Taipan] multi-role helicopters and support 
systems for the Army and the Navy. Phase 2 
acquired 12 aircraft for an additional Army air mobile 
squadron. Phase 4 will replace the Black Hawk fleet. 
Phase 6 replaced Navy Sea Kings helicopters.
The 47th and final production aircraft was accepted 
into service in July 2017 and the fleet was modified 
to the latest production baseline.

During 2020-21, the project is focused on the 
introduction of the MRH-90 [Taipan] multi-role 
helicopter into 6 Aviation Regiment, Holsworthy 
Barracks, in the aviation support to Special 
Operations role. Key capabilities to be delivered 
in 2020-21 for Army and Navy operations include 
replacement Enhanced Cargo Hook System, a Fast 
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A No. 2 Squadron E-7A Wedgetail taxis to a parking space at Andersen Air Force Base 
after returning from a mission during Exercise Cope North 20 in Guam. CoA / David Said
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Roping Rappelling and Extraction System and a Gun 
Mount.
The project will continue work on the capabilities 
required to enable achievement of the remaining 
operational milestones in the lead up to Final 
Operational Capability in 2021.

Growler Airborne Electronic Attack Capability
AIR 5349 Phase 3 ($100m)
This project is approved to acquire an Airborne 
Electronic Attack Capability based on the EA-18G 
Growler platform. The systems are being procured 
through a cooperative program with the United 
States Navy. The approved scope includes the 
ALQ-99 Tactical Jamming System, anti-radiation 
captive training missiles, additional air-to-air missiles, 
simulators and other training devices. Aircrew and 
maintenance training will also be delivered. All 
aircraft have been delivered.

During 2020-21, major elements of the Mobile 
Threat Training Emitter System will be delivered to 
allow electronic warfare training at ranges west of 
Amberley in Queensland and at Delamere in the 
Northern Territory.

Pilot Training System
AIR 5428 Phase 1 ($94m)
This project has established a new, integrated 
fixed wing Pilot Training System for the Australian 
Defence Force, including advanced trainer aircraft, 
synthetic training systems as well as enhanced 
curriculum and training media.. All key hardware 

has been delivered and training has commenced. 
During 2020-21, the final milestones and contractual 
acceptance will be achieved. Final Operational 
Capability is forecast for December 2021.

Civil Military Air Traffic System (CMATS)
AIR 5431 Phase 3 ($94m)
This project will provide the Defence element of a 
single national Civil Military Air Traffic Management 
System, being progressed jointly under the OneSKY 

Australia program with Airservices Australia. 
Airservices is the lead agency for OneSKY. The 
joint project will provide operational benefits and 
efficiencies for military and civil airspace users, 
and reduced acquisition and support costs for 
Airservices and Defence. The Defence scope 
element includes 12 Air Traffic Management 
automation systems, communications infrastructure, 
training systems and Defence’s share of a Joint 
Software Support Facility.

Battlefield Command Systems (Tranche 2)
LAND 200 Phase 2-A ($216m)
The Battlefield Command System provides Army 
with tactical digital radios and an integrated Battle 
Management System that is transforming command 
and control of land forces from a paper-based 
system to a modern digital system. LAND 200 
Tranche 2 will integrate the Battlefield Command 
System into 540 new platforms (M1A1 Tank, M88 
Armoured Recovery Vehicle, Medium Heavy Cargo 
Trucks, Protected Mobility Vehicle – Light, and 
Protected Mobility Vehicle – Medium (Gateway)); 
enhance the Tranche 1 software deliver a new 
Enterprise Battle Management System (BMS-
C2) software license; deliver a new Tactical 
Communications Network; deliver a new Weapon 
Integrated Battle Management System; and embed 
training into the Army’s individual and collective 
training institutions. 

During 2020-21, the project will deliver further 
software releases for the Battle Management 
System, complete the detailed design for the 

A Royal Australian Navy MH-60R Seahawk helicopter from 816 Squadron, Nowra, during a recoverable torpedo exercise 
with a Mark 54 Lightweight Hybrid Torpedo, off the coast of Jervis Bay, New South Wales. CoA / Colin McCallum

RAAF E-7A Wedgetail A30-003 from No 2 Squadron flies in formation with No 77 Squadron F/A-18A Hornets 
and a No 6 Squadron EA-18G Growler during Regional Presence Deployment 2020. CoA / Guy Young
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Tactical Communications Network and will establish 
integration and installation contracts for the vehicle 
modification work.

Battlespace Communications System (Land)
JP 2072 Phase 2B ($96m)
This project is providing Army and Air Force 
with a modern deployable Integrated Battlefield 
Telecommunications Network (IBTN) delivered in 
three releases, each of increasing capability effect.

An acquisition and a performance based support 
contract were signed together in 2015 with Boeing 
Defence Australia as the prime systems integrator. 
Release 1 achieved Initial Operational Capability in 
March 2018. Release 2 will complete introduction 
into service in December 2020. Release 3, currently 
in the verification and validation phase, will be 
delivered between April 2021 and July 2022. Final 
Operational Capability (for all three releases) is 
scheduled for September 2022. IBTN equipment 
delivered to date has been very well received by 
Army and Air Force units and has been successfully 

deployed on Operation APEC Assist 2018 and a 
number of major Defence exercises.

Mounted Combat Reconnaissance Capability
LAND 400 Phase 2 ($566m)
This project will deliver 211 Boxer 8x8 Combat 
Reconnaissance Vehicles for Reconnaissance, Joint 
Fires and Surveillance, Multi-Purpose, Command, 
Repair and Recovery roles. An additional 12 Mission 
Modules will be acquired providing the Army the 
ability to re-role Drive Modules. The vehicles will 
replace the ADF's current reconnaissance capability, 
the Australian Light Armoured Vehicle. The Combat 
Reconnaissance Vehicle will modernise Army’s 
Armoured Fighting Vehicle capability, providing 
mounted support to Defence operations into the 
future. The primary role of the vehicles will be to 
perform ground-based reconnaissance and counter-
reconnaissance activities.

During 2020-21, Rheinmetall Defence Australia is 
expected to complete the delivery of the remaining 22 
vehicles to the Commonwealth to fulfil the initial quantity 

of 25 vehicles (consisting of 13 reconnaissance and 
12 multi-purpose role vehicles) required under the 
acquisition contract. This will enable the project to 
commence driver training on both vehicle variants and 
the conduct of other key activities to support Initial 
Operational Capability in 2022.

Project Overlander  
- Protected Mobility Vehicle-Light 
LAND 121 Phase 4 ($440m) 
This project will deliver 1,100 Protected Mobility 
Vehicles – Light (‘Hawkei’) for command, liaison, 
utility and reconnaissance roles. In addition, 
approximately 1,058 companion trailers will be 
acquired to enhance payload carrying capacity.

The Hawkei balances requirements for survivability, 
mobility, payload, communications, useability and 
sustainability, providing a high level of protection 
against blast and ballistic threats, with the mobility 
to enable operations in high risk areas. The prime 
contractor is Thales Australia.
During 2020-21, the Hawkei will enter Full-Rate 
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Soldiers from the 2nd/14th Light Horse Regiment (Queensland Mounted Infantry) conduct live fire training with the Powered Weapon 
Station fitted to the new Boxer Combat Reconnaissance Vehicle at Wide Bay Training Area, Queensland. CoA / Jonathan Goedhart
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Production. The Project will work with Thales to 
finalise the delivery of the Hawkei Support System. 
The rollout of Full-Rate Production vehicles and 
trailers to Army and Air Force will commence in  
Q2 2021.

Medium and Heavy Capability (MHC),  
Field Vehicles, Modules and Trailers (FVMT)
LAND 121 Phase 3B ($226m)
This project is delivering modern medium weight 
(4x4), medium (6x6) and heavy (8x8 and 10x10) 
trucks in nine variants, in both protected and 
unprotected configurations, including: recovery 
trucks, integrated load-handling systems, modules 
(including stores, fuel and flatracks) and a variety of 
trailers ranging from medium weight cargo to heavy 
tank transporters.

The prime contractors are Rheinmetall MAN Military 
Vehicles Australia, Haulmark Trailers (Australia), Thales 
Australia and Mercedes-Benz Australia-Pacific.

During 2020-21, the project will continue to deliver 
production vehicles, modules, trailers and support 
systems.

Ground Based Air & Missile Defence 
Enhancement
LAND 19 Phase 7B-G2/A ($174m)
This project will deliver Army's new Short Range 
Ground Based Air Defence system. The capability 
delivered will be an enhanced version of the 
jointly developed Raytheon/Kongsberg National 
Advanced Surface to Air Missile System which is 
made up of guided missiles and missile launchers, 
command and control shelters, electro-optical 
sensors and radars, all mounted on current Army 
vehicles. Australian-developed radars from CEA 
Technologies will replace the US-developed 
Sentinel radar in the system.

During 2020-21, the project will progress the design 
of the system to enable production to commence 
(Raytheon), and work with CEA Technologies to 
enable the manufacture the first-of-type radars for 
verification and integration into the system.

Future Air to Air Weapons for the NACC
AIR 6000 Phase 5 ($149m)
This project will deliver Air-to-Air Missiles 
for New Air Combat Capability Joint Strike 
Fighter (F35A) and Super Hornet through 
United States Government Foreign Military 
Sales arrangements. This project is linked to 
AIR06000PH2A/B, which is acquiring the Joint 
Strike Fighter (F35A).

During 2020-21, the project will focus on Initial 
Materiel Release including delivery of AIM-9X 

Sidewinder Missiles including warstock and test and 
training variants, and AIM-120D AMRAAM missiles.

Tactical Training Vehicles
LAND 121 Phase 5 ($143m) 
This project will complete the medium and 
heavy vehicle capability replacement program 
commenced under project Land 121 Phase 3B. It 
will acquire an additional 1,044 medium and heavy 
vehicles, 872 modules and 812 trailers.
The prime contractors are Rheinmetall MAN 
Military Vehicles Australia and Haulmark Trailers 
(Australia).

During 2020-21, the project will continue to deliver 
production vehicles, and modules and trailers, in 
conjunction with LAND 121 Phase 3B deliveries.

Chem, Biol, Rad, Nuclear Defence
JP 2110 Phase 1B ($140m) 
This project is delivering Defence a joint 
Chemical, Biological, Radiological and Nuclear 
Defence (CBRND) capability that is sustainable 
and responsive to changes in the threat 
environment. This capability comprises five 
system pillars that will enhance the Australian 
Defence Force's ability to detect, identify, 
monitor and warn about CBRN hazards; protect 
personnel from exposure; decontaminate 
affected personnel and equipment safely; and 
provide medical support to the treatment and 
evacuation of CBRN-caused and CBRN-exposed 
battle casualties.

During 2020-21, this project will conduct 
sub-system acceptance, introduction into service 
activities and capability rollout involving three of 
the five planned Materiel Releases.

Weapons & Countermeasures for ACC 
AIR 6000 Phase 3  ($112m) 
This project will deliver weapons (excluding Air-to 
Air-missiles) and countermeasures for the New 
Air Combat Capability Joint Strike Fighter and is 
linked to AIR06000PH2A/B, which is acquiring 
the Joint Strike Fighter (F35A).

Equipment will primarily be acquired through 
United States Government Foreign Military 
Sales with some items purchased through direct 
commercial sales including through Australian 
Munitions.

During 2020-21, the project will be focused on 
Initial Materiel Release including deliveries of Small 
Diameter Bombs, foreign and domestically sourced 
bomb warheads, and Joint Direct Attack Munition 
Guidance kits and fuses.

Navy Guided Weapons
SEA 1300 Phase 1 ($95m) 
The 2020 Force Structure Plan established this 
project to consolidate management and governance 
of Navy's Guided Weapons. The project approach 
is aligned with Navy's combat streams and will 
periodically update and adjust Government 
approvals. The project is assessing and developing 
missiles for Surface Combat, and assessing weapon 
options for Undersea Combat.

During 2020-21, SEA 1300 will progress activities 
previously scoped under other Navy weapons projects, 
including the Enhanced Sea Sparrow Missile (ESSM) 
Block 2 as well as the future maritime strike weapons 
previously scoped under project SEA 4100 Phase 1. 
The project is developing a Government submission 
to continue these activities and amalgamate additional 
Navy weapons identified through the 2020 Force 
Structure Plan.
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Army’s new Australian-designed Hawkei protected vehicle 
is ready to enter full-rate production at the Thales Protected 
Vehicles facility in Bendigo, Victoria. (Thales image)
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Future Submarine Design and Construction
SEA 1000 Phase 1B ($782m)
This project will deliver Australia’s regionally 
superior Attack Class Submarine with sovereignty 
over its operation and sustainment.
During 2020-21, the Attack Class Submarine 
Program Office will continue working with 
Naval Group and Lockheed Martin Australia 
on the design of the submarine. Delivery of the 
infrastructure needed for the build of the 12 
submarines in Adelaide will also continue.

Future Frigate - Design and Construction 
SEA 5000 Phase 1 ($587m) 
The Future Frigate Program will replace Australia’s 
existing fleet of eight Anzac Class frigates with 
a new fleet of nine Anti-Submarine Warfare 
frigates. The Future Frigate project will introduce 
into service the next generation of naval surface 
combatants.

ASC Shipbuilding Head Contract was signed 
in December 2018. Prototyping will commence in 
December 2020 with the Prototyping Readiness 
Review planned to be conducted in September 
2020. The Australian mandated government design 
changes to the Type 26 Reference Ship Design 
continue to be progressed and remain within the 
agreed weight and space envelopes of the Hunter 
class design. The next major technical review is the 
System Definition Review planned to be conducted 
late March 2021. The Integrated Baseline Review is 
also planned to be completed in September 2020. 
Under the current Design and Productionisation 
phase the Combat System design continues to be 
progressed. This includes the United States (US) 
Foreign Military Sales activities in order to integrate 
the Australian CEA Technologies phased array 
radar system with the Aegis Combat Management 
System. The land based facilities design activity will 
also continue to mature.

Offshore Patrol Vessel 
SEA 1180 Phase 1-A ($285m)
This project will replace and improve upon the 
capability delivered by the current 13 Armidale 
Class Patrol Boats by acquiring 12 new vessels 
based on an existing Off The Shelf design.

Build commenced of the first Offshore Patrol 
Vessel on schedule at Osborne, South Australia 
in November 2018. Construction of vessel two 
commenced in June 2019 at Osborne and the third 
vessel commenced construction at the Civmec 
facility at Henderson, Western Australia in March 
2020.

During 2020-21, the project will progress the 
build of the first three Offshore Patrol Vessels. 
The first and second in the Osborne Shipyard, 
South Australia and the third vessel at Henderson, 
Western Australia. The project will commence 
construction of the fourth vessel in 2nd quarter 
2021.
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Commanding Officer HMAS Farncomb Commander Michael Power, RAN (right) and the Executive Officer 
Lieutenant Commander Adam Masters (left) on the bridge of HMAS Farncomb as the boat returns to Fleet 
Base West in Western Australia from deployment. CoA / James Whittle
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Maritime Operational Support Capability 
SEA 1654 Phase 3 ($231m) 
This project will replace the Royal Australian 
Navy's existing afloat support capability, with a 
single class of replenishment ships to sustain 
deployed maritime forces.

In May 2016 the Commonwealth entered into 
contracts with Navantia S.A. for the acquisition 
and initial five-year sustainment of the two 
replacement replenishment ships. In November 
2017 the Minister for Defence announced the 
replacement replenishment ships would be named 
HMAS Supply and HMAS Stalwart. In early 2020 
the COVID-19 pandemic in Spain caused the 
shutdown of Navantia's shipyard, and delayed the 
delivery of the ships by up to 6 months respectively.

During 2020-21, the project will complete the 
build of both replenishment ships, and is expected 
to achieve a number of key milestones including 
the delivery of both ships to Australia, achievement 
of ship acceptance for Supply, and completion of 
the Australian fit-out of Stalwart; plus completion 
of training, spares and commencement of the 
sustainment contract for both ships.

Collins Sonar Capability Assurance Program 
SEA 1439 Phase 6 ($134m) 
This project will provide a capability assurance 
program for the Collins class submarine sonar 
system to achieve a capability edge. Delivery of 
tranche 1 for all six submarines received second-
pass approval in April 2018. First of Class 
installation was completed in HMAS Waller full 
cycle docking, which concluded in mid-2020.

During 2020-21, first of class trials in HMAS 
Waller will be conducted and Tranche 1 installations 
will continue. The project will also continue to 
refine the scope for Tranche 2 and an ongoing 
sonar capability assurance activities.

Air Warfare Destroyer Program 
SEA 4000 Phase 3 ($105m) 
The Air Warfare Destroyer program is delivering 
three Hobart Class Air Warfare Destroyers and 
their support system to the Royal Australian Navy, 
under an alliance-based contracting arrangement 
between ASC Shipbuilder Pty Ltd, Raytheon 
Australia Pty Ltd and the Commonwealth 
represented by Defence.

The prime contractor is the Air Warfare Destroyer 
Alliance, with support from shipbuild manager, 
Navantia.

During 2020-21, this project is expected to 
declare Final Operational Capability in June 2021.

Evolved Cape Class Patrol Boats
SEA 1445 Phase 1 ($94m)
The Evolved Cape Class Patrol Boat project will 
construct six vessels that will assist the Navy with 
transition from the existing Armidale class patrol 
boats to the new, more capable Arafura class 
offshore patrol vessels.

The contract with Austal Ships Pty Ltd was signed 
in April 2020. Two vessels are currently under 
construction, the third due to commence in November 
2020. The first vessel is scheduled for delivery in 
September 2021 and the last in March 2023.

Submarine Escape Rescue and Abandonment 
SEA 1354 Phase 1 ($87m) 
This project will provide a new sovereign 
deployable submarine rescue system that will 
support both the Collins and Attack class 
submarines, and also includes modifications to 
Collins class submarines to improve submarine 
escape and abandonment capability.

Updated submarine escape suits and rafts have now 
been delivered to improve Collins class submarine 
escape and abandonment arrangements.

Pacific Patrol Boat Replacement 
SEA 3036 Phase 1 ($85m) 
The Pacific Patrol Boat Replacement project will 
replace existing Pacific Patrol vessels as part of the 
Pacific Maritime Security Program. This involves 
the construction of 21 vessels, 19 of which will be 
gifted to the 12 Pacific Island countries that currently 
operate Pacific Patrol vessels within the South Pacific 
and two of which will be gifted to Timor Leste. 

Construction of the 21 vessels commenced in 
2017-18 and the first vessel was gifted to Papua New 
Guinea in November 2018. Delivery of boats is to 
continue at a rate of one every three or four months. 
Seven vessels have been delivered, with five vessels 
to be delivered in 2020-21 (pending COVID-19 travel 
restrictions), which the final vessels scheduled for 
delivery in late 2023.

HMAS Hobart conducts a live fire exercise using the vertically launched RIM-66 Standard Missile 2 (SM2) 
as a test of capability before proceeding to their Unit Readiness Evaluation (URE). CoA / Cameron Martin
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The Top 30 sustainment products listed by 
Domain below are expected to cost $5,286m 
by the end of financial year 2020-21. Other 

approved sustainment products will amount to 
$2,151m, with $232m being provided for support to 
operations.

AIR DOMAIN
F/A18F Super Hornet and Growler Weapon 
System ($473m) 
The Air Combat and Airborne Electronic Attack 
capability comprises a fleet of 24 F/A-18F Super 
Hornet and 11 EA-18G Growler aircraft, with 
associated support elements. During 2020-21, spiral 
capability upgrades will continue on both Super 
Hornet and Growler aircraft and associated support 
systems. 

Multi Role Helicopter – TLH MRH90 ($285m) 
The final MRH-90 [Taipan] multi-role helicopter 
production aircraft was accepted into service in July 
2017. In-Service Support is provided by a prime 
contract with Airbus Australia Pacific which expires in 
2021. Work on the award term extension for support 
beyond 2021 is close to being finalised.

F-35A Joint Strike Fighter ($267m)
The F-35A Lightning II capability currently comprises 
30 aircraft based at RAAF Base Williamtown NSW 
and Luke Air Force Base USA, which is planned 
to grow to 33 by December 2020 and 41 by June 
2021. During 2020-21, a number of activities will 
be completed to support achievement of Initial 
Operational Capability in December 2020. 

Airborne Early Warning and Control System – 
AEWC ($257m) 
The Airborne Early Warning and Control capability 
operates from RAAF Base Williamtown NSW. Boeing 
Defence Australia (as the prime contracting partner) 

GEOFF SLOCOMBE // VICTORIA

DEFENCE BUDGET 2020-21: 
TOP 30 SUSTAINMENT PRODUCT 

PLANNED EXPENDITURES
Operations of the Australian Defence Force primarily rely on sustaining the platforms and capabilities acquired in earlier 
years. This year’s Defence Budget forecasts funding required on sustainment and support to operations to be $7,669m  

in 2020-21, up 13% from 2019-20.

BAE technician Mr. Adam Freeman strapped in and 
ready for his back seat ride in a Hawk-127 Lead in 
Fighter jet at RAAF Base Williamtown.
CoA / Craig Barrett. 
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together with Boeing Defence Systems, Northrop 
Grumman Systems Corporation, and BAE Systems 
Australia, provide a performance-based support 
arrangement. During 2020-21, the focus will be on 
maintaining fleet mission capability and availability 
throughout the AIR 5077 Phase 5A modification 
program.

KC-30A Weapon System Multi-role Tanker 
Transport ($193m) 
The KC-30A Multi Role Tanker Transport capability 
comprises seven aircraft which are capable of air-to-
air refuelling from pod and boom systems, and airlift 
logistics support. During 2020-21, the focus will be 
on continued maturation of sustainment performance, 
while supporting military operations.

Armed Reconnaissance Helicopter Weapons 
System ($174m) 
All 22 Tiger armed reconnaissance helicopters are 
in-service in their final mature configuration. In-Service 
Support is provided under a prime contract with 
Airbus Australia Pacific. During 2020-21, Defence 
will continue to work closely with Airbus Australia 
Pacific to ensure continued capability through to the 
Tiger Planned Withdrawal Date in 2028.

Lead-In Fighter Hawk 127 Weapon System 
($164m) 
The Lead-In Fighter Training capability comprises 
33 Hawk 127 lead-in fighter aircraft and related 
support systems and is operated from RAAF Bases 
Williamtown and Pearce. During 2020-21, there will 
be a focus on finalising Hawk 127 planned withdrawal 
date extension proposals.

MH-60R Seahawk Romeo Helicopter ($151m) 
Sikorsky-Lockheed Martin built MH-60R Seahawk 
Romeo helicopters are operated from HMAS 
Albatross in Nowra and are supporting eight 
embarked flights in Navy ships.

P-8A Poseidon Maritime Surveillance Aircraft 
($131m) 
The Maritime Patrol and Response capability 
comprises of 12 P-8A Poseidon aircraft and support 
elements operated from RAAF Base Edinburgh SA. 
The capability is supported via a P-8A Cooperative 
Program with the United States Navy, and a Through 
Life Support contract with Boeing Defence Australia. 
During 2020-21, the focus will be on maturing the 
Through Life Support contract arrangements.

C-17 Heavy Air Lift Weapons System ($122m) 
The Heavy Airlift capability comprises eight C-17A 

Globemaster III aircraft and associated support 
elements (including a flight simulator) operated 
from RAAF Base Amberley QLD. The majority of 
sustainment support for aircraft and training systems 
is provided via US Air Force Foreign Military Sales 
global support arrangements for the worldwide 
C-17A Globemaster fleet..

C130J-30 Hercules Weapon System ($117m)
The Medium Airlift capability consists of 12 C-130J 
Hercules aircraft and associated support elements 
(including a flight simulator) operated from RAAF 
Base Richmond NSW. During 2020-21, the focus 
will be on effectively managing the fleet's deeper 
maintenance.

Other Air Domain sustainment product planned 
expenditures include:

Pilot Training System ($99m)
Supported by Lockheed Martin Australia as the Prime 

Contractor, Pilatus Defence and Hawker Pacific. 
During 2020-21, the final milestones and contractual 
acceptance will be achieved under AIR 5428 PH1. 
Final Operational Capability is forecast for December 
2021. The F/A-18 Classic Hornet Weapon System 
($93m) retains capabilities while the fleet size is 
progressively reducing as the platform approaches 
Planned Withdrawal Date of December 2021. 

Two other Top 30 sustainment projects include:
Wide Area Surveillance (OTHR) ($88m)
The Jindalee Operational Radar Network, where 
the three radars are maintained by BAE Systems 
Australia. 
 
C27J Spartan Battlefield Airlifters ($64m) 
During 2020-2021 the focus will be on continued 
maturation of the Spartan sustainment system and 
the support contracts to deliver an increased flying 
rate of effort.

With the rotor blades removed (foreground), the A38 Eurocopter Tiger awaits Army and Air Force members to winch the 
aircraft into the back of the A41 C-17 Globemaster at RAAF Base Darwin. CoA / David Cotton
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JOINT DOMAIN

Command Support Systems Battlespace 
($100m) 
Sustains the Battle Management System acquired 
from Elbit Systems and supported by Elbit Systems of 
Australia; and the Force XXI Battle Command Brigade 
and Below – Blue Force Tracker system acquired from 
the US Army and supported by FMS. 

The Battlespace Communication Systems 
($99m) 
Comprises a range of deployable data and voice 
communication systems used for battlespace 
command and control. 

Command and Intelligence Systems ($70m) 
Sustains deployable command and intelligence 
systems by primary contractors Thales Australia  
and Fujitsu. 

As a separate sustainment product, Air Component:

Command and Intelligence Systems ($65m) 
Achieves Joint Combined battlespace effects and the 
asset composition. These products and services are 
delivered by contractors including Sigma Bravo, BAE 
Systems Australia, Jeppesen, IDS and Ocean.

LAND DOMAIN
Explosive Ordnance – Army Munitions 
Branch ($223m) 
The Army Munitions and Guided Weapons product 
schedule supports Army's explosive ordnance 
inventory. During 2020-21, key product sustainment 
activities include review and rationalisation of Land 
Explosive Ordnance inventory, with a reduction of 
the number of explosive ordnance types where 
appropriate.

Navy Explosive Ordnance ($139m) 
The Navy Explosive Ordnance product schedule 
provides guided weapons and explosive ordnance 
including Guided Weapons, Navigational 
Outfits, Medium and Large Calibre Gunnery, 
Pyrotechnics and Cartridge Actuated Devices, 
Countermeasures, and Force Protection and 
demolition stores. 

Explosive Ordnance Manufacturing Facilities 
($94m) 
During 2020-21, has key product sustainment 
activities to increase its manufacturing products 
and business size.

ADF Clothing ($83m) 
ADF Clothing comprises over 16,000 line items of 
uniform, footwear and other items supplied by the 
textile, clothing and footwear industry.

MARITIME DOMAIN
Collins Class Submarine ($663m) 
The Collins Class Submarine Program manages 
the sustainment of Collins submarine materiel 
capability, ensuring availability requirements are 
met and submarines are materially prepared to 
undertake scheduled operational activities. This 
work is conducted under enterprise arrangements 
with industry and through key contracts with ASC 
Pty Ltd, Raytheon Australia, Thales Australia, BAE 
Systems, PMB Defence and other providers.

During 2020-21, the Program will continue to 
ensure Navy's submarine materiel requirements 
are achieved while examining opportunities for 
continual improvement and efficiency.

Anzac Class Frigate ($375m) 
The support objective is to maintain the materiel 
capability of the eight Anzac Class Frigates 
through the provision of materiel support and 
ongoing maintenance of the ships and associated 
equipment, systems and operator training facilities.

During 2020-21, the focus will be on completing 
the scheduled Anzac Class maintenance activities, 

along with the ongoing installation and integration 
activities associated with the Anzac Midlife 
Capability Assurance Programme inclusive of 
Platform Systems Remediation, project SEA 1442 
Phase 4 (Maritime Communications Modernisation 
Project), and project SEA 1448 Phase 4B (Anzac 
Air Search Radar Replacement) on HMA Ships 
Warramunga, Perth, Stuart and Toowoomba.

Destroyer Designated Guided (Air Warfare) 
($262m) 
The support objective is to maintain the materiel 
capability of the in-service Hobart Class Destroyers 
through the provision of materiel support and 
ongoing maintenance of the ships and associated 
equipment, systems and operator training facilities.

During 2020-21, the focus will be on completing 
the scheduled Hobart Class maintenance activities 
for the three in-service ships, and preparing HMAS 
Sydney for its Combat System Qualification Trials 
to be conducted in the first half of 2021.

Canberra Class Landing Helicopter Dock 
($158m) 
The support objective is to maintain the materiel 
capability of the two Canberra Class Landing 
Helicopter Dock vessels and 12 Landing Helicopter 
Dock Landing Craft, through the provision of 
materiel support and ongoing maintenance of the 
ships and associated equipment, systems and 
operator training facilities.

Armidale Class Patrol Boat ($112m) 
The support objective is to maintain the materiel 
capability of the 13 Armidale Class Patrol Boat 
vessels and 2 Cape Class vessels. During 2020-
21, the focus will be on supporting the program to 
achieve continued Operational Capability for the 
Patrol Boat Enterprise vessels.

The Maritime Cross Platform ($80m) 
During 2020-21, the focus will be continuing 
to deliver cross platform support to Maritime 
capability, improving asset management, expanding 
the portfolio and implementing a revised industry 
engagement strategy.

Finally, LSD Capability Assurance program 
($66m) 
Will deliver a Capability Assurance Program of 
upgrades and platform remediation activities for 
HMAS Choules, in order to assure the vessel's 
operations out to the Planned Withdrawal Date 
of 2031.

An F/A-18F Super Hornet from No.1 Squadron awaits an F414 
Engine change prior to departing Sam Ratulangi Air Force 
Base during Exercise Elang AUSINDO 2019.
CoA / Colin Dadd
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A single Megawatt is estimated to power 
190 average houses, so that gives an idea 
of the capabilities of nuclear propulsion. 

Achieving anything like this from a conventional 
submarine lead-acid battery mix is impossible. At 
its simplest, the Attack class will probably have 
1,000 tonnes of lead acid batteries, as these 
typically make up around 20% of the displacement 
of a conventional submarine. 

Such a battery pack will have a peak output of 
7 Megawatts – but at best that will be available 
for about one hour before the system starts to 
run dangerously low on energy. Without Air 
Independent Propulsion – which the Attack 
class apparently lacks – when this happens the 
submarine will have no choice but to come close to 
the surface, put up its snort mast and run the diesel 
engines to recharge.

The arguments against Australia acquiring 
nuclear powered submarines seems to be a case of 
the RAN and the Defence establishment convincing 
themselves that no Government would be in favour 
of such a solution – but it has never seriously been 
put to the test. Almost all of the arguments against 
nuclear can be negated. 

These often repeated arguments include: a) 
the public would never accept it. That has never 
been explored, particularly as naval reactors are 
extremely safe. The next is b) Australia does not 
have a nuclear industry. Yes we do – we have a 
reactor at Lucas Heights in Sydney, and a number 
of companies also working in the sector. The final 
one is that c) without nuclear industry (which 
actually exists) it is impossible to train suitably 
qualified people. Since the lead time for acquiring a 
nuclear submarine is around 10 years that is ample 
time for a cadre of officers and technicians to be 
trained in the US, France and Britain.

In private, retired RAN submariners accept that 
for the long-range missions that they carry out, 
nuclear powered submarines make sense – but 

KYM BERGMANN // CANBERRA

ATTACK CLASS PROPULSION SYSTEM  
– A CONSERVATIVE APPROACH

Pushing a 5,000 tonne lump of steel in the form of the future Attack class through the water requires a great deal of energy – 
especially if you want it to move quickly. The French Barracuda class – the reference design of the same displacement - has a 
K15 nuclear reactor capable of producing 150 Megawatts of continuous power. The US Virginia class at 7,000 tonnes has a 
SG9 reactor estimated to produce 210 Megawatts. The relatively small French Rubis class still needs a 48 Megawatt reactor 

for a 2,600 tonne submarine.

HMAS Rankin returns to her homeport of Fleet Base West in Western 
Australia after completing a long deployment. CoA / Ronnie Baltoft
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there is great reluctance to express that sentiment 
publicly. Let us then assume that this self-muzzling 
exercise continues regarding nuclear power and 
that we will continue with diesel electric propulsion. 

At this point it seems worth mentioning that 
the types of missions that the Attack class are 

designed for – sitting just off the coast of China – 
are becoming less viable as the ASW capabilities 
of the PLA(N) increase dramatically. It might be 
that that the future submarines are being designed 
for a set of missions that in the 2030s will be 
impossible to conduct.

The RAN and Naval Group are continuing with 
lead acid batteries when regional allies such 
as Japan and the Republic of Korea are in the 
process of moving to lithium ion for their long-range 
submarines. For the sake of simplicity: for the same 

power output, lithium ion batteries weigh 10% 
of lead acid – and can store four times as much 
energy. Asked why the RAN is continuing with 
what appears to be an out-dated solution, Defence 
explained:

“Lead acid battery technology has remained a 

dependable form of energy storage in submarines, 
as demonstrated in recent times by their effective 
use in Australia’s existing Collins fleet of 
submarines. Given the need to ensure the first 
future submarines meet our capability requirements 
as they enter service, lead-acid batteries have been 
initially selected for use. 

“Lithium ion batteries are a new technology 
with respect to application in submarines and 
have not yet been proven fully at sea. During the 
life of the Future Submarine Program, Defence 

will continue to make informed decisions on 
technology including the risks associated, noting 
the opportunity to introduce new technologies will 
be available as they become sufficiently mature. 
This includes dedicated science and technology 
work to assess the future suitability of a range 
of battery technologies, led by Defence Science 
and Technology and in cooperation with industry, 
including PMB Defence.

“Defence is following a rigorous and documented 
procurement process for the selection of the main 
storage batteries for the Attack Class submarine. 
All procurements for the Attack Class submarine 
are subject to a range of considerations, including 
the availability of proven systems to meet specific 
capability needs, the ability to access information 
governed by the export controls and related regimes 
in countries from which systems might be sourced, 
and the willingness of potential competitors to 
participate in the tendering process. 

“Naval Group provided a procurement strategy 
for main batteries in January 2017, which 
recommended that a request for proposal be 
issued to Exide of France, Systems Sunlight of 

SOVEREIGNTY AND THE CURIOUS 
CASE OF THE ATTACK CLASS 
SUBMARINE MAIN BATTERIES
Brent Clark / CEO, Australian Industry and 
Defence Network

As the debate rages as to how best achieve 
the Governments stated requirement to establish 
a sovereign industrial capability to ensure that 
Australia can be as self-reliant as possible when 
it comes to the support of the nation’s defence 
equipment a strange decision has been made.

In March this year there was an announcement 
from France’s Naval Group that Australia’s main 
battery supplier to the Collins Class submarines 
was awarded contracts for studies and the design 
of the Attack Class submarine.

However, the ‘awarding’ of these contracts was 
not to be the sole source supplier, rather the 
Australian company was issued a contract to 
compete with the Greek company Sunlight Systems.

Despite being the supplier of submarine main 
batteries for Australia for around 30 years, despite 
the fact that the Australian company has been 
funded to undertake expensive R&D activities into 
submarine batteries, despite the fact that the 
Federal Government funded the company to build 
new facilities to clear the path for the submarine 

construction yard in South Australia – the decision 
was made to put the Australian company into a 
competition with a foreign owned company with 
zero presence in Australia.

An interesting point to note is that in February, a 
month prior to the Australian competitive process 
being announced, the Executive Vice President 
Development Naval Group, Alain Guillou, released 
Naval Groups long term cooperation plan, developed 
to support the acquisition program for two Frigates 
for the Hellenic navy, in this launch he also stated 
that Naval Group had been working with Hellenic 
industry for many years and that Sunlight Systems 
in particular is a strategic supplier for Naval Groups 
submarine programs.

Submarine main batteries are one of the top five 
equipment sets for the Attack Class submarine, 
the others being; the submarine main motor, the 
weapons discharge system, the diesel generators 
and the main DC Switchboards. These four systems 
were awarded sole sourced to overseas suppliers 
and in at least one case the logic of not undertaking 
a competitive process for the main motor supplier is 
not readily obvious, given the battery decision. The 
rationale of ensuring the best technology available 
to be part of the Australian program produced in 
a competitive, value for money way should (if we 
follow Defence’s argument) mean that wherever Brent Clark

Defence is following a rigorous and documented procurement 
process for the selection of the main storage batteries for the 

Attack Class submarine.
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possible competitive processes are undertaken.
Defence has released guidance on what 

constitutes sovereign industrial capability priorities. 
According to Defence these priorities are capabilities 
that are critical to Defence and must be developed 
or supported by Australian Industry. These include 
Collins Class submarine maintenance and 
technology upgrade and continuous shipbuilding 
(including submarine acquisition). They specifically 
mention in their own document that particular 
importance is placed on submarine endurance 
and that endurance includes batteries for energy 
systems. In the continuous ship building and 
submarine acquisition section Defence clearly 
states that Australian Industry will need to be 
integrated into global supply chains.

Unless Defence has made the decision that 
submarine endurance and therefore submarine 
batteries will not be a sovereign industrial capability 
for the Attack Class submarine, it would appear 
that on every measure the Australian SME PMB is a 
sovereign industrial capability. 

The creation of sovereign industrial capability is 
fully supported and given the reality of the COVID-
19 pandemic and how exposed Australia was to the 
requirements of foreign Governments own domestic 
pressures combined with the hit to the Australian 
economy, it should be a requirement of Government 

to all government departments, not just Defence, 
that Australian industry is initially sourced to supply 
equipment. If Australian industry cannot supply 
100% of a piece of equipment, then measures need 
to be put into place to understand why not, and 
what is needed to ensure that it can. There should 
only be very specific equipment that is not sourced 
domestically or at the very least involve some 
measure of Australian Industrial input.

But what of PMB and the decision made by 
Defence to compete a sovereign capability?

This Adelaide based Australian SME has been at 
the forefront of battery technologies for decades and 
it continues to expand its’ footprint globally. Earlier 
this year the company secured the battery design 
contract for the UK Ministry of Defence and it will do 
this with newer Nickle Zinc battery cell technology. 
It has also recently acquired the EnerSys’ submarine 
battery business and secured the contract to supply 
the Royal Canadian Navy with submarine main 
batteries. This Australian SME continues to grow 
its domestic footprint at the same time continuing 
to increase its defence export market, another 
requirement of the Australian Government. Should 
PMB be unsuccessful in securing the Attack Class 
opportunity the potential to damage its global 
position is obvious.

But sovereignty also provides the Australian 

Government with technology control, if we accept 
that Australian companies produce world leading 
technology, then the Government should be able to 
control where that technology goes and have the 
ability to develop these technologies for the sole 
benefit of Australia and Australia’s allies. The only 
way to ensure that there is no military technology 
leakage is for the Government to have the right to 
refuse export sales, this currently exists with PMB, 
there is no ability for the Australian Government, nor 
Defence, to prevent a Greek owned company selling 
technology anywhere and to whomever it chooses.

AIDN has consistently advocated for Australian 
companies to be able to compete in a fair and 
equitable manner, we acknowledge that there are 
occasions when equipment may require to be sole 
sourced as the capability and the ability to supply 
from within the Australia market does not exist or 
the equipment provides a unique and necessary 
capability. If a company like PMB, a company 
that is by Defences own definition providing a 
sovereign capability, a company that has been 
supplying to Defence for decades, if this company 
does not justify being sole sourced then it is 
hard to imagine a scenario where any Australian 
company can be. This decision further undermines 
Australian companies already sceptical opinion of 
the procurement system.

Greece and PMB Defence of Australia for the main 
storage Battery design phase. Following release of 
the Request for Proposal and prior to identification 
of a preferred supplier, Exide elected to withdraw 
from the process in April 2019. The Evaluation 
Report for the main storage battery selection was 
provided to Defence by Naval Group in August 
2019, recommending that selection proceeded 
with both PMB Defence of Australia and Systems 
Sunlight of Greece. This recommendation was 
agreed to by Defence, and Naval Group signed 
contracts with both parties in December 2019. 

“A competitive design phase for design of the 
main storage battery will ensure that the battery 
which best meets the rigorous requirements of the 
Attack Class submarine is selected. Selection of 
the winning design for the main storage battery 
for the Attack Class submarine will occur in late 
2021. Regardless of which design is selected, the 
batteries will be manufactured in Australia.

The associated article by Mr Brent Clark looks at 
the methodology of running a competition for this 
part of the project.

At a background media briefing earlier in the 

year, senior RAN figures indicated that they were 
aware of what Japan and the RoK were up to with 
lithium ion batteries in a general sense, but saw 
no need to learn of the details, saying that both 
navies were at a relatively early stage in their use. 
There was also a hint that all navies hold this sort 

of information closely. Without disputing that, the 
RoK supplier Hanwha – a world leader in lithium ion 
battery development - has indicated to the author 
their willingness to share what information they can 
with Australia, particularly since sea trials of the 
first of class 3,700 tonne KSS-III submarine using 
this technology started several months ago.

Another argument raised was that the use of 
lithium ion batteries will necessitate the complete 
redesign of the submarine. This is undoubtedly 
correct, because as we have touched on earlier, 

lead acid batteries are very heavy and so they 
constitute an important part of the stability and 
balance of the submarine – which is why they are at 
the lowest point inside the pressure hull. Replacing 
1,000 tonnes of lead acid batteries with a mere 
100 tonnes of lithium ion is a headache that needs 

to be addressed.
However, the Attack class have had to be 

completely redesigned anyway – and the detail of 
that process has only just begun. The polite fiction 
that this is a modified Barracuda – an insult to the 
intelligence - was mercifully dropped years ago 
and it is clear that because of the approach the 
RAN has adopted the design, except for the overall 
shape of the pressure hull, is completely new. 

If ever there were a good time to be looking at 
incorporating lithium ion, it would be now.

PROPULSION

A competitive design phase for design of the main storage 
battery will ensure that the battery which best meets the rigorous 

requirements of the Attack Class submarine is selected.
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GEOFF SLOCOMBE // NEW ZEALAND

NEWS FROM ACROSS THE TASMAN
NEW DISASTER CAPABILITY GETS BIG 
TICK IN AUCKLAND EXERCISE
An amphibious beach landing exercise at 
Whangaparaoa in late September showcased a brand-
new capability in the New Zealand Defence Force’s 
delivery of humanitarian and disaster relief (HADR) in 
New Zealand and the Pacific.

During Exercise Joint Waka almost 40 tonnes of 
adapted forestry equipment, modified to operate in 
1.5 metres of water, was driven off the cargo deck of 
HMNZS Canterbury and transported by one of the 
ship’s two landing craft to the beach at Army Bay.

It was the first time the Defence Force’s Beach 
Preparation and Recovery Vehicle (BPRV) had been 
embarked from Canterbury and been in water. The 
18.2-tonne CAT 555D Forestry Skidder (normally 
used for moving recently cut logs to their stacking 
location) has a four-metre wheelbase – a tight fit for 
Canterbury’s stern ramp.

It is designed to clear debris and prepare beaches 
for landing in a cyclone-hit environment, and tow 
vehicles if they get bogged. It can also push a landing 
craft back into deeper water if the craft becomes 
beached in the surf zone.

Following the BPRV was a CAT 938K loader with a 
trackway dispenser attached to the front. The 20-tonne 
vehicle can roll out a modular aluminium trackway, 
40 metres long, on the beach, and can deliver more 
lengths to roll out and connect to the first.

This allows trucks to drive onto a beach with less 
risk of becoming bogged.

The exercise included continual flying of two Royal 
New Zealand Air Force NH-90 helicopters to and 
from the flight deck. The tempo of Navy, Army and Air 
Force working together was similar to real-time HADR 
events, such as the Kaikoura earthquake in 2016.

From October 23, when the cyclone season starts, 
Canterbury will be on 24-hour notice to respond 
to a HADR call in the South Pacific, should the NZ 
Government request it. There will also be an RNZAF 
P-3K2 Orion aircraft on short notice standby for 
surveillance flights over affected areas.

Lieutenant Commander Jonathan Bannister, 
Canterbury’s Executive Officer, said amphibious 
operations were a complex business with significant 
pieces of equipment.

“It makes me extraordinarily proud to represent New 
Zealand like this, with the ability to deploy to anywhere 

in the South Pacific with a credible capability to 
support any of our island nation partners, should any of 
them be unfortunate enough to be struck by a cyclone.”

MOD AND NZDF BRIEF INDUSTRY 
ON INFORMATION DOMAIN 
OPPORTUNITIES
The Defence Capability Plan 2019 introduced the 
Information Domain to industry. Since then NZ’s 
defence industry has been seeking an opportunity to 
engage with Defence to hear more recent developments 
in the domain and capabilities. Specifically, industry is 
also seeking for early engagement in the definition 
phases for upcoming Defence projects.

At NZDIA’s IDEAS 2020 (Defence Information 
Engagement Acceleration) Part 1 held 1-2 
September they got their chance, with the first day 
sessions comprising PowerPoint presentations by 
MOD experts and senior NZDF officers on ‘The 
Information Domain: An Overview’, ‘Joint Intelligence 
Project Update’, ‘NZDF’s Strategic Cyber Framework 
Uplifting Defensive Cyberspace Operations’ and 
‘Communications and Information Systems’. Each 
presentation was followed by audience Q&A. 

What was different about this event? Simply 
that it was the new normal of virtual sessions with 
IDEAS 2020 being presented online to domestic and 
international members via the Hopin platform delivered 

by PAXABLE.
On Day 2 there was a switch in focus while still 

thinking Info Domain. Six sessions from industry 
covered such wide ranging topics as how to 
demonstrate business tools and capabilities, changing 
thinking so that your organisation gets the best out 
of current situations, how to pitch your products and 
services to the defence sector, advice and guidance 
on contractual law, helping young women and the 
underprivileged explore the exciting world of science 
and technology, and finally from Headline Sponsor 
Microsoft about exciting new opportunities for New 
Zealand businesses working both within and outside 
of NZ’s borders 

All reports received by APDR on the success of this 
event indicate that it has heightened the anticipation of 
people intending to join virtually in IDEAS 2020 Part 
2 on 4-5 November. Advance information received by 
APDR lists the nine topic focus areas as Cyber and 
Electronic Warfare, Intelligence, Information Activities, 
Command, Control and Communication, Information 
Environment, Corporate and Operations, All of 
Government, Academic and NZDF/MOD Industry 
Engagement.

Information Domain investment decisions planned 
for 2021 include Maritime Satellite Surveillance, Cyber 
Security and Support Capability and Tactical Remotely 
Piloted Aircraft.

NZDF’s new Beach Preparation and Recovery Vehicle comes ashore from an HMNZS Canterbury landing craft  
Credit: NZDF

NEW ZEALAND
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