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EDS LETTER

KYM BERGMANN // CANBERRA 

THE SITUATION REGARDING 
UKRAINE AND WHY IT MATTERS 
FOR AUSTRALIA

Even though we live in an 
interconnected world, conflicts 
in places like Central America or 

sub-Saharan Africa are unlikely to have 
a major impact on Australia. The current 
situation with Ukraine is quite different 
because even though it is on the other side 
of the planet the consequences of hostilities 
with Russia could have global ramifications. 
At the very least, if tensions are not rapidly 
diffused a result might be to push Moscow 
and Beijing even closer together militarily.

Like many Eastern European disputes the 
situation is complex and simple explanations 
are not only misleading but can get in the way 
of finding workable solutions. The mass media 
likes a good conflict – the bigger, the better – 
because they generate harrowing images and 
easy copy reporting on what is happening now 
rather than trying to explain why events are 
occurring. The narrative that Russia is ruled by 
a mad dictator, is being mindlessly aggressive 
and completely unreasonable is only part of 
the picture.

We could go back centuries, but let’s start at 
1990 and the breakup of the USSR. Some of 
the meetings involving key figures from the US, 
the Soviet Union and its Russian core, Germany 
and NATO involved verbal statements that 
were never codified in the form of negotiated, 
binding treaties. For example, the US Secretary 
of State, James Baker, had a well documented 
meeting with the last head of the USSR, Mikhail 
Gorbachev in December 1990, during which he 
(Baker) floated the idea of a reunified Germany 
being allowed to join NATO in exchange for that 
organisation not expanding eastwards.

This was only one of several possible 

combinations being explored – but it is the 
one that Russian dictator Putin is currently 
relying on to claim that his country has been 
betrayed, misled, lied to, and so, on regarding 
the intentions of NATO. He has also said that 
the greatest mistake of the 20th century was 
the breakup of the USSR – with the unstated 
message that he would like to put it all back 
together, presumably reincorporating Ukraine 
as a first step. However, an equally valid 
reading of history is that it was Russia that 
broke up the USSR to save itself from going 
down the economic gurgler – which is actually 
what has happened to the various former 
republics since then, with the notable exception 
of the Baltic states.

This is the case for Ukraine, which has 
conspicuously failed to put an end to massive 
political corruption and as a consequence the 
living standards of ordinary people remains 
miserably low. Most of the news commentary 
about the current situation assumes that 
Ukraine is a monolithic entity. It is not. It is 
deeply divided along lines of language and 
religion with the eastern part of the country 
dominated by Russian speakers who are 
members of the Russian Orthodox Church, 
while in the west the language is Ukrainian and 
the Uniate Church, predominates. In the largely 
secular west these sorts of things might seem 
trivial, but they most assuredly are not.

The question of what will happen if Russia 
invades is difficult to answer because there 
are so many variables. President Biden let 
slip – whether by accident or design – that the 
US could probably live with a limited Russian 
incursion, presumably to further expand its 
zone of control around the breakaway Donbass 
region. Such a move would be met with tough 
sanctions but these seem unlike to greatly 
trouble the Russian leadership, which only 
needs to worry about popular sentiment in a 
limited way. 

Whether or not the Ukraine military would 
resist is also unclear. It might – but equally 
many senior officers are reported to have an 
attraction for how life used to be for them in 

the USSR. Compared with the Russian Army 
the forces of Ukraine are poorly equipped, 
underpaid and lack training – and they probably 
know it. However, even in the event of a 
quick conventional defeat scope exists for a 
debilitating guerrilla war – something Russia will 
be keen to avoid after the ghastly experience of 
dealing with Chechnya.

Putting all of this together, there still seems 
scope for a negotiated settlement, and it 
is probably no coincidence that Ukrainian 
President Volodymyr Zelenskyy is calling for 
everyone – particularly the US – to calm down. 
He has pushed back against the media and 
political talk of a fresh escalation in the crisis 
taking place every single day – for how much 
longer can it keep increasing, one wonders – to 
give discussions a chance. 

He might be prepared to concede more 
autonomy to parts of eastern Ukraine – 
something that was agreed in principle with 
Russia in 2015 but never fully implemented. For 
their part NATO has indicated that they won’t let 
Ukraine join, but legally they cannot stop Kiev 
from applying because that would be against 
the founding principles of the organisation. In 
the meantime everyone is holding their breath, 
maybe hoping that the 120,000 Russian 
troops deployed are starting to freeze to 
death because they have been stuck in winter 
temperatures for several weeks.

If it all goes bad and Russia stages a limited 
incursion – a full scale invasion seems the 
least likely of all of the possibilities – relations 
between Moscow and the west will sink to an 
all time low. It will be an own-goal for Putin 
because NATO will be revitalised and defence 
expenditure in western Europe – already 
trending up in some countries – will go 
through the roof.

It will also see Russia and China draw 
closer and might lead to the sale of even more 
high quality military equipment from Moscow. 
This might include the Tu-160M strategic 
bomber – and if sufficient numbers were 
involved could influence the balance of power 
in the Indo-Pacific. 
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GENERAL NEWS

AUSTRALIA ANNOUNCES BOOST 
TO HYPERSONIC WEAPONS 
CAPABILITY
15 Jan 2022

The Australia government announced today that it 
has officially opened the purpose-built Australian 
Hypersonics Research Precinct at Eagle Farm in 
Brisbane. Minister for Defence Peter Dutton unveiled 
the $14 million precinct that provides a location 
for Defence, industry, universities and international 
partners to advance our understanding and use of 
hypersonic technology through flight test vehicles.

“It’s a complex technological challenge to build 
vehicles capable of flying at five times the speed 
of sound, that skim the stratosphere, to target any 
location on the planet,” Dutton said. “The technology 
that is developed here will help us to better defend 
against the malign use of this technology and give 
us the ability to strike any potential adversaries from 
a distance and deter aggression against Australia’s 
national interests. It enables Defence researchers 
to develop and characterise sovereign hypersonic 
technologies and generate ‘true’ hypersonic flight 
conditions at large scale in a classified laboratory.”

The precinct represents just one element of the 

government’s $3 billion capability investment across 
Defence innovation, science and technology over 
the next decade. The centre accommodates over 60 
staff and provides collaborative space for industry, 
academia and government teams to advance defence 
projects with a focus on high-speed and hypersonic 
flight research and technologies.

Thales Australia said in response to the news 
that it welcomed the announcement and said 
“Thales Australia is proud to be actively supporting 
the government’s innovation and national security 
objectives through our Collaborative Research and 
Development Program delivering Advanced Rocket 
Motor Technology”.

Thales Australia CEO Chris Jenkins said the 
ability of Australian industry to be innovative and 
adaptive would be critical to the delivery of the 
government’s ambition:

“Thales is proud to work with a range of SMEs 
including Southern Launch, Airspeed, Mincham 
and Mackay Defence, who will deliver specialised 
technology for the complex program including tooling 
and precision engineering, specialised polymeric 
insulation products, composite cases, as well as 
design and launch services. 

“Thales Australia already works with more than 
600 Australian small and medium enterprises and 
a large range of weapons systems Primes to ensure 
the ADF receives the locally manufactured munitions 
they need. We look forward to the expansion 
of the defence ecosystem at Eagle Farm, where 
Thales currently has around 150 highly skilled and 
experienced staff supporting ADF programs.”

ROYAL AUSTRALIAN AIR FORCE 
IN GUAM FOR EXERCISE COPE 
NORTH 2022 
27 Jan 2022 

The Royal Australian Air Force (RAAF) will 
deploy aircraft and personnel to Guam and the 
Commonwealth of Northern Mariana Islands to 
conduct Exercise Cope North 2022 with the United 
States Air Force (USAF) and the Japan Air Self-Defense 
Force (Koku-Jieitai) from 2 to 18 February 2022.

The trilateral exercise is focused on increased 
interoperability of the RAAF, USAF and Koku-Jieitai 
through combined tactics, techniques and procedures 
for humanitarian assistance and disaster relief (HADR) 
operations and large-force employment.

The RAAF Task Unit Commander, Group Captain 
Andrew McHugh, said Cope North 2022 will 
be an excellent opportunity to further enhance 
interoperability between the tri-lateral forces.

“We are very pleased to be heading back to 

Guam for Cope North 2022, which will provide 
invaluable experience for our personnel and 
enhances the effectiveness of the RAAF,” Group 
Captain McHugh said.

“Through Cope North 2022, we are focused 
on deepening relationships and strengthening 
engagement with the USAF’s Pacific Air Force and the 
Koku-Jieitai to contribute to our shared vision of an 
open, inclusive and resilient Indo-Pacific.”

The RAAF will deploy the E-7A Wedgetail, C-27J 
Spartan, KC-30A multi-role tanker transport and F-35A 
Lightning II fighters, alongside a contingency response 
squadron focused on HADR training.

“Cope North 2022 will enhance the tri-lateral forces’ 
capability for HADR in the Indo-Pacific, ensuring a 
highly effective and professional response, when 
needed,” Group Captain McHugh said.

“We are committed to developing an intelligent and 
skilled workforce with exercises such as Cope North 
providing the opportunity to operate as a combined 
force with the United States and the Japan, and ensure 
our people can deliver air power when required.

Exercises remain critical to preparedness for the 
Australian Defence Force. RAAF personnel deploying 
for Exercise Cope North 2022 have been fully 
vaccinated for COVID-19 prior to their departure and 
will comply with all directions as required.

Launch of rocket to test hypersonic capability at 
more than five times the speed of sound, Woomera,  
May 2016. Credit: CoA

The Aircraft Captain at the controls of a Royal Australian 
Air Force KC-30A Multi-Role Tanker Transport from No. 
33 Squadron during an air-to-air refuelling mission on 
Exercise Cope North 2021 in Guam. Credit: CoA
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GENERAL NEWS

BAE SYSTEMS WELCOMES 
HYDRO CONTRACT EXTENSION
19 Jan 2022

BAE Systems Australia today welcomed a one year, 
$14 million contract extension that will see the 
Company continue to support the Royal Australian 
Navy’s hydrographic fleet until the end of this year.

The announcement was made today in Cairns by 
the Minister for Defence, Peter Dutton MP.

Under the Hydrographic In Service Support Contract 
(HISSC) which is now in its 14th year, BAE Systems 
is responsible for forecasting, planning and delivering 
all maintenance requirements for the Leeuwin Class 
Hydrographic ship, the Fantome Class Survey Motor 
Boat, the Paluma Class Survey Motor Launch and the 
Antarctic Survey Vessel.

Since its first maritime program in Cairns in 2000, 
the Company has recruited and built up a highly 
skilled workforce that now numbers more than 120 
people.

Today the business is also supported by a strong 
industrial supply chain of around 200 regional and 
national businesses, most of which – more than 80 
percent – are Australian owned and operated. Over 
the past five years, BAE Systems has spent almost 
$200 million with those suppliers.

BAE Systems Maritime Australia Managing Director, 
Craig Lockhart, said:

“This contract extension reflects our continued 
focus to look for more innovative ways to support the 
fleet and increase our competitiveness.

“The Hydrographic In Service Support Contract 
demonstrates an important industrial capability which 
has been built up over many years in Cairns to meet 
the needs of the Royal Australian Navy.

“Our highly skilled team is growing providing local 
know how, complemented by our national maritime 

sustainment business, which ensures that the Navy 
has the capability it requires, when it is needed.

“As we look to enter our third decade of supporting 
the Navy in Cairns, BAE Systems continues to be a 
long term trusted partner.”

JAPAN DEFENSE ENHANCED 
WITH AEGIS AND SPY-7 
SOFTWARE DEMONSTRATION
MOORESTOWN, N.J. – 27 Jan 2022

Lockheed Martin successfully demonstrated the 
integration of the AN/SPY-7(v)1 radar into the Aegis 
Weapon System, executing the processing required to 
detect, track and discriminate ballistic missile threats, 
and successfully guide interceptors to those threats.

“The SPY-7 radar brings superior capability 
to sea or land-based platforms, utilizing proven 
production technology scaled from the Long Range 
Discrimination Radar, which recently achieved initial 
fielding in Clear, Alaska” said Joe DePietro, vice 
president and general manager of Naval Combat and 
Missile Defense Systems at Lockheed Martin. “As 
new threats emerge, SPY-7 integrated with Aegis will 
protect Japan and its citizens.”

Lockheed Martin is modifying its production test 
center facility located at its Moorestown, N.J. site 
to prepare for the live SPY-7 radar integration and 
test for Japan’s Aegis System Equipped Vessel 
(ASEV) program. Like other radar programs of this 
magnitude, this test facility will be used to validate 

end-item hardware and software performance prior 
to shipment to Japan, provide early lessons-learned 
to streamline equipment installation on the ASEV 
ship platform, and support maintenance and training 
efforts ahead of system deployment. 

The successful demonstration of the complete 
ballistic missile defense fire control loop is a critical 
milestone in the development of the SPY-7 equipped 
Aegis Combat System. The demonstration was 

witnessed by both the U.S. Missile Defense Agency 
and the U.S. Navy Aegis Technical Representative. 

DEFIANT EXECUTES FLRAA 
MISSION PROFILE WITH 
UNSURPASSED SPEED, 
MANEUVERABILITY AND AGILITY 
WEST PALM BEACH, FLA. – 18 Jan 2022

The Lockheed Martin Sikorsky-Boeing SB>1 
DEFIANT® successfully completed FLRAA mission 
profile test flights, including confined area landings 
and low-level flight operations. These flights validate 
DEFIANT’s relevancy to the Army’s mission, providing 
agility at the objective (also known as the “X”), 
and increased survivability, all while reducing pilot 
workload. 

“We fully demonstrated DEFIANT’s ability to execute 
the FLRAA mission profile by flying 236 knots in 
level flight, then reducing thrust on the propulsor to 
rapidly decelerate as we approached the confined, 
and unimproved, landing zone,” said Bill Fell, 
DEFIANT chief flight test pilot at Sikorsky and a 
retired U.S. Army Master aviator. “This type of level 
body deceleration allowed us to maintain situational 
awareness and view the landing zone throughout 
the approach and landing without the typical 
nose-up helicopter deceleration. This confined area 
was extremely tight, requiring us to delay descent 
until nearly over the landing spot, followed by a 
near-vertical drop. We landed DEFIANT precisely on 

the objective with little effort 
as we descended into this 
narrow hole while maintaining 
clearance on all sides.”

SB>1 DEFIANT is the 
technology demonstrator 
proving out transformational 
capabilities for the DEFIANT 
X weapon system, the 
Sikorsky-Boeing team offering 
for the U.S. Army's Future 
Long-Range Assault Aircraft 
(FLRAA) competition as part 
of the Army’s Future Vertical 
Lift program. DEFIANT X will 

enable crews to fly low and fast through complex 
terrain, where Army aviators spend most of their 
time. It will extend capabilities of Army Aviation on 
the modern battlefield – and is designed to fit in the 
same footprint as a BLACK HAWK. With DEFIANT X, 
the U.S. Army will deliver troops and cargo in future 
combat at twice the range of the current fleet.

“It’s what we call building combat power rapidly, 
and aircraft like the DEFIANT X can do that,” said 

HMAS Melville in dry dock (BAE Systems photo)

Asahi-class destroyer JS Shiranui of the Japan Maritime Self-Defense Force 
enters Darwin Harbour, Northern Territory. Credit: CoA / Peter Thompson Your system integration partner for secure 
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Tony Crutchfield, retired U.S. Army Lieutenant General 
and now vice president of Army Systems at Boeing. 
“In the Pacific, it’s even more important because your 
lines of operation are going to be dispersed over a 
wide area; you’re going to have these small bases 
and supply lines that’ll be positioned either on ships 

or on islands. You’re going to want to move more 
assets, maneuver in confined terrain and survive to 
build that combat power faster than your adversary 
can – so you can win.”

DEFIANT X incorporates Sikorsky X2™ Technology 
to operate at high speeds while maintaining 

low-speed handling qualities. This critical capability 
provides pilots with increased maneuverability and 
survivability in high-threat environments, allowing 
them to penetrate enemy defenses while reducing 
exposure to enemy fire. DEFIANT X’s X2 coaxial rotor 
system and pusher prop allows for a high degree of 
maneuverability in and around the objective which is 
also directly linked to survivability.

 

The SB>1 DEFIANT Technology Demonstrator recently executed a confined area landing among the trees in south 
Florida as part of the Lockheed Martin Sikorsky-Boeing team's effort to validate aircraft design and relevance to 
the Army's Future Long Range Assault Aircraft mission profile. (Lockheed Martin Sikorsky-Boeing photo)
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DEFIANT achievements include:
• Greater than 60-degree banked turns.
• Demonstrating mission-relevant cargo 

capacity by lifting a 5,300-pound  
Guided Multiple Launch Rocket System 
external load.

• Exceeding 245 knots in level flight.
• Demonstrated Level 1 low-speed agility 

with fly-by-wire controls.
• Integration of U.S. Army test pilots into  

the Defiant program.
• Based on the Collier Award-winning  

X2 Technology.
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SILENTIUM DEFENCE TO TRIAL 
PASSIVE RADAR TECHNOLOGY 
ON DRONES 
PASSIVE COVERT 
SURVEILLANCE CAPABILITY 
GOES SKY HIGH
ADELAIDE, SA – 2 Feb 2022

Silentium Defence, the global leader in passive 
radar has announced it will trial integration of 
its disruptive surveillance sensors for situational 
awareness into airborne platforms, initially 
targeting small to medium drones and unmanned 
aerial systems (UAS). The trials, believed to 
be an industry world-first, will leverage unique 
size, weight, and power advantages of 
passive radar over existing active radar 
capabilities to extend survivability and range 
of unmanned airborne ISR platforms and 
improve the quality of surveillance data 
generated. 

Silentium Defence CEO, Dr James Palmer 
said:

“The challenge with existing ISR 
capabilities of small to medium UAS is 
they are power, and payload constrained. 
Passive radar overcomes both these barriers 
and exploits megawatts of existing energy 
in the environment to provide greater range 
and performance without highlighting the 
drone or user’s presence. 

“Our sensors are cost effective, light 
weight and more power efficient which 
makes them easy to scale across operations 
and integrate with payloads, even on small 
format drones and UAS. 

“Deployed independently or as part of a 
meshed network, UAS with integrated passive radar 
are more versatile and multi-purpose, providing 
covert situational awareness to inform the ISR 
picture, and counter-drone capability to protect 
people and assets simultaneously.” 

Silentium will work with existing drone and UAS 
platform providers and customers to trial static and 
on-the-move deployments of its airborne passive 
radar systems. Passive radar has already proven its 
versatility and value in maritime, ground based air, 
and space surveillance roles with more than $15 
million in contracts executed with the Australian 
Defence Force and commercial organisations. 

Successful integration of passive radar into 
airborne platforms will enable Defence to conduct 
long range surveillance covertly and increase 
overall survivability. Silentium has expressed an 

interest in supporting a range of existing major ISR 
programs including JP129 in its various forms and 
future P-8 and AEW&C upgrades opening the way 
to future international exports. 

NORTHROP GRUMMAN 
TO DEVELOP PROTOTYPE 
ARTIFICIAL INTELLIGENCE 
ASSISTANT
BALTIMORE, USA – 1 Feb 2022

Northrop Grumman Corporation has been awarded 
a contract from the Defense Advanced Research 
Projects Agency’s (DARPA) Perceptually-enabled 
Task Guidance (PTG) program to develop a 

prototype artificial intelligence (AI) assistant. The 
prototype will be embedded in an augmented 
reality (AR) headset to help rotary pilots perform 
expected and unexpected tasks.

Northrop Grumman, in partnership with the 
University of Central Florida (UCF), will develop an 
Operator and Context Adaptive Reasoning Intuitive 
Assistant (OCARINA) that will support UH-60 
Blackhawk pilots, who fly with both visual and 
instrumented flight, which varies with weather, time 
of day and other environmental factors.

“The goal of this prototype is to broaden a 
pilot’s skillset,” said Erin Cherry, senior autonomy 
program manager, Northrop Grumman. “It will 
help teach new tasks, aide in the recognition 
and reduction of errors, improve task completion 
time, and most importantly, help to prevent 

catastrophic events.”
Rotorcraft aircrews face numerous demands 

particularly when flying in close proximity to 
buildings, terrain, people and from the threat of 
adversary RADAR systems. Today, simple warning 
systems are the most common means for aiding 
a rotorcraft aircrew, such as auditory alerts to 
increase altitude. These warning systems are 
limiting and can induce unanticipated cognitive 
burdens on pilots. Studies have shown that 
inattentional blindness to such warnings can occur, 
often making them ineffective for the aircrew.

DARPA’s PTG program aims to develop AI 
technologies to help users perform complex mental 
and physical tasks. The goal is to provide users of 
PTG AI assistants with wearable sensors that allow 

the assistant to observe what the user perceives 
and know what the user knows. Using advanced 
information processing and an AR interface, the 
goal of the program is to have the AI assistant 
provide feedback and guidance through speech 
and aligned graphics at the right place and time to 
augment the aircrew.

Using powerful, proven algorithm development 
and implementation processes, Northrop Grumman 
develops and integrates leading-edge AI solutions 
into large, complex, end-to-end mission systems 
that are essential to our national security. Northrop 
Grumman’s artificial intelligence systems are 
developed using responsible AI principles. The 
company’s AI technologies are equitable, traceable, 
reliable, governable, auditable and protected 
against threats.

GENERAL NEWS

JSF_METEOR_SPEAR_235x275_APDR_uk.indd   1JSF_METEOR_SPEAR_235x275_APDR_uk.indd   1 26/01/2022   16:4826/01/2022   16:48

Prototype to enhance pilot awareness and decision-making abilities (Northrop Grumman image)
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SATELLITES

Tender bids for this project closed on 10 
January and as far as APDR can ascertain, 
there were five major offers by this date. 

These were led by Airbus, Boeing Defence Australia, 
Lockheed Martin Australia, Northrop Grumman 
Australia and Optus. APDR is not currently aware of 
any other organisations submitting bids for the whole 
of this project.

APDR’s November 2021 edition, available as a 

back issue via the home page on our website, had 
an article by Editor Kym Bergmann on pages 44-47 
which summarised the likely main features of each of 
these group’s bids.

Because the Commonwealth insists on Australian 
Industry Content (AIC) for its projects, their Request 
for Tender document contained this paragraph, 
among others, on AIC conditions.

The Contractor shall comply with the AIC 

Obligations; comply with the Approved AIC Plan; and 
ensure that the AIC Subcontractors comply with their 
respective AIC Subcontractor Obligations.

Australian industry, providing AIC, is participating 
as members in each of the five bid teams.

One surprise to APDR was that some Australian 
companies feature in more than one bid team. For 
example, Clearbox Systems are in the teams for 
Airbus, Boeing and Lockheed Martin. APDR asked 
each bid principal how they have, and will continue to 
cope, with such overlaps.

This answer from Airbus is typical ‘From the outset, 
we have respected the CASG guidance that we 
should not go exclusive or put undue pressure on the 
Australian supply chain.

‘The members of Team Maier that are also 
supporting other teams have been incredibly 
professional and ensured that this can be undertaken 
with no problems.’ 

AIRBUS TEAM MAIER
Permission for Airbus to use the name ‘Team Maier’ 
came from the Meriam people of the Eastern Islands 
of the Torres Strait. According to tradition, the word 
Maier refers to bright meteors that inform observers 
about the passing of a person in the community and 
lets the spirits of the dead communicate with those 
still alive.

In filing its JP9102 tender bid, Team Maier has 
based its solution on Airbus’s experience in designing 
and building phase 6A of the UK’s Skynet secure 
military communications satellite network. Airbus 
is currently manufacturing, integrating and testing 
this satellite cluster, to be launched in 2025, for its 
UK Ministry of Defence customer. Airbus already 
operates and supports five Ministry satellites.

Skynet 6A has many capabilities sought by JP9102, 
especially their anti-jam system, plus the flexibility to 
design and build satellites exactly to this Australian 
project’s exacting requirements.

Not only will Team Maier be able to create up 
to four large satellites planned for JP9102, but its 

GEOFF SLOCOMBE // VICTORIA

FUTURE ROLES FOR AUSTRALIAN INDUSTRY 
IN MILITARY SATELLITE COMMUNICATIONS

JP9102 is a major multi-billion dollar capability project that will create the Australian Defence Satellite Communications 
System across the space, ground and control segments. The Commonwealth anticipates capability will start to be available 

from the mid-2020s.

Electro Optic Systems (EOS) Mechanical Engineer, Ms Rita Tri, operating inside the EOS control room 
at Mount Stromlo Observatory, Canberra. Credit: CoA / Adam Abela
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Australian industry members will also meet AIC 
requirements for current and future support of these 
satellites for up to 25 years.

Apart from Airbus and Microsoft, Team Maier has 
five Australian and one UK company contributing a 
wide range of capabilities, both for the bid, execution 
of the satellite system contract, and ongoing support.

These include a communications solutions 
specialist, which has deep experience in mission-
critical ultra high frequency services for Defence 
(Blacktree Technology); a defence and space SME 
working to minimise technical risk and maximise 
technical readiness to assure execution of the project 
on schedule and budget (Clearbox Systems); design 
and construction of all ground infrastructure for the 
communications systems, network operations and 
systems integration (UGL); classified networking 
planning, end-to-end cyber security and hardware 
and software procurement as well as delivering 
"secret" and "top secret" security accreditation for 
Team Maier (Willyama).

Team Maier Industry Development Partner 
agreements to foster the Sovereign Space industry 
through a wide-ranging and ambitious AIC Strategy 
are in place with over 40 companies, led by UK’s 
experienced next-generation military satellite 
communications provider (SSTL).

Asked to summarise the strength of Team Maier’s 
bid Martin Rowse, Airbus JP9102 Campaign Lead 
told us:

 “On behalf of Team Maier, Airbus is pleased to 
confirm our submission to the JP9102 program, 
which will deliver a world-leading MILSATCOM 
capability for Australia. The approach will deploy 
advanced capabilities already proven on Skynet 5 
and 6A in the UK to ensure that Australia's sovereign 
capability will be the most advanced available and 
tailored to the needs of the ADF. 

“The unique teaming arrangement will put Australian 
organisations at the forefront of the program and, by 
transferring knowledge from international partners, 
will spur the growth of Australia's wider space 
industry and create an export base. In doing so, 
Team Maier will encourage the growth of Australian 
Industry Capability to ensure Australia's sovereign 
space capability is secured for the long term.”

BOEING DEFENCE AUSTRALIA 
(BDA)
BDA has a team including Leidos Australia, Viasat, the 
Indigenous Defence and Infrastructure Consortium 
(IDIC), Clearbox and Saber, amongst others. 
Regarding the technical solution, the company says 
that it must be resilient and flexible – pointing out that 

the future threat environment might be quite different 
from the one being faced today.

As well as the satellites themselves – obviously the 
vital big-ticket items – there is the ground element 
and control software that stitches everything together 
for a complete solution to meet ADF needs. This 
includes all the antennas and modems required to 
make everything work. Boeing says that between 
themselves and their local partners they can provide 
a complete turnkey solution, rather than just selling 
satellites.

The company emphasises their experience with 
ultra high frequency solutions, some of which are being 
used by the ADF – especially when mobility is required 
– and the current terminals will be fully compatible 
with the JP 9102 solution. BDA also emphasises their 
broader ADF communications experience through 
activities such as the modernisation of the Defence 
High Frequency Communications System and also 
Project Currawong, which is part of JP 2072.

BDA as Prime System Integrator will be responsible 
for mission systems software development and for the 
sustainment system, while their parent company’s 
Boeing Space & Launch will look after satellite design 
and production.

Local development of complex defence 
communications programs will take advantage of 
Clearbox’s extensive SATCOM software development 
and integration expertise. Meanwhile Boeing is also 
working with IDIC to find opportunities for Indigenous-
owned and-controlled businesses to support an 
enduring sovereign space industry. ‘To have First 
Nations businesses and people involved from the very 
beginning allows us to develop and build capability 
and capacity,’ said IDIC director, George Mifsud.

Leidos Australia will provide cyber, security 
and network integration services and software 
development environments and cyber test ranges. 

Saber Astronautics contribution is to deliver a proof 
of concept for a sophisticated diagnostic technology 
to support Australia’s satellite programs Using 
advanced artificial intelligence and machine learning.

BDA has signed an agreement to collaborate with 
Melbourne-based additive manufacturing innovator, 
Titomic, who will use cutting-edge kinetic fusion 
additive manufacturing technology in the production 
of space parts.

“Australia’s burgeoning space sector requires 
the production of complex, low volume, bespoke 
components not suited to conventional manufacturing 
techniques,” said Boeing Defence Australia director 
of Aerospace Engineering and Production, Paul 
Watson. 

“Local partnerships will develop new knowledge in 
advanced manufacturing technologies which will not 
only stimulate the development of a local fabrication 
capability but will also expose Australian industry 
to space export markets as part of Boeing’s global 
supply chain.”

LOCKHEED MARTIN AUSTRALIA 
(LMA)
LMA provided this statement to APDR:

“At a high level, our JP9102 solution has been 
optimised across three key Defence requirements:

“Sovereignty speaks to the creation for JP9102 of a 
genuine national infrastructure, including a workforce 
and a supply chain, that can produce, sustain and 
evolve our satcom capabilities.

“Resilience is about ensuring our space systems 
(and supporting infrastructure) are truly military 
grade and able to withstand the intensity of the 
counterspace threats we are seeing emerging across 
our region and beyond. 

“Schedule considerations have seen us implement 

ADF SATCOMM ground station
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a range of measures to field resilient technologies 
on an expedited timeframe that meets Defence’s 
pressing strategic requirements.”

Lockheed Martin says that it has put together a 
large Australian industry team for the bid. A brief 
summary of each firm’s planned contribution is now 
listed in alphabetical order.

Satellite communications infrastructure and 
services provider Av-Comm will support the 
installation of high capacity wide-band antenna 
and radio-frequency subsystems at several satellite 
ground stations. 

Blacktree Technology has deep experience in 
mission-critical ultra-high frequency services for 
Defence. Blacktree will primarily support the LMA 
narrowband MILSATCOM ground segment.

Calytrix Technologies, a Western Australian-based 
leader in integrated training solutions, is developing 
an innovative and modern training management 
system in satellite operations. The system will manage 
courseware, simulations and scenarios, assessments 
and compliance processes.

LMA has committed to integrating Clearbox 
Systems’ sovereign electromagnetic spectrum 
management software application. Foresight 
ESM was developed during Clearbox’s bilateral 
collaborative research and development agreement 
with Defence’s DSTG. This technology is expected 
to minimise technical risk and maximise technical 
readiness in a bid to assure execution of the project 
on schedule and budget.

With deep expertise in the planning, delivery and 
accreditation of sensitive facilities and infrastructure 
for Defence, Canberra-based Conscia will manage 
the design and construction of two purpose-built 
Satellite Operations Facilities, as well as overseeing 
the upgrade of two existing satellite ground stations. 

DXC Technology, a leading global IT services 
company, will manage the development of ground 
and control segment cybersecurity architectures, 
including interfaces with existing hardware and 
external software elements.

EM Solutions will establish an interoperability and 
certification program to ensure existing and future 
end-user terminals meet all required standards under 
the new sovereign construct.

Linfox, Australia’s largest and most experienced 
Australian-owned logistics company will provide 
support through warehouse provisioning and 
distribution operations.

Melbourne-based Ronson Gears is providing 
prototype gears for the Common Solar Array Drive 
Assembly (CSADA), which will be utilised on several 
Lockheed Martin satellite platforms. The CSADA 
performs key functions, including the deployment 

and rotation of the solar cell arrays that power the 
spacecraft. This helps ensure they remain optimally 
positioned towards the Sun.

Shoal Group has provided early risk mitigation 
activities which have been underway since mid-2020 
and have so far included capability definition, 
proposal development, systems design, integration 
management, and supply chain strategy development.

Under the JP9102 program, STEM Punks will 
develop and implement a 10-year space-focused 
curriculum that encompasses high-school, university, 
and early-career level activities. This will educate, 
up-skill, and inspire Australia’s next generation 
technical workforce to support the nation’s growing 
suite of space programs and capabilities.

NORTHROP GRUMMAN 
AUSTRALIA (NGA)
NGA is working together with their partners Inmarsat, 
L3 Harris, AECOM, Blacktree Technology, VOCUS 
and EM solutions to deliver a sovereign capability 
solution to the Commonwealth for JP9102. This strong 
team offers the Commonwealth a sovereign, resilient 
end-to-end satellite communications capability 
solution, incorporating decades of technical expertise 
delivering best-of-breed space systems and satellite 
communications capabilities supporting the joint 
force.

Inmarsat will collaborate with NGA to deliver 
an Integrated Control Segment that provides the 
Commonwealth with flexibility across commercial and 
military SATCOM networks.

L3 Harris will provide in-country, ground station 
capability including the Australian Wide Multi-Band 
Terminal, delivering exponential growth in capability 
and upgradeability over existing systems, while 
occupying the same ground footprint.

AECOM has a proven track record in design and 
construction for the Commonwealth.

Blacktree Technology will establish an 
interoperability and certification program to ensure 
existing and future end-user terminals meet all required 
standards under the new sovereign construct.

Telecommunications company VOCUS is an expert 
at providing satellite communications equipment.

EM Solutions are well known for their satellite 
communications expertise, especially where it 
involves vehicles on the move.

NGA’s team will leverage a successful collective 
space and SATCOM heritage to support the growth 
of a strong industrial base in Australia to support a 
growing Australian space industry.

For this article, APDR was told by Christine 
Zeitz, General Manager Asia Pacific Northrop 

Grumman, that:
“Together with our partners, Northrop Grumman 

Australia will provide the Commonwealth 
with a sovereign, resilient end-to-end satellite 
communications capability solution, backed by our 
unmatched experience to support the future joint 
force and safeguard our national interests.”

The NGA team has a proven track record of 
providing world-leading satellite communications 
capabilities to the Australian Defence Force and to 
Defence Forces globally. They are looking forward to 
continuing to collaborate with the Commonwealth to 
support the future joint force.

All of NGA’s partners maintain Defence Industry 
Security Program membership.

OPTUS TEAM AUSSAT
Optus, Australia’s largest and most experienced 
satellite owner and operator has lead a joint bid with 
Raytheon Australia and Thales Australia.

Commenting on the bid, Optus Chief Executive 
Kelly Bayer Rosmarin said, ‘As sector pioneers 
and the leading investor in the Australian space 
industry, our solution will leverage our long track 
record of delivering for Australia’s Defence agencies, 
supporting Australian industry capabilities, and 
our unwavering commitment to deliver a sovereign 
solution that enhances Australia’s security.

“The bid team, Team AUSSAT, has a unique 
proposition being the only team with an unrivalled 
history of owning and operating satellites in Australia, 
by Australians, for Australians – drawing synergies 
from two partner companies with their exceptional 
pedigrees in building and delivering world-class 
Defence capabilities.”

Raytheon Australia Managing Director Michael 
Ward said the company was ready to draw on 
decades of expertise in delivering certified and 
integrated space systems. ‘Raytheon Australia has 
been delivering certified sovereign space solutions 
and complex system integration to the Australian 
Defence Force for decades, partnering with them and 
local industry to unlock the full potential of satellite 
data.’

Thales Australia CEO Chris Jenkins said the team 
of Optus, Raytheon Australia and Thales Australia 
would deliver a genuine sovereign Australian 
capability with the global reach to access world 
leading space technology from Europe and the USA.

“Thales Australia has been a trusted partner of 
the ADF for more than three decades, delivering 
advanced secure communication solutions, and we’re 
proud to partner with Optus and Raytheon Australia 
on this project.”

SATELLITES
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GBAD

Attempting to update these various activities 
has been a frustration with Defence 
obstinately sitting on answers to questions. 

A probable reason is that one of only four simple 
questions APDR put to Defence is the one that 
industry has been asking for years:

“Could the solution for AIR 6502 be a version of 
LAND 19 Phase 7 using longer range missiles such 
as AMRAAM-ER? If not, why not?”

The Advanced Medium Range Air-to-Air Missile 
manufactured by Raytheon is one of the western 
world’s most prolific weapons having been purchased 
by more than 30 nations outside the US, including 
Australia. Its ground launched variant – which is 
identical to the one carried on aircraft – forms the 
basis of another highly successful development, the 
Norwegian (or National) Advanced Surface to Air 
Missile System (NASAMS).

NASAMS was chosen by Australia in March 2019 
in somewhat controversial circumstances short-
circuiting a long running competition for LAND 19 
Phase 7, which had the objective of replacing the 
Saab RBS-70 very short range air defence system 
purchased in 2003. Conceptually the new system 
is relatively simple, with a fire control system from 
Kongsberg, missiles from Raytheon, and radars from 
a choice of suppliers. 

The Army is the 10th customer from the system; 
Raytheon Australia is the prime contractor; Canberra-
based CEA is the radar supplier; and Kongsberg is 
supplying the C2 system and associated hardware 
such as crew shelters with very high levels of 
Australian content. The contract has an approximate 
value of $2.5 billion dollars and progress to date 
has been good with hardware deliveries and vehicle 
integration underway.

The RAAF uses AMRAAM C-7 - which has a range 
in excess of 100km – and plans to acquire the newer 
AMRAAM D with a number of advanced features such 
as a two-way data link. The range of the C-7 is typically 
stated in its air-launched configuration, meaning that 
it is carried on an aircraft already flying at high 
subsonic speed and around 20,000ft / 7,000 metres 

of altitude. The ground launched version is shorter 
range because it needs to burn up fuel to overcome 
gravity and compensate for not having the benefit of a 
combat aircraft doing the heavy lifting for it.

The question then becomes one of how much 
range does a ground-launched AMRAAM-C7 have, 
and the answer is: clearly enough. Even if the missile 
used half of its fuel reaching an initial 7km height and 
800km/h speed it would still have a range from that 
point of 50km or more – which seems fine for a short 
range air defence system and explains why there are 
so many users of it, with potentially more to come.

The new AMRAAM-D has a range in excess of 
160km. Raytheon in conjunction with Kongsberg 
is developing a further iteration of the missile, 
AMRAAM-Extended Range which uses a rocket 
booster to give it a huge kick start. Everything is 
classified but vague public statements indicate that 
it will be able to travel 50% further and 70% higher 
than a standard AMRAAM. If the baseline used for 
this calculation is the D variant then ER has truly 
formidable characteristics. Even if C-7 is the reference 
it shifts the missile from the classification of short 
range to medium range. 

Another candidate missile for NASAMS is the 
AIM-9X. This is an air-to-air short range weapon 
with an infra red seeker. The standard launcher 
configuration for Australia is six canisters and these 
could contain a mix of ASRAAM, ASRAAM-ER and 
AIM-9X to provide several air engaement options for 
the Army. Interestingly, the NASAM canisters being 
delivered by Kongsberg are the longer version that are 
designed to take AMRAAM-ER and AIM-9X. 

Last year was a pivotal year for LAND 19 Phase 
7 as activities moved from the design phase into 
the integration phase of the program. Raytheon 
Australia, as the prime for the program, also signed a 
five-year support contract which will provide ongoing 
employment for at least 35 staff in Adelaide. The 
support contract will also ensure that we maintain our 
partnerships on the program and continue to ensure 
Australian companies are contributing to the country’s 
enduring sovereign capability.

Raytheon say that some program achievements 
from last year include: 
• The arrival of the first Fire Distribution Centres 

(FDCs) at the CJI, which was followed by 
successful integration testing and environmental 
qualification testing. 

• Two US-based missile integration events were 
successfully conducted. These activities saw six 
teams from three countries come together, and it 
was the first time that the AIM-9X missile had been 
integrated in the NASAMS kill chain. 

• Raytheon Australia commenced the production 
and integration of the first of type Electro Optic/
Infrared (EO/IR) subsystem. This integration 
resulted in successfully tracking live aircraft and 
created another ‘first’ opportunity as it was the first 
time in the world that the Raytheon Intelligence and 
Space Multi-Spectral Targeting System had been 
integrated into NASAMS. 

• The commencement of significant de-risking 
integration activities for the CEA radar. Once again, 
this activity demonstrated a high level of collaboration 
between Raytheon Australia, CASG, CEA 
Technologies and Kongsberg Defence Australia. 
Looking forward to 2022, Raytheon Australia say 

they will continue integration activities and will receive 
more equipment from their partners.
• The EO/IR and WARN sub-systems, as well as the 

CEA radar, will be fully integrated and verified with 
the FDC. 

• KDAu will receive delivery of the first Canister 
Launchers in Adelaide 

• The first High Mobility Launcher (HML) kits will 
arrive at the CJI, ready for commencement of the 
HML production 

• Whole system verification dry runs will commence 
at Woomera by the end of 2022. 
Raytheon Australia’s Managing Director, Michael 

Ward said: 
“The LAND19 Ph7B program is continuing to 

successfully reach milestones and push the 
boundaries in terms of delivering this new Short 
Range Ground Based Air Defence Capability for the 

KYM BERGMANN // CANBERRA

GROUND-BASED AIR DEFENCE: 
WHOSE RESPONSIBILITY IS IT?

The Venn diagram of the ADF’s approach to ground-based air defence has at least three overlapping areas of activity. These include 
LAND 17 Phase 7B; the AIR 6500 family of projects; and the Sovereign Guided Weapons and Explosive Ordnance enterprise.  

They total many billions of dollars of acquisitions spread over the next decade.
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Australian Army.
“The achievements of the team last year saw 

not one, but two, first-of-their-kind activities in the 
integration of the AIM-9X missile into the NASAMS kill 
chain and the integration of the Raytheon Intelligence 
and Space Multi-Spectral Targeting System.

“These are not only important to the Australian 
capability we are delivering, but this demonstrates the 
potential of the NASAMS capability, globally. These 
activities are a testament to the collaboration between 
the program partners, all of whom have persevered 
through the challenges of COVID restrictions.” 

To circle back to the question put to Defence: 
Could this solution meet the needs of AIR 6502? 
We can’t think of any compelling reasons why not. 
Such an obvious solution would save time and money 
with the missiles already in the RAAF inventory and 
CEA having developed the radars for ground-based 
applications.

Another possibility is the local production of the 
missiles themselves. Even five years ago this would 
have been totally impossible with the US jealously 
protecting key technologies and blocking access 
to sensitive IP. However, times have changed - 
particularly with the rise of China. Washington is now 
prepared to look more favourably on key allies such 
as Australia playing a greater role in the production of 
cutting-edge military equipment.

On August 25, 2021, the US Defense Security 
Cooperation Agency published the following statement, 
which seems to have received little coverage:

“The State Department has made a determination 
approving a possible Foreign Military Sale to the 
Government of Australia of Defense Services Related 
to Future Standard Missile Production and related 
equipment for an estimated cost of $350 million. 
The Defense Security Cooperation Agency delivered 
the required certification notifying Congress of this 
possible sale today.

“The Government of Australia has requested to buy 
defense services related to the future purchase of 
Standard Missile 6 Block I (SM-6) and Standard Missile 
2 Block IIIC (SM-2 IIIC) missiles. These services 
include development; engineering, integration, and 
testing (EI&T); obsolescence engineering activities 
required to ensure readiness; U.S. Government and 
contractor engineering/technical assistance, and 
related studies and analysis support; technical and 
logistics support services; and other related elements 
of program and logistical support. The total estimated 
value is $350 million.

“This proposed sale will support the foreign policy 
and national security objectives of the United States. 
Australia is one of our most important allies in the 
Western Pacific. Australia is strategically positioned 
to contribute significantly to ensuring peace and 

economic stability in the region. It is vital to the U.S. 
national interest to assist our ally in developing and 
maintaining a strong and ready self-defense capability.

“The proposed sale will support the readiness 
and future sale of vital anti-air warfare capability that 
can be deployed from Australia’s newest Hunter-
Class Destroyers equipped with the latest AEGIS 
Combat Systems. The purchase of Standard Missile 
6 Block I (SM-6) and Standard Missile 2 Block IIIC 
(SM-2 IIIC) missiles is currently included in Australia’s 
procurement roadmap and will improve their ability to 
operate alongside U.S. and Allied naval forces against 
the full spectrum of naval threats. Australia will have 
no difficulty absorbing these defense services into its 
armed forces.”

Put simply, this has cleared the way – at relatively 
low cost – for the Australian production of some of 
the western world’s most advanced naval surface-
to-air missiles. Matters of how much IP will actually 
be transferred aside, this is a huge step forward in 
defence self-reliance and will make the RAN immune 
from the supply chain disruptions that will be inevitable 
in a major conflict. This development also benefits 
the USN because Australia could be a vital second 
source of supply to the US Pacific fleet.

If approval has been granted for SM-2 and SM-6, 
why not AMRAAM/AMRAAM-ER? All of the missiles 
are made by Raytheon – and last March the company 

KONGSBERG ACHIEVES 
FACTORY ACCEPTANCE TEST 
OF THE FIRST CANISTER 
LAUNCHERS FOR ARMY’S 
NASAMS CAPABILITY
24 January 2022  
Kongsberg has announced a critical production 
milestone for Project LAND 19 Phase 7B, 
with the first Mk 2 Canister Launchers for 
the National Advanced Surface to Air Missile 
System (NASAMS) successfully passing Factory 
Acceptance Tests (FAT), forming the first 
shipment of Canister Launchers to Australia.

Project LAND 19 Phase 7B is being delivered 
by prime contractor, Raytheon Australia, 
with the support of Kongsberg Defence and 
Aerospace and Kongsberg Defence Australia, 
and will deliver a new Short- Range Ground-
Based Air Defence capability for the Australian 
Army.

NASAMS is a state-of-the-art Ground Based 
Air Defence weapon system produced by 

Kongsberg and Raytheon Technologies that is 
in service with, or under delivery to, 12 nations. 
The system will enable the Australian Army to 
quickly detect, engage, and destroy aircraft, 
unmanned aerial vehicles, and cruise missile 
threats. The Mk 2 Canister Launcher represents 
the latest launcher build standard, and includes 
a new common ground launch rail to enable 
the employment of multiple missile types.

Taking place in Kongsberg Norway, 
Kongsberg Defence and Aerospace conducted 
the First of Type FAT on the first Mk 2 Canister 
Launcher, before completing FAT on the second 
Launcher. Representatives from Raytheon 
Australia were present to witness this occasion.

Kongsberg Defence and Aerospace’s Vice 
President Air Defence Programs, Mr Leif Roar 
Olsen, welcomes the achievement of this 
critical project milestone, highlighting the close 
partnership shared between the Kongsberg 
teams and the importance of technology 
transfer in delivering this transformational 
capability for the Australian Army.

“Successful Factory Acceptance Testing of the 
first Mark 2 Canister Launchers is a significant 
milestone for Kongsberg. We have also been 
working closely with our Australian colleagues 
to ensure that we have a local workforce with 
the technical skills and expertise required to 
undertake final assembly, integration, and test 
of Army’s NASAMS Canister Launchers, as well 
as supporting them whilst in service. Project 
Engineers from Kongsberg Defence Australia 
recently travelled to Norway to learn about the 
Canister Launchers from Kongsberg specialists 
in preparation for shipment to Australia in early 
2022” said Mr Olsen.

Prior to the 2022 delivery to Raytheon 
Australia’s Centre for Joint Integration in 
Mawson Lakes, the Canister Launchers will be 
painted by a local South Australian supplier, 
before being used as part of the Fire Distribution 
Centre First of Type Factory Acceptance Test 
in Q1 and Q2 of this year. Formal delivery of 
the first two launchers to Raytheon Australia is 
scheduled for July 2022.
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opened a huge missile integration facility at Mawson 
Lakes in Adelaide. This was done specifically for LAND 
19 Phase 7, but as the largest such plant outside the 
US it has considerable expansion capability.

Such a development would be consistent with the 
government’s aim of establishing a Sovereign Guided 
Weapons and Explosive Ordnance Enterprise – which 
by the way appears to have stalled. After much fanfare 
and an announcement on March 2021 by the Prime 
Minister that $1 billion of Defence funding would 
be brought forward, the government has now gone 
very quiet. It was expected that a strategic industry 
partner would be announced in November, but the 
government is refusing to say when it will be made. 

Another unanswered question APDR put to 
Defence was: 

“Are there any projects that will give the ADF an 
anti-drone capability especially against threats such 
as swarming small quadcopters and the like.”

We suspect that the answer is “no”. 
Even though Defence is spending billions of dollars 

combating future advanced aerial threats, there seems 
to be little formal interest in lower end scenarios. 
Ironically, the history of recent combat tells us that 
engagements of this kind are becoming increasingly 
common and increasingly lethal. The ADF in general 
and the Army in particular is poorly equipped to 
counter these threats and would be almost helpless 
against a determined foe using various numerous, 
small cost weapons. They can even be used to attack 
and destroy large, conventional air defence systems 
such as NASAMS.

It is unrealistic to use an AMRAAM C-7 or an 
AIM-9X – let alone an AMRAAM-ER – against a bunch 
of quadcopters bought from Kmart and each carrying 
a 1kg shaped charge. Even with local manufacture, 
the quantities of these highly capable missiles will 
still be limited. And the cost! An AIM-9X is around 
$500,000 dollars; an AMRAAM-D is in excess of $2 
million a shot, compared with a few hundred dollars for 
a modified toy – or a few thousand dollars for a cheap 
but robust military grade loitering munition.

Several Australian companies are taking the initiative 
in developing high-capacity anti-drone systems in the 
belief – perhaps hope – that the ADF will eventually 
catch on. In the meantime there are a growing number 
of opportunities on the export market and – not for 
the first time – Australian technology might be taken 
up faster overseas than at home, despite us currently 
having the world’s 12th largest defence budget.

A company that has made a significant investment 
in the domain is Canberra-based EOS, who have 
been working on an integrated solution called Titanis. 
It is modular in nature and is made up of a radar, 
electro-optic sensor, a rapid firing cannon, jammer and 

high powered laser taking advantage of a great deal 
of work previously undertaken with remote weapon 
stations. The company has also developed the C2 
system so that all elements work together seamlessly. 
It is small enough to be mounted on a vehicle such as 
an 8x8 Boxer or something similar.

Speaking with Matt Jones, EOS Defence Systems 
Australia CEO, he explained recent activities:

“We are about to undertake more field trials with 
a particular focus on our forward operating base, 36 
kilowatt fixed site laser. This will be done locally in the 
next few weeks against a number of static and mobile 
targets in the air and on the ground. These are full 
end-to-end tests of the system and to date everything 
has been progressing well. 

“We have a proven, integrated approach where we 
have been using the RWS for hard kill solutions to 
protect vital assets such as airbases. We have also 
demonstrated passive detection and tracking, as well 
as soft kill anti-drone technology. The current step is 
to include the directed energy (DE) weapon in the 
solution, which will be tested against Group 1 and 
Group 2 targets – and up to Group 3 in time. While we 
are concentrating on the 36 kilowatt laser, we are not 
too far away from introducing a +50 kilowatt capability.

“EOS has particular skills at steering laser beams 
and focussing them at considerable range due to our 
work in tracking space debris.”

A Group 1 target is classified as a small hand 
launched nano device; Group 2 is a slightly larger 
UAS – and so on. Titanis is designed to be able to 
detect, classify, track and destroy multiple Group 3 
and below targets in a short period of time. The ability 
of a laser to destroy or disrupt them is based on a 
number of factors, including range and the types of 
materials from which the UAS is made. 

In the coming months EOS will look to further reduce 
the size and weight for mobile vehicle employment while 
increasing the power output for the laser. The company 
will soon move from generator to battery stored 
power in conjunction with another Australian firm. Matt 
Jones says that this solution is quite advanced and is 
currently in factory acceptance testing.

While there are a many anti-drone systems that 
offer jamming, there are very few – if any – that 
combine these and incorporate hard kill and a high 
powered laser. The laser has a number of advantages, 
especially that they can cover the entire hemisphere, 
including vertical attacks – which is the preferred 
method of many small loitering munitions. Against 
these a conventional anti-aircraft system is almost 
useless since they rarely are able to elevate the gun 
barrel beyond 60 degrees.

As long as it has power a laser can keep firing 
indefinitely – well beyond the point where other 

systems have used all of their ammunition, let alone 
the relatively small number of costly defensive missiles 
available to solutions such as LAND 19 Phase 7B and 
the future AIR 6500. Because the laser beam travels 
at the speed of light multiple engagements can take 
place within a few seconds and once a target has 
been acquired, hitting it is fairly straightforward since 
its own speed and manoeuvrability is largely irrelevant.

In addition to a dedicated solution in the form of 
Titanis, there is no reason why the EOS laser could 
not be fielded in various armoured vehicles to greatly 
improve their defensive capabilities. Currently various 
hard kill solutions such as Trophy and Iron Fist are 
preferred but in the future directed energy weapons 
with a destructive range of up to 4km – and the 
ability to damage electronics multiples of that – could 
provide an outer defensive layer.

Another Australian company that has developed 
very successful jammers is DroneShield. It uses 
elements of artificial intelligence to produce systems 
that counter a range of uncrewed aerial systems 
(UAS). Asked for his assessment of the capability 
gap, CEO Oleg Vornik said:

“Airspace defence continues to rapidly evolve, to 
match the wide ranging nature of threats in today 
warfare. Small (class 1-3) drones can threaten larger 
GBAD systems and provide an additional edge 
in battlefield surveillance, as seen in the Armenia-
Azerbaijan and Russia-Ukranian conflicts, as well as 
Middle Eastern Houthi attacks, amongst many others. 
C-UAS defence typically cannot be provided by 
repurposed systems, and required a dedicated layer 
of C-UAS detection, tracking and defeat solutions.

“Programs such as LAND19 Phase 7, can close 
this key emerging vulnerability at a relatively low cost 
in relation to the overall size of the program. Today’s 
C-UAS solutions go beyond “standalone boxes” and 
are fully integrable components into the larger GBAD 
and other systems, compliant with common interface 
standards, and are intuitive to use by what we call a 
“distracted operator” – a good C-UAS system does 
not require a dedicated person to operate it, and can 
even work fully autonomously.

“Such systems enable protection against a variety of 
robotic threats in multi-domain environment, including 
aerial, ground and sea based robotic threat platforms. 
Additionally, while such systems can be built and 
delivered relatively quickly, it is important to include 
C-UAS in the overall design as early as possible, 
especially if there is a degree of software or hardware 
optimisation for the specific project involved.

“It would be prudent for the Commonwealth to 
consider C-UAS as a funded option across the key 
current programs, such as Land 125 Ph4, Land 400 
Ph3, and others.”
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HOBART CLASS UPGRADE TO INCREASE  
ANTI-AIR LETHALITY

For combating high intensity aerial threats, the principal assets of the RAN are their three aptly named Air Warfare Destroyers. 
These 7,000 tonne Hobart class DDG ships are equipped not only to protect themselves but an entire task group with an 
umbrella of defensive missiles with ranges in excess of 150km – and potentially much further than that. The heart of this 

capability is the Aegis radar and fire control system from Lockheed Martin that is about to undergo an upgrade designed to keep 
pace with technological evolution.

L ike many navies, the RAN takes a layered 
approach to self-defence with short 
range capability provided by Evolved Sea 

Sparrow Missiles (ESSM) with a range of 30km, 
plus the Standard Missile family for longer range 
engagements. The current generation SM-2 has a 
range of around 200km and can reach an altitude 
of 25km, or 80,000ft. These will be supplemented 
by SM-6 with almost double the range to 330km 
and ceiling of 34km / 110,000ft. In the future SM-3 
could be added to the mix for an exo-atmospheric 
anti-ballistic missile (ABM) capability.

The task of detecting, tracking and engaging 
multiple hostile targets of different sizes, speeds 
and coming from different directions in a complex 
environment is not simple. In the 1960s to counter 
the rapidly increasing number of threats during the 
Cold War the USN moved from guns to missiles, 
and this was accompanied by the development of 
long range phased array naval radars. To make it 
all work, complex software was developed, and the 
overall package was known as Aegis – a protective 
shield from Greek mythology. Several generations 
later the name remains but the product has been 
progressively evolved.

As well as the USN and the RAN, there are 
numerous international users, including Spain, 
Norway, Japan and South Korea, with Canada 
to join the club in the near future. Like an Apple 
iPhone, there are various versions of Aegis 
defined by age and functionality. The Hobart class 
currently use software labelled Baseline 8, which 
will be upgraded by Lockheed Martin Australia to 
Baseline 9. This version of the software will also 
be used for the future Hunter class frigates combat 
systems, which will also use Aegis.

This is part of a Defence plan to standardise 
on the Aegis baseline, most importantly because 
of the combat capability it provides, and which 
guarantees interoperability with the USN. 
Commonality with the Hunter class is also expected 

to reduce costs through shared maintenance, 
support and training. It is anticipated that from 
an operator perspective the Hobart and Hunter 
combat systems will be virtually indistinguishable.

Baseline 9 has been certified and is in 
use with the USN as well as the Japanese 
Maritime Self Defence Force – a consideration 
in possible trilateral operations. To introduce it 
into the Australian environment a certain amount 
of software design work needs to take place 
because our ships are slightly different from 
those operated by the USN. This is the task 

that Lockheed Martin Australia has started – for 
which they have received a $33 million contract - 
along with partner companies such as Saab. The 
role of Saab is to supply the Australian Tactical 
Interface – previously provided in a non-sovereign 
capacity by Kongsberg – which will do things such 
the management of the anti-submarine warfare 
element within the overarching Aegis software.

The Australian system will have advanced 
functionality with both anti-air and ABM 
capabilities integrated into a single program. This 
is being done at the direction of the USN because 

An SM-2 standard missile is launched from HMAS Hobart missile firing off the coast of Hawaii during Exercise Rim of 
the Pacific 2020. Credit: CoA / Ernesto Sanchez

The task of detecting, tracking and engaging multiple hostile 
targets of different sizes, speeds and coming from different 

directions in a complex environment is not simple. 



contractually they are the supplier to the RAN 
via the FMS system. All of the USN is moving to 
Baseline 9 so that their DDG fleet from the oldest 
Ticonderoga class through to the newest Arleigh 
Bourke destroyers can carry out both anti-air and 
ABM missions seamlessly.

Baseline 9 also allows the use of Cooperative 
Engagement Capability (CEC) between various 
platforms – including aircraft – but its basic 
purpose is to enhance each ship’s defensive 
firepower. The system is radar agnostic, which is 
vital given that the Hunter class will use arrays from 
Australian supplier CEA, which are quite different 
from the USN AN/SPY series currently supplied 
by Lockheed Martin but with the next generation 
coming from Raytheon.

Once Baseline 9 is implemented it will give 
Australia the capacity to undertake mobile ballistic 
missile defence (BMD) from a ship – with a few 
additions such as the inclusion of multi-mission 
signal processors and the introduction of SM-6 
and ultimately SM-3. This is not to minimise the 
challenge of BMD, mainly because of the speed 
of the incoming threat – sometimes around Mach 
30 – which reduces the engagement time to a very 
small window.

For CEC, in summary Aegis takes information 
from radars, electro-optic, electronic warfare and 
sometimes underwater sensors to form a three-
dimensional picture of not only the ship but also 
the task group it is protecting. It tracks all of 
the objects, friendly and hostile, and makes a 

determination if any of them are a threat and, if so, 
assesses which is the best weapon to use against 
it. The system first looks at its own weapons – but 
it is also aware of other available platforms that are 
connected and if any of them has a better firing 
solution automatically switches the engagement 
to them.

To achieve this, very high data rates are required 
in addition to extremely stringent network security 
protocols. This means that even if one ship in a 
task group could fire a missile at an incoming 
threat, a neighbouring platform will be the one 
used by the system if it is assessed as having a 
greater probability of success. Rather than starting 
the entire process again, the selected platform 
receives all the data that has been collected – 

PHILIPPINE SEA (July 7, 2021) The Arleigh Burke-class guided-missile destroyer USS Benfold (DDG 65) launches a standard missile (SM) 2 during a live-fire missile exercise with 
the Republic of Singapore Navy during Pacific Griffin 2021. (U.S. Navy photo by Mass Communication Specialist 2nd Class Deanna Gonzales)
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including tracking information – allowing it to 
engage the threat as quickly as possible.

When the Hunter class enter service in the 
2030s, their combat information centres will be 
largely indistinguishable from those of the Hobarts, 
using the same layout and much of the same 
hardware. The two classes might receive new 
weapons at different intervals – high powered 
lasers are not far away – but essentially their 
combat system performance will be identical, 
noting that Saab is also part of the mix for the 
future frigates.

Another possible inclusion in the Hobart class 
upgrade will be the introduction of Hawklink, which 
will allow the transfer of large volumes of data to 
and from the ship’s MH-60R helicopter. The US 
has cleared Australia to receive it, but to date its 
integration has not been confirmed.

The current design phase is expected to run for 
another two years and then with implementation 
starting towards the middle of the decade. 
However, matters of precise timing are still rather 
opaque because they are decisions entirely for the 
RAN and will be based on a variety of factors such 
as ship availability. 

The LMA maritime surface combatant team 

is based at Mawson Lakes in Adelaide, which 
is a relatively convenient location given that the 
upgrade work will take place at ASC in Osbourn 
a few kilometres away. At the moment there are 
about 100 people involved, with some also located 
at Garden Island in Sydney. The company has 
also been able to redeploy the vast majority of 
engineers from the discontinued Attack class 
submarine program, for which LMA was also the 
prime system integrator.

However, as impressive as this Aegis and CEC 
are from the point of view of technology, one 
wonders how it will work in practice if and when 
ships from different nations are in a combined 
formation during a time of crisis. The essence of 
the system seems to be that it is shooter agnostic, 
with a properly equipped ship from the USN able 
command a RAN vessel to fire missiles at a target 
that it, or even a third party, has acquired and 
classified as hostile. This implies that the ship 
doing the firing has given up sovereign control of 
its weapons.

What happens if a USN destroyer detects, 
tracks and assesses an air target as hostile with 
a ship from the RAN having the only available 
firing solution. The RAN ship duly fires and downs 

the aircraft, only to then discover that it is a 
Chinese commercial airliner. Despite advances 
in technology, these things continue to happen 
with depressing regularity and certainly cannot be 
discounted in the future, particularly when crews 
are fatigued and under pressure.

Another scenario in a time of extreme tension 
could see an RAN ship – if it happens to be the task 
force commander (these things are often rotated) – 
command a USN asset to fire on the threat, destroy 
it and thereby trigger a major conflict. That could 
ultimately lead to a nuclear exchange, for which 
presumably in these circumstances Australia 
would carry legal as well as moral responsibility.

Discussing this with Neale Prescott, Director 
Business Development, Lockheed Martin Australia, 
he said:

“These are important questions that are relevant 
to the Rules of Engagement (ROE) and the vital 
role of the International Policy Branch within 
Defence. The "Command and Doctrine" elements 
of Aegis can, and are, tailored to reflect the ROE 
for a specific theatre or operation. Further, they 
may be tailored for threats relevant to Australia 
and may differ to other allies or the location of 
operations. 

“This is a matter for the Royal Australian Navy 
and Australian Defence Force to determine how 
they tailor Aegis and the extent of multinational 
operations that include engagements with 
participation from two or more countries. The 
vital point you raise is to conduct Joint All Domain 
Operations with combatants from more than one 
country requires the technical, political, diplomatic 
and legal elements to be aligned. This leads to 
the very important process of verification of these, 
which can be achieved through major training 
activities such as Pitch Black, Talisman Sabre, 
RIMPAC, Red Flag.”

A final, more practical, issue to consider 
regarding system effectiveness is how it will work 
in real world scenarios rather than during missile 
firing exercises. Almost all of these take place in 
calm, clear weather with the ship stationary or 
moving forward at around 5 knots. One wonders 
how everything will work in Sea State 6 or 7 with 
the ship zig zagging violently at top speed, which 
it will need to do to overcome the problem of 
blind arcs for the fire control radars necessary 
to direct outgoing missiles. In addition, Aegis is 
a large, complex, federated system that needs to 
be maintained at sea – something that requires 
considerable effort.

These are other good reasons to have regular 
and realistic exercises.

Petty Officer Boatswain Robert Filzer from HMAS Sydney conducts training with the Aegis Combat System onboard 
USS Kidd. Credit: CoA / Sarah Ebsworth
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The Australian system will have advanced functionality with both 
anti-air and ABM capabilities integrated into a single program. 
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AIR5428 PILOT TRAINING BROADENED TO 
INCLUDE A MULTITUDE OF ROLES

According to Defence, Project AIR5428 Phase 3 seeks to acquire and seamlessly transition to a future Air Mission Training 
System (AMTS) for Air Force Officer Aviation (Mission) training at the Air Academy in East Sale. The new system will be 

transformative, evolvable, flexible and enduring and employ the most appropriate and up to date training methods, tools and 
technologies to produce fifth generation (and beyond) Officer Aviation and Aviator (Mission) candidates.

Air Mission personnel are essential to 
delivering air and space capability in support 
of the Joint Force. Air Mission personnel 

operate systems in ADF aircraft or on the ground 
to provide surveillance, air and space awareness, 
air defence, remote aircraft operations, strike and 
electronic warfare. Defence says it is conducting 
a multi-stage open tender Industry engagement to 

ensure it leverages industry expertise in the design, 
development and delivery of the future AMTS.

A Request for Information was released to Industry 
in September 2020 to understand capability options, 
technologies, and additional considerations related 
to the AMTS. The forward indicative schedule for 
the AIR5428 Phase 3 Industry engagement is as 
follows:

- An Invitation to Register Interest (ITR) was 
released to industry on February 2, with a briefing 
to take place on February 21; the ITR closes on 
April 11;

- The release of Request for Tender (RFT) should 
occur in either Q3 or Q4 of calendar year 2022.

That will be followed by the usual process of 
selecting the preferred bidder, offer definition 

AIR5428 PHASE 3

A No. 2 Squadron E-7A Wedgetail on a training sortie.
Credit: CoA / Shannon McCarthy
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activity and approval from government for 
contract signature.

It is understood that the roles and platforms for 
candidates generated out of the Air Mission 
Training System are likely to be: 

• Air Battle Manager: Control and Reporting Units 
(3CRU, 114CRU, 1RSU then potentially E-7A)

• Air Traffic Control: Rating training at operational 
ATC flights

• Airborne Electronic Analyst: P-8A, G550, E-7A, 
MQ-4C, MQ-9B or posting to Distributed Ground 
Station-Australia

• Weapon Systems Operator: F/A-18F, EA-18G or 
MQ-9B

• Maritime Patrol & Response Officer: P-8A, G550 
or MQ-4C

• Air Mobility Officer: KC-30A or C-130J
• Operations Officer: Squadron or Headquarters 

operations duties (various)
At least two companies have indicated their 

interest to APDR: the AIR5428 incumbent Lockheed 
Martin Australia and global training giant CAE.

Speaking with Neale Prescott, LMA’s Director 
Business Development Rotary & Mission Systems, 
he explained that few aspects of air officer career 

development are more important than the building 
blocks that tie together leadership, domain 
knowledge, and operational skills. In his view these 
foundations ensure that the Australian Defence 
Force (ADF) has aviation officers who are not only 
ready for their operational training, but who also have 
the airmanship and understanding of air operations 
to deliver decisive effect in an increasingly complex 
and volatile strategic environment. He continued:

“Lockheed Martin Australia is ready to continue 

our partnership with the Royal Australian Air Force 
(RAAF) in developing a next-generation Air Mission 
Training System (AMTS) that provides every officer 
candidate the knowledge and skills required to 
succeed and lead across the RAAF’s multi-role, 
next generation mission set. Our proven success 
as a training system integrator for both ab initio and 
advanced programs with a diverse training portfolio 
across pilots, rear crew, airborne system operators, 

and related roles makes us uniquely qualified for this 
challenge. 

“Providing Air Academy level training around the 
world is a core competency. Our training systems 
prepare the next generation of pilots with the 
skillsets to progress to advanced military aircraft, 
like the F-35, while reducing training time, lowering 
training costs, and increasing throughput. Our 
experience in this domain includes a critical role 
in producing Australian military pilots through the 

AIR5428 Phase 1 Pilot Training System – a turn-
key solution tailor-made for the ADF. Our AMTS 
solutions will leverage synergies and lessons from 
Phase 1 to drive efficiencies and cost savings.”

He said that Lockheed Martin Australia also 
delivers thought leadership for Australia across a 
broad range of domains including pilot training, 
combat systems integration, rotary wing systems 
and sustainment, 5th generation air combat 

A No. 6 Squadron EA-18G Growler aircraft departs for a flying operation during Exercise 
Arnhem Thunder, at RAAF Base Darwin, Northern Territory. Credit: CoA / Stewart Gould

AIR5428 PHASE 3

Air Mission personnel are essential to delivering air and space 
capability in support of the Joint Force. 
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capability, and air, land, sea, and space surveillance. 
He continued:

“In addition to our Australian partnerships, we will 
leverage systems integration experience, technology 
reuse, and best-in-breed partnerships from a diverse 
portfolio of relevant, successful programs around 
the world. Comprehensive training programs like 
the Singapore Basic Wings Course, the United 
Kingdom Military Flying Training System, the C-130J 
Maintenance and Aircrew Training System, and 
F-35 pilot and maintenance training demonstrate 
Lockheed Martin’s proven ability to tackle integration 
and multi-role complexity for the AMTS. Lockheed 
Martin’s performance-based training programs are 
focused on delivering better training outcomes with 
lowered attrition and increased value for money.”

According to Mr Prescott, the AMTS solutions will 
be Australian-led, emphasise the key skills inside 
cutting edge technology, and optimise the balance 
of live and synthetic training:

 “We are combining expertise from our broader 
training enterprise with significant local content 
to support sovereign capability and sustainable 
business growth in the Commonwealth. We are 
focused on accelerating mission readiness and 

that starts with an AMTS which leverages the latest 
training technologies and methodologies to deliver 
a solution specifically targeted toward the digital 
generation of aviation officers. Remaining focused 
on what’s best for capability as the ADF’s right-hand 
partner in aviation training is our program mission.”

The perspective of CAE was provided by their 
Australia-Pacific Managing Director, Matt Sibree, 
who confirmed the company’s strong interest in 
the project. He explained that the needs of the 
ADF have become more complex since the days 
of Project AIR5428, with the RAAF in particular 
introducing more platforms with numerous, diverse, 
highly capable sensors – hence the need for 
AIR5428 Phase 3. He said:

“This is a complex problem for any training 
systems integrator to address. The project covers a 
diverse range of skills that need to be developed – 
everything from Air Battle Manager, an Air Combat 
Manager on a Super Hornet, an EW specialist on 
a Growler, or someone in the back of a Wedgetail 
or P8-A. More complexity is introduced through the 
need to train personnel operating remotely piloted 
systems.

“The challenge is developing a training solution 

that is efficient and can also develop all of the 
separate competencies that are required. In Australia 
we try and reduce the burden on operational units 
and prefer to have people reaching their squadrons 
with quite a high level of capability – which is not 
something that all air forces prefer.”

He explained that the project is a good fit for 
CAE because not only is it a professional training 
company but that it has always had a particularly 
strong focus on aviation and the air domain. He said 
that the company had teamed with Cobham Aviation 
in November to form Team AUStringer – the name 
is a slightly obscure reference to French falconry. 
He says it will combine best-in-class training, 
leading-edge training technology and proven 
operational expertise to present a proposal to the 
Commonwealth for a sovereign, transformative and 
enduring mission training system. The solution will 
feature a comprehensive training package, including 
ground-based and airborne training and a digitally-
enabled integrated learning environment.

He continued:
“The integrated and comprehensive training 

solution will provide the knowledge, skills, ground-
based training and live airborne training necessary to 
develop proficiency to operate in a fifth-generation 
mission environment. Graduates will proceed to 
operational conversion training at RAAF frontline 
units for assignments on a variety of aircraft types, 
including the P-8A maritime patrol aircraft, F/A-18 
Super Hornet multi-role fighter, E/A-18 Growler 
electronic warfare aircraft, E-7A Wedgetail airborne 
early warning and control aircraft and others. The 
AMTS will also deliver all the instruction necessary 
for air traffic controllers and operations officers 
to develop the fundamental aviation knowledge 
required to support RAAF missions. For his part 
John Boag, CEO, Cobham Aviation Services, said:

“Cobham, as the largest employer of mission 
aircrew in Australia outside the Australian Defence 
Force, is well positioned to provide deep airborne 
operational capability and mission expertise as part 
of Team AUStringer. Cobham has more than 25 
years experience in delivering aviation services to 
the Australian government. We recruit, train and 
deploy our own mission aviators to conduct a range 
of special operations in complex environments. We 
are thrilled to be teaming with CAE Australia to build 
Australia’s sovereign industry capability.” 

Matt Sibree concluded by saying that CAE also 
has a strong pedigree in project management – 
something that will be required for something this 
complex that will need to be frequently updated 
to remain current with numerous platforms and 
sensors. 

Royal Australian Air Force Air Traffic Controller, Flight Lieutenant Vanessa Stothart, from 453 Squadron Pearce 
Flight, works in the air traffic control tower during flight operations at RAAF Base Pearce, Western Australia.  
Credit: CoA / Ronnie Baltoft

AIR5428 PHASE 3

He explained that the project is a good fit for CAE because not 
only is it a professional training company but that it has always 
had a particularly strong focus on aviation and the air domain. 
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GEOFF SLOCOMBE // VICTORIA

BUILDING A SECURE FULLY NETWORKED 
FORCE

As long ago as 2007 then Chief of Defence Force Angus Houston wrote “The ADF must move to develop a hardened, 
networked, deployable joint force that is characterised by adaptability and agility to handle the full range of military operations 
across the full spectrum of conflicts.” In effect, he was kick-starting the drive within the ADF to adopt the principles of network 

centric warfare.

A Royal Australian Air Force E-7A Wedgetail aircraft from No.2 Squadron takes off from Eielson Air Force Base in Alaska, United States. Credit: CoA / Bronwyn Marchant

Because it is widely recognised within Defence 
and Government that modern warfare is a 
joint activity and requires the greatest possible 

degree of integration across all elements, Defence 
requires technologically advanced, networked and 
integrated systems. These include land intelligence, 
surveillance and reconnaissance and electronic 
warfare capabilities for joint and coalition operations.

For this article a Defence spokesperson told APDR 
that:

“The Australian Defence Force is a well-trained 
and modern military which operates as an advanced 
and agile joint force. Critical to the ADF’s ability is the 
realisation of Defence’s plan for the ADF to become a 

fully networked force. This is a constant and evolving 
journey as technology, capability and operational 
requirements and threats change.

“Today, the ADF can securely track our personnel 
anywhere in the world, we can share situational 
awareness across the force and the Chief of the 
Defence Force can communicate directly with front line 
troops as a situation unfolds. The modern ADF is able 
to reorientate rapidly to meet emerging requirements. 

“This is enabled by our command and control 
systems which can integrate and exploit the networking 
capabilities built into our cutting-edge capabilities, such 
as F35 Lightning II, P8 Poseidon, E7 Wedgetail, Air 
Warfare Destroyers or Army’s new fighting vehicles.”

NETWORK CENTRIC WARFARE
The overwhelming influence of information and 
communications technology is changing society at an 
extremely rapid pace. In military affairs it is enabling 
a fundamental shift from platform centric warfare to 
network centric warfare (NCW).

The ADF’s move to NCW requires it to integrate all 
three services plus intelligence and cyber groups into 
a secure fully networked force, enabled by technology.

It is worthwhile to spend a short time reminding 
ourselves of the key characteristics of NCW, together 
with its advantages and some potential downsides.

Rapid advances in information and related 
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technologies allow military forces to detect, identify 
and track a far greater number of targets over a larger 
area for a longer time than ever before.

Increasingly powerful information processing and 
communication systems offer the ability to distribute 
this data more quickly and effectively. The result is 
a dramatic improvement in the quality and quantity 
of information that modern military organisations can 
collect, process and disseminate.

It is also changing the relationship between fire 
and manoeuvre. Networking long-range sensors and 
weapons allows concentrated fire from dispersed 
platforms on a common set of targets.

Networking thus allows the potential massing 
of effects without massing forces. It also reduces 
vulnerability by denying an adversary the ability to 
target forces with their own long range strike systems, 
while increasing the tempo of military operation by 
reducing the delay between observation and action.

There are several key elements in the definition of 
NCW that merit emphasis. There are geographically 
dispersed forces, a knowledgeable force which can 
self-synchronise with the received information, having 
effective linking as required among friendly entities in 
a battle zone as well as knowledge of that zone, the 
ability for rapid manoeuvre into required fire positions, 
focused logistics, and protection for friendly forces.

There are also some challenges arising from NCW 
which must be recognised.

First and foremost, there is a trade-off between 
information access and security. If an adversary 
can gain access to the network, then they can see 
everything that friendly forces can see.

Insurgents and terrorists require very little information 
to execute their plans and usually operate within 
populated areas. Therefore, accurate and timely 
location information is crucial.

Command’s decision-making time is shortened, 
which might potentially lead to shortcuts and poor 
decisions, in the fog of war.

The amount of data being transmitted might clog-up 
the communications network, causing more important 
urgent messages to be delayed.

There is potential for more senior headquarters, 
above the field commander’s levels, to butt in either at 
their own behest or because of political pressure being 
exerted from above. They will also want to know that 
the Rules of Engagement are being followed.

One of the fundamental principles of successful 
transformation to NCW operation is self-synchronisation. 
By empowering troops via the common operational 
picture, they will be able to act more quickly and 
decisively to enhance both the speed and continuity 
of operations. This also implies a decentralisation of 
control downwards which can be challenging.

THE ADF’S NETWORKS
Land communications are these days usually carried 
over optic fibre networks which have good capabilities 
for intruder detection. Once signals are transmitted 
through the air, the possibility of receiving them 
by an enemy is greatly increased despite the ADF 
using frequency agile radios with differing types of 
modulation. Whether that adversary can make sense 
of them or not depends of the level of selected 
encryption.

As electronic warfare capabilities increase, more 
passive and active defences might be required to 
prevent jamming of communication channels. The 
acquisition by the RAAF of EA-18G Growler electronic 
attack aircraft is an example of Defence’s intention to 
suppress enemy intercept facilities when necessary. 

ADF personnel have access to up to three 
communication networks depending on their level of 
security clearance. 

Those with high level clearances, and who are 
involved with planning or operations, can access the 
Defence Secret Network which is available to them 
both domestically and internationally, providing they are 
using it from a protected location.

It is common to talk about Red and Blue zones 
where personnel can access the Secret Network. As 
one might expect, Red zones are secure locations 
where emissions are screened at every stage apart 
from directional aerials.

The author has been taken on personal tours of 
various warships by a ship’s officer, with the only no-go 
areas having been private quarters, the communications 
red zone, and the always locked cabin where the ship’s 

secret documents and instructions are kept.
For routine communications, which nevertheless 

are not wanted to be in the public domain, there is the 
Defence Protected Network.

The Defence Remote Electronic Access and Mobility 
Service (DREAMS) enables authorised defence 
personnel to access the Defence Protected Network 
remotely.

For everyday matters, which are unclassified, 
personnel can use the public telephone network and 
selected VHF/UHF radio frequencies.

CHARACTERISTICS OF SECURE 
COMMUNICATION SYSTEMS
The key characteristics of communications security are 
restricted availability, access control, authentication, 
confidentiality and integrity. 

Self-evidently only authorised persons should 
have access to, and the ability to initiate or receive 
communications in, the chosen communications 
medium. Authentication confirms or proves the identity 
of the sender or receiver of the communication. 
Confidentiality means only sender and receiver should 
be able to understand the message as transmitted. 
Integrity means the message has not been altered by 
accident or external intrusion to achieve non-repudiation.

Secure communication systems aim to create a 
low probability of interception for transmissions, a low 
probability of detection by using security measures, 
and anti-jam or resistance to jamming techniques.

Transmission security is part of communication 
security and is implemented and managed through 

Two Royal Australian Air Force EA-18G Growler aircraft from No. 6 Squadron, taxi during Exercise Red Flag Alaska 
21-3 at Eielson Air Force Base in Alaska, United States. Credit: CoA / Bronwyn Marchant

COMMUNICTIONS

Asia Pacific Defence Reporter FEB 2022 29



several techniques such as burst encoding, spread 
spectrum and frequency hopping. Each transmission 
stream is secured through a transmission security key 
and cryptographic algorithm. Both the security key 
and algorithm enable the creation of a pseudorandom 
sequence on top of the transmitted data.

Threats to communications network security can only 
increase as electronic warfare techniques and weapons 
become more sophisticated, capable and prevalent 
amongst likely adversaries. As can be expected, there 
is also a serious security exposure where allies do not 
possess the same sophisticated protections in their 
communication systems and training, yet need to share 
information with the ADF.

The ‘Secure Communications System’, developed 
by Canberra-based Northrop Grumman M5 Network 
Security and in-service since 2015, takes advantage 
of easily accessible public or private Internet Protocol 
connections to provide a secure mobile communications 
capability. It allows users to connect easily and securely 
to classified networks from anywhere in the world

The five products in the Secure Communications 
System are a significant improvement on existing 
mobile communications capabilities by virtue of their 
compact size, low operational cost, ease of use, in-built 
cyber protection and the ability to provide simultaneous 
access to multiple classifications of data using a single 
device and carriage service.

JP9102 SATELLITE 
COMMUNICATIONS
JP 9102 for Australia’s next-generation military 
SATCOM capabilities is now in motion, with APDR 
identifying at least five tender bids being submitted 
by the 10 January 2022 deadline. 

Also known as the Australian Defence SATCOM 
System (ASDSS), the project aims to deliver a system 
which will enable the joint command and control 
of deployed joint task forces through resilient and 
responsive communications beyond the range and 
capacity of other communication systems.

The required primary coverage areas of the ASDSS 
are, as expected, an area of the globe taking in 
Australia, all of Southeast and East Asia bounded by 
the Indian and Pacific Oceans. This will be achieved 
by placing two large satellites in geo-synchronous 
orbits. JP9102 has the option to acquire two more 
large satellites in the future. 

A major Defence requirement was for the user 
to have the ability to adapt and reconfigure satellite 
communications during missions. Sometimes these 
will have to be implanted in minutes or just a few 
hours.

For each identified SATCOM mission element, 
all four segments (Ground, Control, Space and the 

individual Terminals) must be interoperable with each 
other. 

Meanwhile in March 2021 the ADF and Inmarsat 
announced that they had agreed to a $221 million 
contract extension for the provision of commercial 
satellite communications airtime services and 
managed hardware.

These services enable a wide range of command, 
control, and situational awareness communications for 
the Australian Defence Force, the wider Department 
of Defence, and its Australian Government partners 
worldwide.

The contract extension between the two parties 
is the result of a successful Defence and industry 
partnership between the two organisations that 
has constantly evolved over the years in support 
of Defence’s changing satellite communications 
requirements. The arrangements of this contract 
extension will run through to 2027.

Brigadier Gregory Novak, Commander Defence 
Strategic Communications Branch, has commented: 

“Inmarsat has supported ADF satellite 
communications requirements at home and overseas 
for over 30 years. This partnership has increased our 
capability to support wide-ranging ADF operations 
and provide greatly improved quality of life services 
for our deployed people.”

The overall commitment of the contract for satellite 
services is now $331m over the 10-year term, 
including options for three extensions of two years 
each, helping to bridge the forthcoming transformation 
in the way the Australian Defence Force acquires and 
uses satellite technologies.

Initially signed in 2017, the partnership between 
the ADF and Inmarsat has now evolved to encompass 
a full Inmarsat Managed Service supporting the 
ADF’s capability requirements. This Managed Service 
takes the form of hardware, software, support, 
training and leasing services. Further enhancements 
are also being delivered through the development 
of a management software package, known as 
the Operational Monitoring and Control System 
(OMCS) that has been developed in line with defence 
requirements over the past three years.

With its successful implementation, OMCS is now 
entering the sustainment and enhancement term of 
the contract through to 2027. This system serves as a 
sovereign virtual satellite operations centre, allowing 
the ADF to independently allocate resources, track 
usage and implement operational changes in real 
time through the bespoke OMCS dashboard. This 
enables the ADF to control its satellite service use 
directly, without the requirement to work changes or 
issues through Inmarsat, which maximises operational 
outcomes as well as cost efficiencies.

COMMUNICATIONS

 A British Royal Marine shouts orders while an Australian Army soldier speaks on the radio at Mourilyan 
Harbour during an amphibious, air-mobile assault as part of Exercise Sea Explorer.
Credit: CoA / Max Bree

Networking thus allows the potential massing of effects without 
massing forces.
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As replacements, the RAAF is on track to have 
receive all 72 F-35s by the end of 2023. This 
means that Australia already has the most 

modern fleet of combat aircraft in the Asia-Pacific, 
if not the world, with the balance made up of 36 
Super Hornets and Growlers. While not a combat 
aircraft, many believe that the forthcoming six or 
seven MQ-4C Triton jet-powered high altitude long 
endurance (HALE) surveillance drones are also 5th 
generation assets. Other modern platforms include 
12 P8-A Poseidon maritime patrol aircraft and six 
AEW&C Wedgetails.

The last few months have been busy with an 
initial four F-35s with No. 75 Squadron deployed to 
Tindal on December 9 for the first time now that the 
base has been upgraded for their use and will be 
their permanent home. On the industry side, BAE 
Systems Australia signed an $80 million, five year 
Air Vehicle Support Services contract with Defence. 
Their Managing Director, Defence Delivery, Andrew 
Gresham, saying: 

“We are delighted to build on the contribution we 
make to the global F-35 program with this additional 
support for the RAAF. We will be leveraging our years 
of experience in fast jet sustainment working side by 
side with the RAAF to deliver aircraft availability and 
capability requirements.” 

Mr Gresham explained to APDR that in addition 
to Australian F-35 aircraft, the company’s regional 
depot needs to be equipped and ready to support 
aircraft from other regional partners, for example: 
the US Marine Corps, South Korea, and potentially 
Singapore. This equates to having a capability (skilled 
people in jobs) and capacity (the infrastructure and 
facilities) to support up to 100 additional F-35 aircraft 
across the Indo-Pacific. Work is underway to both 
modify and extend current facilities and build new 
ones at Williamtown to support this growth. 

He said that a detailed requirements definition 
and design study is being developed with Defence 
to establish scope and timing. Initial designs have 
indicated that the Williamtown facility can be 

upgraded to establish 13 F-35 aircraft maintenance 
bays. Maintaining and sustaining the global F-35 
capability will create around 360 new direct jobs at 
BAE Systems Australia over the next 10 years and 
develop a specialist supply chain across Australia of 
more than 70 SMEs by 2025.

He continued:
“We had such a big year last year that we are 

at a stage now where we need to go back and 
consolidate. We moved all of Hawk trainer aircraft on 
base; we stood up the F-35 depot; and we inducted 
the first F-35 aircraft. In 2022, we are climbing the 
next hill and that is the focus.

“The F-35 is in service until 2075 so we can think 
differently about how we recruit. 

We can think about kids who are six years old 
and make sure they go through school and see this 

operation as an attractive employment proposition. 
We are teamed with the local Regional Development 
Australia Hunter association and also schools to 
make sure they get the enterprise skills and diversity 
required to give them jobs until they retire. Many of 
the people that will work on F-35 haven’t been born 
yet - and that’s mind blowing!

“We have assignments that are for the entire 
Asia Pacific and South Pacific that are enduring. 
This means we can set up capability pipelines and 
ecosystems for supply that last for a long time. This 
required further preparation of our facilities, additional 
technical resources and workforce recruitment and 
training – all of which we have been planning and 
preparing for for some time and present the realisation 
of exciting opportunities from a local STEM workforce 
and local supply chain perspective.”

KYM BERGMANN // CANBERRA

RAAF LEADS THE WORLD IN F-35 
TRANSITION

In a little-known fact, Australia is moving faster than any other nation to replace its legacy combat aircraft with 4.5++ and 5th 
generation systems. The final ‘Classic’ Hornet F-18A/B flight took place on 4 December, marking 30 years of service and after a total 

of 408,000 flying hours. The aircraft was flown by the Commanding Officer of No. 75 Squadron Wing Commander Leon Cossins, 
touching down at RAAF Base Williamtown.

The final RAAF F/A-18 Hornet aircraft to fly in Australia, tail number A21-117, arrives at RAAF Base Williamtown, 
New South Wales. Credit: CoA / Craig Barrett
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A Z-18J AEW helicopter aboard the Liaoning (Zhang Lei - China MoD)

CHINA
China is currently flight testing a new fixed wing 
carrier-borne airborne early warning (AEW) 
aircraft in what is yet another great leap forward 
for the country’s military. It is also a clear 
indication of the continued emphasis on these 
force multipliers by militaries in the Asia-Pacific 
region, which is seeing a multitude of platforms 
entering service – many of them developed 
indigenously. 

Along with the rest of the People’s Liberation 
Army, China’s navy is rapidly growing and 
by 2021 had surpassed the United States in 
numerical terms, with more than 350 frontline 
warships (versus nearly 300 for the USN). 
Its aircraft carriers are a key part of this 
modernisation and expansion. The first two 
aircraft carriers in service with the People’s 
Liberation Army Navy (PLAN) have ski jumps, but 
the third under construction will have a catapult 
launch system able to deploy special mission 

and transport aircraft in addition to fighters 
and helicopters. The new carrier could be fully 
operational as early as 2025 and will feature 
a whole new generation of aircraft, including 
Shenyang J-35 stealth fighters.

Xian Aircraft Corporation has been tasked 
with developing the new KJ-600 AEW aircraft 
for carrier operations. Flight testing has been 
underway for more than a year now, and in 
October 2021 a second prototype was seen 
at Xian. It is expected the turboprop-powered 

KJ-600 will be fitted with an active electronically 
scanned array (AESA) radar mounted on a 
rotating dome, giving the PLAN a capability equal 
to the Northrop Grumman E-2 Hawkeye. 

China’s first two carriers will have to keep 
relying on short-range AEW helicopters. Changhe 
is building the Z-18J for these vessels as well as 
the PLAN’s Landing Helicopter Docks (LHDs). 
The Z-18J AEW rotorcraft is believed to be fitted 
with an AESA radar with a range of around 200 
km. Once in flight, the radar is lowered from 
the aircraft’s rear doors and begins rotating. 
The Z-18J is also fitted with a FLIR turret and 
countermeasures suite. 

Although China acquired nine Kamov Ka-31s 
from Russia fitted with E-801M Oko radars 
these are used on board the PLAN’s guided 
missile destroyers. The Oko radar has a range of 
100-200 km and the ability to track 40 targets 
simultaneously. 

The KJ-600 is the culmination of 50 years of 
research and development in AEW capabilities. 
China has long been interested in acquiring an 
AEW aircraft, starting with the 1970s-era KJ-1, 

based on the Tupolev Tu-4. However, this was 
a failure and cancelled in 1979. In the 1990s, 
China attempted to acquire Beriev A-50 AEW 
aircraft from Russia but negotiations were 
unsuccessful due to the high cost involved. China 
subsequently turned to Israel, but a contract for 
three Phalcon aircraft was cancelled in 2001 over 
pressure from the US government, forcing China 
to develop its own systems.

To date, Beijing has built a range of large and 
small manned AEW aircraft - but it has indicated 

GUY MARTIN // JOHANNESBURG

CHINA LEADING THE ASIA-PACIFIC’S AEW 
RENAISSANCE

The first two aircraft carriers in service with the People’s 
Liberation Army Navy (PLAN) have ski jumps, but the third under 
construction will have a catapult launch system able to deploy 

special mission and transport aircraft in addition to fighters and 
helicopters. 
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the future will involve mostly unmanned systems 
integrated into a network. Steady progress 
is being made in this regard, and in what it 
claimed to be a world first, the China Electronics 
Technology Group Corporation (CETC) in 2018 
revealed the JY-300 AEW unmanned aerial 
vehicle (UAV). The aircraft, similar in appearance 
to the CH-4 UAV but with conformal antennas, is 
around 11 metres long with a 20 metre wingspan. 
CETC highlights low production and operational 
costs and long endurance (around 12 hours). 
Such an aircraft could also have applications 
on aircraft carriers. The YJ-300 is being actively 
marketed internationally and was displayed at the 
2021 Zhuhai air show. 

CETC is also marketing the KJ-500 AEW 
aircraft on the international market. Based on 
the Shaanxi Y-9 quad turboprop, this features 
a triangular AESA antenna array in a saucer-
shaped radome above the aircraft's cabin 
for 360-degree coverage. Various electronic 
support measures (ESM) and electronic 
intelligence (ELINT) fairings are located around 
the fuselage. The KJ-500 entered People’s 
Liberation Army Air Force (PLAAF) service in 
2014/15 - several KJ-500s were deployed to 
Tibet in mid-2017. A naval variant has been 
in service with the PLAN since 2015 and 
subsequently deployed to the Spratley Islands 
in the South China Sea. At least three dozen 
have been manufactured for the PLA, with 
production ongoing. It appears some have been 
fitted with refuelling probes for longer range. 

The KJ-500 appears to be supplanting the 
earlier Shaanxi Y-8-based KJ-200 (Y-8W), which 
features a phased array radar in a ‘balance beam’ 
antenna above the fuselage – this does not allow 
for 360-degree coverage. The KJ-200 first flew 
in November 2001, and around half a dozen 
were built for the PLAAF and half a dozen for the 
PLAN. From 2016 it appears that PLAAF KJ-200s 
had been upgraded with a nose-mounted AEW 
radar antenna for near 360-degree coverage. 

China’s largest AEW aircraft in service is the 
Ilyushin Il-76MD-based Shaanxi KJ-2000, which 
first flew in November 2003. Inspired by the 
Russian A-50I and Israeli Phalcon, the aircraft 
features three AESA antennas in a fixed radome, 
with an estimated range of 470 km and the ability 
to simultaneously track hundreds of targets. 
Aircraft endurance is about 12 hours, with a 
maximum range in excess of 5,000 km. Four 
aircraft were converted and are stationed facing 
Japan and Taiwan. They entered service around 
2006/7.

The PLAAF would have acquired more 
KJ-2000s but were held back by the unavailability 
of Il-76 airframes. It is believed that the KJ-2000 
will be superseded by a new design (possibly 
called the KJ-3000) built by Xian, and based on 
its Y-20 airlifter. The new AEW aircraft will likely 
have an enhanced AESA radar developed by the 
14th Institute, mounted as a conformal system for 
all-around coverage.

The multitude of AEW types in service and 
under development is a clear indication of the 
PLAAF’s drive to introduce new and improved 
aircraft. It has around 400,000 personnel and 
2,000 combat aircraft in its inventory, including 
800 fourth generation platforms and counts 
amongst its modern projects two stealth fighters 
(J-20 and J-31), a stealth bomber (H-20), a 
large transport aircraft (Y-20), attack and utility 
helicopters (Z-10, Z-19, Z-20), UAVs and of 
course AEW aircraft.

Chinese special mission aircraft, including 
AEW platforms, are increasingly being used 

across the country’s sphere of influence, 
including the South China Sea, Nepal and other 
regions. Not merely content to serve the PLA, 
Chinese companies are actively seeking to export 
AEW platforms, and have already achieved some 
sales success.

PAKISTAN
One such sale was to Pakistan, which acquired 
the Y-8-based ZDK-03. Unlike the KJ-200, this 
features an AESA radar in a rotating radome 
mounted above the fuselage. Deliveries of four 
aircraft to the Pakistan Air Force (PAF) took 
place between 2011 and 2015. The type serves 
as the airborne command and control centre 
for the PAF’s JF-17 Thunder fighters, but also 
operates in conjunction with the Air Force’s Saab 
2000-based Erieye aircraft in a high-low mix. 

Four Erieyes were received from Sweden in 
2009/2010 but one was destroyed in a 2012 
Taliban attack – three more were delivered in 
2018/19. They are fitted with the PS-890 radar 
with a range of 300-450 km.

INDIA 
India, like China, is pushing forward with the 
development of its own AEW systems. Aerial 
skirmishes with Pakistan in February 2019 and 
tension with China in eastern Ladakh highlighted 
the importance of AEW capabilities, especially 
in mountainous territory that diminishes the 
capabilities of ground-based radar.

India’s most recent AEW acquisition was 
approved in September 2021 when the Cabinet 
Committee on Security (CCS) authorised a 
US$1.5 billion programme to acquire six Air India 
Airbus A319-100 aircraft and equip them with 
indigenously developed AEW systems for the 
Indian Air Force (IAF). The project had already 
been approved by the Ministry of Defence’s 
Defence Acquisition Council in December 2020. 

The Defence Research and Development 
Organisation (DRDO) is responsible for 
converting the aircraft, with the first flight 
expected in four years, and the project to be 
completed in seven. The Netra Mk 2 system 
destined for the A319s is due to have double the 
range of the earlier Netra installed on Embraer 
EMB-145i jets. These feature a DRDO-developed 
AESA radar with a range of 250-375 km over 240 
degree coverage. Two aircraft entered service, 
in February 2017 and September 2019, after 
years of protracted and difficult development. 
A third is owned by the DRDO as a technology 
demonstrator but has been used by the IAF to 

An Indian Navy Ka-31 (Rostec)

It is believed that the KJ-2000 will be superseded by a new 
design (possibly called the KJ-3000) built by Xian, and based 
on its Y-20 airlifter. The new AEW aircraft will likely have an 

enhanced AESA radar developed by the 14th Institute, mounted 
as a conformal system for all-around coverage.
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monitor border airspace. It is likely that it will 
be formally transferred to the Air Force in due 
course. The DRDO has offered the Netra on the 
Airbus C295 platform - 56 are being acquired to 
replace Avro 748s. 

The six new AEW aircraft will operate alongside 
the IAF’s EMB-145-based aircraft and the three 
Beriev A-50EI aircraft delivered from Russia from 
2009. These are fitted with the Israel Aerospace 
Industries (IAI)/Elta EL/W-2090 Phalcon radar 
with a range of 380-400 km. 

On the naval side, the Indian Navy acquired 
14 Ka-31s from Russia, delivered in batches 
between 2003 and 2013. They are operated 
aboard Talwar class frigates and the aircraft 
carrier INS Vikramaditya. It is expected the 
type will be operated aboard the INS Vikrant, 
India's indigenously-built aircraft carrier, which is 
currently undergoing its third round of sea trials, 
as well as Admiral Grigorovich class frigates. 
In 2020 India requested the sale of ten more 
Ka-31s, with contract negotiations expected to 
commence soon. 

SOUTH KOREA
Outside of China and India, all other AEW 
operators in the Asia-Pacific fly fixed-wing types, 
with little to no local content. Facing a persistent 
threat from the north, South Korea continues to 

modernise its air force and is focussing on high-
tech elements such as fifth-generation fighters 
and AEW platforms. The defence acquisition 
agency (DAPA) is seeking to acquire four 
additional AEW aircraft under the E-X Batch 2 
programme, attracting interest from Boeing, Saab, 
and potentially Israel Aerospace Industries. Saab 
is ready to pitch its GlobalEye and Boeing its E-7 
Wedgetail.

Boeing is already well-established in the 
Republic of Korea Air Force (RoKAF) inventory, 
having supplied four 737-based AEW platforms 
in 2011/12 under the Peace Eye programme, with 
Korea Aerospace Industries (KAI) modifying the 
aircraft with Korean mission equipment. With an 
L-band Northrop Grumman Multirole Electronically 
Scanned Array (MESA) radar, the E-737 provides 
360 degree coverage and can detect aerial 
targets at 320 km and boat-sized surface targets 
at 240 km. The radar can track over a thousand 
sea and air targets simultaneously and handle 
24 simultaneous interceptions, but the E-737 
also has significant intelligence, surveillance 
and reconnaissance (ISR) capabilities built in, 
including through its ESM systems.

South Korea appears concerned over the 
relatively high cost of Boeing’s proposed E-7 sale, 
which may favour Saab, which has built up strong 
relations with South Korea’s defence sector. Saab 

believes its GlobalEye is an ideal complement to 
the E-7, with its S-band Erieye ER radar that offers 
reduced susceptibility to jamming. In the AEW 
role, it has a range of around 550 km, being able 
to track hypersonic missiles and UAVs, but it can 
also detect ground and sea objects. In addition 
to the radar, the GlobalEye has an under fuselage 
surface radar and electro-optical sensor turret. 
It has already been acquired by the United Arab 
Emirates and selected by Sweden. 

Whilst a formal request for proposals is 
awaited, Boeing will in the meantime upgrade 
the RoKAF’s four E-737 aircraft with new mission 
systems - a US $15 million contract was signed 
in mid-2021. The aircraft are getting upgraded IFF 
and Link 16 tactical datalink systems. Upgrades 
are expected to be completed by mid-2025 and 
will enhance interoperability during combined 
US-Korean operations.

AUSTRALIA
The Royal Australian Air Force is another E-737 
operator, having received six E-7A Wedgetail 
aircraft between 2009 and 2012, although 
technical problems and delays meant full 
operational capability was only in 2015. Since 
then, Royal Australian Air Force Wedgetails have 
demonstrated impressive and reliable capabilities 
in support of the air campaign against Islamic 
State over Iraq and Syria.

For the last several years Australia’s Wedgetails 
have been receiving upgrades, first under AIR 
5077 Phase 5A. This covers navigation systems, 
IFF, tactical datalinks, and communications 
systems. Further upgrades under AIR 4077 Phase 
6 will be concluded around 2028. Wedgetails will 
ultimately be replaced under AIR 7002 Phase I, 
which will commence in 2029. 

JAPAN
Bridging the size gap between the E-737 and the 
E-3 Sentry is Boeing’s E-767, which was only ever 
acquired by Japan. Four aircraft were delivered 
from 1998, entering service two years later. They 
mount the E-3’s Northrop Grumman AN/APY-2 
radar on the Boeing 767 airframe. The radar gives 
360-degree coverage out to more than 375 km. 
Over the years the Japan Air Self Defence Force’s 
E-767s have received numerous upgrades. 

They are complemented by smaller but more 
numerous E-2 Hawkeyes, which are vital to 
monitoring Japan’s vast maritime borders. Various 
batches of Hawkeyes have been acquired since 
the 1980s, starting with eight Group 0 models 
and then five Group II aircraft with Lockheed 

AEW

A PLAN KJ-500 (Qin Qianjiang and Zeng Qi - China MoD)

South Korea appears concerned over the relatively high cost of 
Boeing’s proposed E-7 sale, which may favour Saab, which has 

built up strong relations with South Korea’s defence sector. 
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Martin AN/APS-145 radar. From 
2004 Japan’s fleet was upgraded 
to the improved Hawkeye 2000 
standard. 

Between 2015 and 2019 
Northrop Grumman was awarded 
contracts to supply nine E-2D 
Advanced Hawkeyes to Japan 
– four have been delivered from 
early 2019. The E-2D features 
a new avionics suite including 
Lockheed Martin UHF band 
AN/APY-9 radar, which has an 
estimated range of 550 km and 
can apparently identify stealthy 
aircraft. Both mechanical and 
electronic scanning capabilities 
allow the radar to detect 
smaller targets at greater range, 
particularly in coastal regions and 
over land. 

ELSEWHERE IN ASIA
Another Hawkeye operator in the region is the 
Republic of China, which operates half a dozen 
Hawkeyes, received from 1995. These have been 
upgraded to E-2K (Hawkeye 2000) standard 
with APS-145 radar, which can track more 
than 2,000 targets simultaneously at a range 
of over 640 km and control 40–100 intercepts. 
According to Taiwanese media, the Hawkeyes are 
being upgraded under a project that should be 
completed by September 2024. Taiwan is currently 
in discussions with the United States regarding 
the possible purchase of six new E-2D Advanced 
Hawkeyes. 

Singapore was another Hawkeye operator, 
having flown four E-2C Hawkeyes since 1985, 
but between 2009 and 2011 replaced these 
with four Gulfstream G550 Conformal Airborne 
Early Warning (CAEW) aircraft developed by 
Israel Aerospace Industries. These feature the 
EL/W-2085 multi-sensor suite, which provides a 
full 360-degree coverage, out to more than 370 
kilometres. The G550 AEW platform has also been 
acquired by Israel and Italy. 

Thailand is another regional AEW operator, 
having received two former Swedish Air Force 
Saab 340 AEW aircraft equipped with Erieye 
radars. These were delivered from 2010 as 
part of the Royal Thai Air Force’s Gripen C/D 
procurement, which also involved a single Saab 
340 for transport/training. Thailand uses its own 
Link-T datalink system that links the Gripens, AEW 
aircraft, ground-based radars and naval vessels. 

RUSSIA
Russia has some of the largest AEW platforms 
in the region, and is working on future 
replacements. Its Air Force currently flies the 
Il-76-based Beriev A-50, which entered service 
in 1984. 27 were built and around 20 remain 
in service. A Vega Shmel radar is able to track 
between 50 and 60 targets and control 10 to 12 
fighters simultaneously, out to a range of 300 
to 350 km. From 2008, the Russian Air Force 
started receiving upgraded A-50U aircraft, with 
improved radar – seven aircraft have been 
delivered so far, with the next scheduled 
for 2023.

Trials are underway of the new Beriev 
A-100 AEW aircraft, which is built on the 
upgraded Ilyushin Il-76MD-90A airframe. 
The A-100 is fitted with the Vega Premier 
radar, which can detect airborne targets 
at 600 km and ships at 400 km. Deliveries 
are expected around 2024. 

Although the Ka-31 was originally 
designed for it, the Russian Navy has 
just two Ka-31Rs in service, with one 
seen deployed aboard the carrier Admiral 
Kuznetsov during international voyages. The 
Ka-31R has a better mission suite than the export 
models. 

The Ka-31SV (Ka-35) was subsequently 
developed for Russian Army Aviation and 
equipped with the NIIRT L381 mission suite 
designed for overland radar reconnaissance and 
signals intelligence. The type has undergone 

trials in Syria – at least two have been 
manufactured. The Ka-31SV features an airborne 
radar system optimised for the detection and 
tracking of moving targets overland, using a 
deployable antenna similar to the Ka-31. 

The Asia-Pacific is home to an increasingly 
tense geopolitical environment. North Korea 
continues to develop its missile capabilities, 
including hypersonics, while China is rapidly 
building up its military capabilities and 
becoming more assertive in the region, putting 

its neighbours on alert, while tensions linger 
between India and Pakistan. AEW aircraft are 
being acquired by those nations which can afford 
these expensive assets, although the multitude 
of smaller and less expensive options available 
today puts these force multipliers in closer reach 
of many nations in the Asia-Pacific. 

Beriev is developing the A-100 to succeed the A-50 
(Beriev)

Saab's GlobalEye AEW aircraft (Saab)
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Each year, upon the Administration’s submission 
of the President’s Budget request, the 
Secretary of Defense and regional Combatant 

Commanders testify in Congress, defending the 
requested funding. After months of review and 
deliberation, Capitol Hill determines the right tools for 
the nation’s defense efforts and successful strategic 
competition. But most importantly, the 2000+ page 
Fiscal Year 2022 NDAA, authorizing $768.2 billion in 
discretionary spending for national defense is perhaps 
the most revealing document on the U.S. government’s 
level of commitment to not only investments in 
innovation and emerging technologies.

It also reinforces the stance on defending against 
rogue nations and strategic competitors – such as 
China. As the Ranking Member on the Senate Armed 
Services Committee, Sen. Jim Inhofe (R-OK) stated 
during the nomination hearing for Admiral Aquilino to 
be U.S. INDO-PACOM Commander in March 2021:

 “This administration is saying the right things about 
pushing back on Chinese aggression but the key 
indicator of whether or not we're serious about this 
will be what we do with the defense budget top-line. 
The words don't have a real meaning. The top-line of 
the defense budget and the amount of funding for the 
Pacific Deterrence Initiative (PDI) will be the Biden 
administration's first and most important message to 
China.” 

Admiral Aquilino confirmed this, stating that a robust 
top line:

 “….sends a strong message (to China) that the 
entirety of government and the U.S. is focused on 
the challenge that we've identified as it applies to 
the Western Pacific.” And outgoing INDO-PACOM 
Commander Admiral Davidson agreed when he testified 
that, “PDI is the foundational approach to advancing 
capabilities and capacity while strengthening our allies 
and partnerships for an integrated joint force west of 
the International Date Line." 

The challenge these senior military leaders are 
referring to is that since the 1900s, China has been 
undertaking the largest peacetime military buildup in 
history, with the country projecting a 6.8% defense 
budget increase for the next fiscal year. While between 
2010 to 2015, Chinese military spending grew by 
83%, the U.S. decreased its spending by 25 percent. 

ENSURING COMPARATIVE MILITARY 
ADVANTAGE
During Secretary of Defense Lloyd Austin’s nomination 
hearing in January of 2021, Sen. Hawley (R-AR) raised 
the issue of strategic competition with China and 
Russia, asking for commitment that in the upcoming 
National Defense Strategy (NDS), China will be 
unequivocally identified as the top priority challenge 
threat competitor of the United States. Sec. Austin 
confirmed that, “China presents the most significant 
threat going forward because China is ascending.” 

The NDAA’s Sec. 6511. “U.S. Grand Strategy 
with respect to China” enforces the need for this 
commitment by requiring a comprehensive report 
that articulates U.S. strategy with respect to China. It 
includes a description of Beijing’s strategy regarding 
its military, economic, and political power in the Indo-
Pacific region and worldwide, including why it has 
decided on such strategy and what this means for the 
long-term interests, values, goals, and objectives of 
the U.S. The report is also to outline how the U.S. will 
exercise the political, economic, military, diplomatic 
and other elements of its national power to project or 
advance its interests and values.

However, the NDAA’s key component in ensuring 
comparative military advantage comes in the form 
of the Pacific Deterrence Initiative (Sec. 1242). The 
bipartisan initiative was created in the 2021 NDAA 
by the Senate Armed Services Committee to ensure 
deterrence posture by better understanding what the 

LUIZA CARTER // WASHINGTON D.C.

A MESSAGE TO CHINA: 
THE FISCAL YEAR 2022 U.S. NATIONAL 

DEFENSE AUTHORIZATION ACT
On December 27, 2021, U.S. President Biden signed into law the sixty-first National Defense Authorization Act (NDAA). 
The annual legislation had received overwhelming support from both Democrats and Republicans as it sets policy for the 

Department of Defense (DoD) on a wide range of issues from Afghanistan, Guantanamo Bay, countering ISIS to military pay 
raises and even the threat of climate change. 

EAST CHINA SEA (Jan. 27, 2022) Sailors assigned to the forward-deployed amphibious assault ship USS America 
(LHA 6) and Marines assigned to the 31st Marine Expeditionary Unit (MEU) conduct flight operations with F-35B 
Lightning II fighter aircraft from the 31st MEU on the ship's flight deck. (U.S. Navy photo by Mass Communication 
Specialist 3rd Class Matthew Cavenaile)

STRATEGIC POLICY



Pentagon spends in the region, as well as to adjust 
the composition of such spending. Also referred to as 
“the poster child for what the capabilities and things 
look like in prioritized order” PDI was intended to better 
focus DoD resources on key military capabilities, 
reassure U.S. allies and partners and send a strong 
signal to the Chinese Communist Party that the U.S. 
is committed to defending U.S. interest in the Indo-
Pacific. 

As such, Sec. 1242 requires an annual report 
containing INDO-PACOM Commander’s independent 
assessment with respect to the activities and 
resources required, to achieve NDS implementation, 
the maintenance or restoration of U.S. comparative 
military advantage with respect to China and the 
reduction of the risk of executing contingency plans 
of the DoD. To ensure a top line message is conveyed 
to China, Congress earmarked $7.1B for PDI - more 
than the $5.1B requested by the Biden administration

Last but not least, Sec. 1667 Requires certification 
for Russia and China to tour certain missile defense 
sites, which determines such a tour is in the U.S.’s 
national security interest and any technical data will 
not be shared.

UNDERSTANDING THE STRATEGIC 
COMPETITOR 
During the early 2021 Congressional hearings, several 
members expressed concern that China will aim 
to develop a military by mid-century equal to or in 
some cases superior to the U.S., which Sec. Austin 
confirmed is China’s goal. He stated:

 “The continued erosion of U.S. military advantage 
vis a vis China and Russia in key strategic areas 
remains the most significant risk the department must 
address. If left unchecked, the continued erosion 
could fundamentally change our ability to achieve U.S. 
national security objectives and limit the DoD's ability 
to underpin other U.S. instruments of power." 

In an effort to better understand the strategic 
competitor, Sec. 1243 requires an annual report 
on Military and Security Developments involving 
China. These include analyses and forecasts, through 
the next 20 years of 1) goals, factors, and trends 
shaping Chinese security strategy and military strategy 
2) role of the People’s Liberation Army (PLA) in 
China’s strategy, governance systems and foreign 
and economic policies 3) role of the PLA in, and its 
support of, China’s overall foreign policy as expressed 
through military diplomacy and other external actions, 
activities, and operations. The report covers Beijing’s 
military-to-military relationships with other countries, 
any significant sale or transfer of military hardware, 
expertise, and technology to or from China and 
relations between China vis-à-vis Russia and Iran, with 

respect to security and military matters.
Furthermore, Sen. Marsha Blackburn (R-TN) 

stressed during the hearings that it’s imperative to 
address the economic and the military side of the 
China problem coin and Sec. Austin agreed, stating 
the U.S. has seen China modernize its military and 
“employ aggressive, in some cases, coercive behavior 
against our allies in the region:

“We've seen it do a number of things that tend 
to make us believe that China really wants to be the 
preeminent power in the world in the not-too-distant 
future. China looks to compete with us in a number of 
areas across the spectrum that includes economics, 
cyber, and competition in the domain of space. It will 
require a whole-of-government effort to do that.” 

Sen. Jacky Rosen (D-NV) also pressed about 
China making advances in critical areas like artificial 
intelligence, cyber, robotics, hypersonics, and rapidly 
procuring commercial technologies that can be used 
for military purposes. 

As such, NDAA Sec. 1251. requires a comparative 
analysis assessment of U.S. Government and Chinese 
efforts to advance critical modernization technology 
with respect to military applications (specifically in 
Directed energy systems, hypersonics, emerging 
biotechnologies, quantum science and cyberspace 
capabilities). 

In an effort to understand China’s Intercontinental 
Ballistic Missile (ICBM) capabilities, Sen. Tom Cotton 
(R-AR) stressed during a March 2021 hearing on 
INDO-PACOM the importance of U.S. continuing 
to build up missile forces. This is from concern 
about China tripling or even quadrupling its nuclear 
weapons stockpile in the years ahead and having 
nuclear overmatch against the U.S. before the end of 
this decade. Admiral Aquilino confirmed that “we see 
China increasing their nuclear stockpile at a rate that is 
faster than anyone previously believed.” Consequently 
Sec. 1648 requests the STRATCOM Commander to 
submit notification, an assessment and a strategy for 

deterring China, if he determines China’s number of 
active ICBMs, ICBM launchers or nuclear warheads 
exceeds those of U.S. 

Sec. 1338 also requires a thorough report on 
China’s efforts to expand its presence and influence 
in Latin America and the Caribbean. The section is 
one of the most extensive ones and requires study 
that identifies China’s efforts to expands its presence 
and influence in Latin America and the Caribbean 
through diplomatic, military and economic means and 
describes the implications of such efforts on the U.S.’s 
national defense and security interests. It’s to include 
an identification of the countries, number and contents 
of strategic partnership agreements, the countries that 
have joined the Belt and Road Initiative or the Asian 
Infrastructure Investment Bank, those to which China 
provides foreign assistance or disaster relief, their 
relations with Taiwan and even recent visits by Chinese 
senior government officials. 

REGIONAL SECURITY COOPERATION 
AND ALLIES
On March 12, 2021, President Biden participated in 
the first ever leader level meeting with other members 
of the Quad (India, Japan, and Australia), highlighting 
U.S.’s strong focus on security cooperation and the 
importance of a regional coalition to stand up to 
Chinese aggression. Admiral Davidson stated he’s 
encouraged by the potential power that “the diamond 
of democracies” might bring not only to the region 
but to the globe in terms of security and how we 
approach the global economy, critical technologies 
and collaboration on the international order. 

Sen. Mazie Hirono (D-HI), Sen. Hawley and Sen. 
Joni Ernst (R-IA) all expressed strong interest in 
strengthening these new partnerships, how they 
contribute to deterrence in the Indo-Pacific and the 
importance of interoperability capabilities with regional 
partners and allies. Admiral Aquilino conveyed they can 
be strengthened by increased multilateral operations 

Undated file photo shows the Chinese navy's Liaoning (L) aircraft-carrier receiving supplies during open-sea 
combat training. The Chinese navy's Liaoning aircraft-carrier formation returned on Dec. 30, 2021 to a military port 
in Qingdao, east China's Shandong Province, concluding 20-plus days of open-sea combat training. (Photo by Hu 
Shanmin/Xinhua)

Asia Pacific Defence Reporter FEB 2022 37



38  Asia Pacific Defence Reporter FEB 2022

SA2022_Exhibitor01_APDR_235x275mm_rev copy.pdf   1   13/1/22   3:20 PM

SA2022_Exhibitor01_APDR_235x275mm_rev copy.pdf   1   13/1/22   3:20 PM

and that an organization of shared interests and values 
and of this magnitude comes together, it generates 
concern for anyone with an opposite opinion.

In the FY22 NDAA, Congress solidified the 
importance of regional alliances with Sec. 1241, which 
extends the INDOPACIFIC Maritime Security Initiative 
with the goal of increasing multilateral maritime 
security cooperation and maritime domain awareness 
in the Indo-Pacific region. Sec. 1252 conveys a 
Sense of Congress (a statement of congressional 
support) for the central role of close U.S. alliances 
and partnerships in the Indo-Pacific region, including 
military presence in South Korea, to further the U.S.’s 
comparative advantage in strategic competition with 
China. It also identifies the need to continue to invest 
in military posture and capabilities to ensure a free 
and open Indo-Pacific region and fostering bilateral 
and multilateral cooperation with Australia, consistent 
with the Australia, New Zealand, US Security Treaty, 
to advance shared security objectives and build the 
capabilities of emerging partners. 

However, the most sensitive and challenging 
regional issue for the U.S. may be Taiwan. During the 
hearings, General McMaster stated to the Committee:

"Taiwan may represent the most dangerous 
flashpoint for war." He went on to say, because of 
that very real threat, "it is immensely important to keep 
forward positioned capable forces in the Indo-Pacific." 

During Sec. Austin’s hearing, Sen. Tim Scott 
(R-SC) conveyed that many members believe it is 
worth ensuring the U.S. helps Taiwan continue as 
a democratic independent entity and he personally 
believes the U.S. should stop being ambiguous. Sec. 
Austin agreed that the DoD’s efforts will ensure China 
doesn't take that decision to invade and support for 

Taiwan has been rock solid over the years. 
Sen. Hawley asked if Sec. Austin agrees the DoD 

should clearly prioritize defeating a fait accompli 
scenario in Taiwan on the part of China and the 
Secretary responded that one of the U.S.’s interests 
is to make sure that Taiwan has the ability to defend 
itself. He promised:

“We will remain committed to supporting Taiwan 
and so we'll have the right options available to protect 
our interest and to defend ourselves.” 

Admiral Aquilino believes that from a military 
strategic standpoint, Beijing’s annexation of Taiwan is 
so important because :

“…they view it as their number one priority. The 
rejuvenation of the Chinese Communist Party is at 
stake. From a military standpoint, the strategic location 
of where it is, as it applies to the potential impact 
of two-thirds of the world's trade, certainly a critical 
concern. it certainly would extend their reach. They 
would extend the contested environment.” 

If Taiwan were annexed to the mainland and the 
Chinese Navy were based there, U.S. continued 
freedom of operation to navigate the South China 
Sea would be at greater risk. Additionally, it would 
negatively impact U.S. standing in the region and 
challenge allies and partners.

The result of such testimonies and Congressional 
deliberations is perhaps the most number of Sections 
dealing with a specific issue in the Indo-Pacific 
region. Sections 1246 – 1249 include a statement 
of congressional support for Taiwan’s defense. This 
includes the development of capable, ready, and 
modern defense forces necessary for it to maintain 
a sufficient self-defense capability and a requirement 
for DoD to provide a report on military and security 

developments involving China and its influence 
operations and campaigns targeting U.S. military 
alliances and partnerships. The Senators’ concerns 
about a fait accompli, addressed in Sec. 1247, which 
states it shall be U.S. policy to maintain the capacity to 
resist such a move that would jeopardize Taiwanese 
security.

However, all prudent military planning must include a 
worst case scenario contingency and Sen. King (I-ME) 
has voiced concern during several hearings about 
continuing friction and accidental conflict where, “a 
destroyer is in the South China Sea on a freedom of 
navigation mission, a Chinese pilot miscalculates, runs 
into it and there's escalation from there.” Unfortunately, 
there seems to be limited options in place in the way of 
a mil-to-mil communication mechanism (“a kind of red 
phone” as the Senator termed it), or other mechanisms 
for defusing accidental conflict. As Aquilino confirmed, 
he doesn’t have a direct communication with his 
counterpart, which could be effective if it’s with 
someone possessing decision making authority. As 
such, Sec. 1250 of the NDAA requires a report on 
the capabilities of establishing military-to-military crisis 
communications with “certain strategic competitors”.

With the FY22 NDAA, Congress has sent a strong 
message that the entirety of U.S. government is 
focused on the Indo-Pacific, which has emerged as 
the most consequential region for America’s future 
and the Department of Defense's priority theater. 
As senior leaders have conveyed, China is a global 
problem and a long-term challenge that should be 
managed rather than solved through ensuring a freely 
navigable Indo-Pacific in order to maintain credible 
conventional deterrence to military aggression. A 
network of regional allies and partners will be critical 
to protecting and advancing collective interests in the 
coming years. For these reasons, the FY21 NDAA 
has been deemed the toughest bill on China ever. 

Luiza Carter is a Congressional Affairs Specialist 
for the U.S. Department of Defense, previously 
serving as a Foreign Affairs Specialist and has 
deployed as a Political-Military Advisor in East 
Afghanistan during 2015-2016. She received 
an MA in International Security Studies from 
Columbia University and a BA in Political Science 
from Pace University after personally witnessing 
the events of 9/11 in her home of downtown 
Manhattan. (Luiza.Carter14@Gmail.com)

Disclaimer: The views and opinions expressed in this 
article are those of the author and do not necessarily 
reflect the official policy or position of any agency of 
the U.S. government. 
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 The guided-missile frigate Yantai (Hull 538) attached to a destroyer flotilla with the navy under the PLA Northern 
Theater Command fires jamming bombs to mask the movement during a maritime live-fire training exercise in 
waters of the Yellow Sea in late July. (eng.chinamil.com.cn/Photo by Du Jiangfan)
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MALAYSIA

However, the medium-lift rotorcraft, which 
are to be operated by No 3 Squadron at 
Butterworth Air Base in Penang, are not 

being bought, but leased from local company Westar 
Aviation Services Sdn Bhd as a ‘stop-gap’ measure 
until the RMAF acquires other platforms. These are 
needed to replace its fleet of ageing Sikorsky S-61 
Sea King ‘Nuri’ medium-lift, transport helicopters, 
which have been grounded indefinitely due to safety 
concerns.

The RMAF is also expected to lease additional 
helicopters until a formal replacement is found. 
Seeming to confirm this, RMAF Chief General Tan Sri 
Ackbal bin Hj Abdul Samad was quoted in January as 
saying that the purchase of 24 new helicopters is set 
to be made during the ‘13th Malaysia Plan’ (2026-
2030) and ‘14th Malaysia Plan’ (2031-2035), with 12 
examples set to be procured under each plan.

The selection of a new helicopter type is important 
as the air force is planning to eventually field only two 
rotary-wing squadrons operating a single helicopter 
type as part of CAP55. Running from 2018 to 2055, 
this force structure modernisation plan is intended to 
provide the RMAF with more advanced aircraft types, 
higher operational efficiency and readiness, as well 
as reduced operational and maintenance costs, and 
more platform commonality.

Alongside the leased AW139s, the RMAF 
currently operates the EC 725 Caracal multirole 
helicopter which it ordered in 2010 after the fatal 
crash of a Nuri in 2007. Initially intended to replace 
the entire Nuri fleet of 14, only 12 EC 725s were 
ultimately acquired.

REPLACING THE HAWKS
Another ageing aircraft type the RMAF is looking 
to replace is its fleet of BAE Systems Hawk Mk 
108/208s training/light-attack aircraft, particularly 
following the 16 November 2021 crash of a two-seat 
Mk 108 at the Butterworth runway, which resulted in 
one crew member being killed and the other injured. 

The incident was one of multiple accidents in recent 
years involving the Hawks, which have served as a 
bitter reminder to the RMAF of the need to speed up 
the modernisation of its key assets. 

Following the recent crash, the RMAF currently 
operates only about 17 Hawk Mk 108/208s, deliveries 
of which began in 1994, and fields seven Aermacchi 
MB-339CM jet trainers which were handed over 
in 2009. However, the MB-339CMs have been 
grounded since 2018 due to engine issues, further 
constraining the force’s two-seat trainer capabilities. 

NOT ENOUGH AIRCRAFT
An unspecified number of Mk 208s were scrambled 
on 31 May 2021 to intercept 16 People’s Liberation 
Army Air Force (PLAAF) airlifters that were 
spotted flying within 60 nautical miles of Malaysia’s 
Sarawak State on the island of Borneo. While the 
intercept seems to have achieved its goal, it remains 
questionable whether the RMAF could currently 
muster enough Mk 208s to intercept modern Chinese 
fighter aircraft, should such PLAAF missions become 
frequent or should the country ever face similar 
situations to those encountered by Taiwan and Japan. 

The government reacted on 25 November 2021 by 
announcing that it had begun evaluating proposals 
to replace these ageing aircraft after having issued 
a long-awaited procurement tender in June 2021 for 
the Light Combat Aircraft/Fighter Lead-In-Trainer 
(LCA/FLIT) programme. 

The RMAF aims to acquire 36 LCA/FLIT platforms 
in two phases, with the procurement process for 
the first 18 aircraft starting in 2021 and that for the 
remaining aircraft set to begin 2025. The new aircraft, 
which are to be used in close-air-support, battlefield-
air-interdiction, interception, and training roles, are 
intended to equip one FLIT and two LCA squadrons. 

The submission for tenders regarding the first 
phase of the LCA/FLIT programme closed in October 
2021, with at least six companies handing in their bids. 
A contract for the first phase of the programme, worth 

about RM4 billion (US $948 million), is expected to 
be awarded by the spring of 2022.

MRCA ACQUISITION DELAYED
Besides Hawk Mk 108/208s and Aermacchi 
MB-339CM jet trainers, the service currently has a 
fleet of Sukhoi Su-30MKM (18 aircraft) and Boeing 
F/A-18D (8 aircraft) – both types of which have been 
or are being overhauled – as well as MiG-29N (10) 
multirole fighter aircraft. That said, the force plans 
to eventually field only one fighter type, which is set 
to be acquired under the RMAF’s Multirole Combat 
Aircraft (MRCA) programme. 

According to the ‘CAP55’ modernisation plan, 
this new combat aircraft type is set to be distributed 
across two squadrons. However, the project has been 
postponed to prioritise the LCA/FLIT acquisition 
and is only expected to re-start in the 2030s. 
However, media reports have pointed to the potential 
procurement of second-hand F/A-18C/Ds from the 
Kuwait Air Force as a stop-gap solution. 

FUNDING CONSTRAINTS 
It is likely that this new equipment will be procured 
in batches across several years. The reasons behind 
this are likely to be related to slow economic growth 
as well as the prioritisation of other government 
programs in reaction to the Covid-19 pandemic. 
Another important factor is that the government 
continues to reiterate the view that territorial disputes 
with other countries in the region, particularly with 
China – its main trading partner –should be solved 
diplomatically and not militarily 

Despite having relied on four Beechcraft King Air 
B200T aircraft for maritime patrol duties over the 
past three decades, Malaysia has yet to select a 
new dedicated MPA type to enhance its capabilities, 
deciding instead to have three of its CN-235-220M 
transports converted into MPAs in Indonesia: a 
conversion that is being funded by the United States 
under Washington’s Maritime Security Initiative. 

 GABRIEL DOMINGUEZ // ESSEN

THE ROYAL MALAYSIAN AIR FORCE’S 
PROCUREMENT CHALLENGES

Aimed at modernising the force through a more balanced mix of aircraft, the Royal Malaysian Air Force’s Capability Development 
Plan 2055 (CAP55) is making slow progress due to funding constraints, raising concerns about the force’s capabilities should 

tensions over territorial disputes escalate. Despite this overall gloomy picture, on 22 January the Royal Malaysian Air Force 
(RMAF) announced that it had inducted into service the first two of four Leonardo AW139 multirole, twin-engine helicopters, 
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Yet the absence of western diplomats only 
helps China’s Paramount Leader devote 
more time to his “best friend” - Russia’s 

President. Both Xi Jinping and Vladimir Putin seek 
ways to bring their nations closer together and 
jointly challenge the West. Despite sizeable recent 
progress, China is still lagging behind Russia (and 
the U.S.) in certain areas of aerospace and defence 
technologies.

Beijing has asked Moscow for help with 
heavyweight bombers many times, and at one point 
was close to purchasing the Tupolev Tu-22M3 
long-range strike aircraft. Such a deal never 
happened, chiefly because of U.S. opposition and 
the willingness to give something to Russia in return 
for keeping the bombers at home. Today, relations 
between the White House and the Kremlin have 
worsened to the lowest point in recent history. This 
may prompt Russia to oblige her eastern neighbour 
by supplying some Tupolevs.

There have been some interesting developments 
with those recently. January 12 was the day when 
the newly built Tu-160M2 became airborne from 

the aerodrome of the Kazan Aircraft Production 
Association (KAPO). The crew performed stability 
and control checks at an altitude of 600 meters and 
landed safely after a 30-minute flight. 

The Tu-160M2 represents a recent reincarnation 
of the initial Tu-160 that first flew on 18 December 
1981. The type - NATO codename Blackjack - was 
developed in the 1970s based on the experience 
of the Tu-144 supersonic transport and Tu-22M 
bomber. The latter - NATO reporting name Backfire 
- contributed some on-board equipment and 
weaponry. It also featured a swing-wing design, 
with the angle of sweep changing in flight between 
20 and 65 degrees.

Forty years after the first flight, the Blackjack 
remains the largest combat jet ever put into serial 

production and operational service. Its maximum 
take-off weight, at 275 tons, is 2.2 times more than 
the Tu-22M3. Instead of two similarly powerful Nikolai 
Kuznetsov NK-25 engines (each delivering 25 tons of 
thrust), it comes with four more economical NK-32s. 
The fuel tank volume doubled, to 171 thousand litres, 
enough to fly 12,000 km nonstop, and more with fuel 
taken from Ilyushin-78 tanker aircraft.

The Tu-160 went supersonic in 1985 and passed 
state acceptance trials in 1989. Serial production 
went in parallel with the Northrop Grumman B-2 
Spirit stealth bomber (1986-1999, 21 built) and 
effectively terminated in 1993. Using the stock of 
parts left, KAPO assembled a 35th example in 
2008, and a 36th in 2016. The latter first flew with 
ordinary NK-32 engines before refurbishment with 

VLADIMIR KARNOZOV // MOSCOW

LIFE BEGINS AT 40 - TUPOLEV FLIES  
ALL-NEW TU-160M STRATEGIC BOMBER 

This year, the Singapore Air Show runs parallel to the Winter Olympics of 4-20 February. Proudly hosting the latter, 
Communist China will no doubt use the occasion to showcase its growing power and influence in world affairs. The U.S. and 
its close allies announced a diplomatic boycott of the Olympics “in the face of the PRC's egregious human rights abuses and 
atrocities in Xinjiang", as the White House press secretary Jen Psaki put it. This is just another sign of how deep the rift runs 

between the West and the East. 

 Tu-160 flying over Moscow (V Karnozov photo)

Forty years after the first flight, the Blackjack remains 
the largest combat jet ever put into serial production and 

operational service.
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the newer NK-32-02s in November 2020 with which 
it entered service in December 2021.

Today, the Russian Air and Space Force operates 
17 Blackjacks. It is the only service in the world 
to employ strategic bombers with high supersonic 
speed (about Mach 2), and intercontinental range. 

When it entered service, the Tu-160 was armed 
with 12 Kh-55SM nuclear tipped cruise missiles 
in two drum launchers inside the weapons bay. 
They were able to hit stationary targets with known 
location, for which their coordinates needed to 
be downloaded before takeoff. Removal of the 
drum launchers allows a weapons bay capacity 
of 40-45 tonnes of free fall bombs. This century, 
the arsenal was expanded with the conventionally 
armed Kh-555 and Kh-101, the latter featuring 
longer range and better precision against several 
target types, including moving ones. The upgraded 
bomber, referred to as the Tu-160M, had its combat 
debut in November 2015, striking Islamic State 
targets in Syria.

That year, Russian defence minister Sergei Shoigu 
expressed his readiness to order “over 50” Tu-160M 
bombers new from the factory. In Soviet times, 
KAPO employed 28,000, but then the number went 
down to 3,500. Of about 800 vendors, only half 
were in Russia, others in various Soviet republics 
now turned into independent states. Therefore, 
a new supply chain has been formed and KAPO 
underwent a major reorganisation. 

Back in use is the technology of electronic 
ray welding and vacuum annealing for airframe 
parts made of titanium, and these account for 
about 40% of the airplane’s construction weight. 
Tupolev CEO Vadim Korolyev says that the plant’s 
manufacturing equipment has been renewed by 
40%. All documentation on aircraft design now 
comes in a digital form, and the manufacturing 
process employs modern digital technologies. 

The newly built aircraft are sometimes referred 
to as the Tu-160M2. This designation is mentioned 
on the official site of the Russian president (www.
kremlin.ru). When Putin visited KAPO in May 2019 
he spoke of the need re-launch the type’s production 
in an up-do-date form. “In fact, the Tu-160 becomes 
a completely different aircraft, with huge capability, 
as specified by the defence ministry”, Putin said.

While the type’s flight performance is still 
unmatched, the only big thing that needed correction 
was avionics. Industry proposed a package with 
new items among on-board systems and equipment 
amounting to 80% of the total. The package was 
flown on one Tu-160M1 that now serves as a test 
bed for upgraded and new aircraft.

The all-new Tu-160M that flew on January 12 

giving a strong start to the Russian aviation industry 
in 2022. Tupolev chief test pilot Victor Minashkin 
commented: 

“Even though this airplane looks similar to its 
predecessors, in fact it feels like a completely new 
type, corresponding to a higher level in manufacturing 
technology and radio-electronic equipment. Its 
capability far exceeds that of earlier airplanes. 
Although the first flight was short, it gave us only 

joy. The airplane is a joy to fly, it behaves very well in 
the air. I feel happy because our nation is back at the 
forefront with the world’s most advanced aircraft”.

The Tu-160M2 is powered by NK-32-02 engines, 
which is now a factory standard. Compared to 
the original NK-32 it has a reduced weight and 
lower fuel burn. The newer motor employs a new 
gas-generator, bench tested in 2005-2006. The 
factory in Samara made the first shipment of six 
deliverable NK-32-02s in August 2020 and added 
two more in October. Work is in progress on a 
brand-new gas-generator for a future engine in the 
same class of thrust, with a 10-15% improvement in 
key parameters.

In parallel with the Tu-160M2, the Tupolev 
company is working on the next-generation 
bomber referred to as PAKDA, the local acronym 
for Perspective Aviation Complex of Long-Range 

Aviation. Engines for an operable prototype were 
delivered in 2021. These are designated “RF” and 
are likely to represent a version of the NK-32-02 
without afterburner. 

The type’s first flight is expected soon. The 
PAKDA shall be in the same class as the B-21 
Raider and China’s H-20. According to media 
reports, two B-21s were completed and five more 
are in production, but at the time of writing the type 

was not flown yet. The H-20 is also known to be in 
a high readiness for flight trials. All three aircraft are 
expected to be subsonic stealth designs similar in 
size and shape to the B-2 Spirit.

 The Tu-160 provides a sharp contrast, with a top 
speed of 2200 kmh, 25 hour loitering capability 
and some 15,000 km range with the new engines. 
Because it is fast and high flying, it can serve as a 
good launch platform for hypersonic missiles. The 
airplane, accelerating to supersonic speeds, can 
act as a high-kinetic platform, thus eliminating the 
need for the hypersonic missile to have a booster. 
Thus, the air-launched weapon can be made smaller 
and lighter.

“Life begins at 40”, the saying goes. For the 
Tu-160, it certainly does, since the Soviet design 
is back in production and flight tests, with many 
possibilities ahead of it - including export.

Tu-160 showing in-flight refuelling capabilities (V. Karnozov photo)

The all-new Tu-160M that flew on January 12 giving a strong 
start to the Russian aviation industry in 2022.
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NEW ZEALAND

GEOFF SLOCOMBE // NEW ZEALAND

NEWS FROM ACROSS THE TASMAN

RHEINMETALL DELIVER THREE HX 
8X8 HEAVY RECOVERY VEHICLES TO 
THE NZDF
Rheinmetall announced on 25 November that it has 
delivered three HX 8×8 Heavy Recovery Vehicles 
to the New Zealand Defence Force (NZDF) at an 
official ceremony at the Trentham Military Camp in 
Wellington, New Zealand. 

Colonel Ben Bagley, Director of Land Domain for 
NZDF attended the ceremony to accept handover 
of the vehicles from Marty Roelofs, New Zealand 
Manager at Rheinmetall.

Gary Stewart, Managing Director Rheinmetall 
Defence Australia, had planned to personally attend 
this ceremony to mark its importance however was 
hampered by COVID travel restrictions. 

“Although it is very disappointing not to be back 
in New Zealand for this important event marking 
the joint achievement of the handover of the HX 
8×8 Heavy Recovery Vehicles, we are still very 
proud of this milestone,” Stewart said. “The HX 
8×8 Heavy Recovery Vehicle is another example of 
our commitment to providing sustainable design, 
development and manufacturing that delivers world 
leading products and services to the NZDF. 

Delivery of this enhanced recovery capability, 
complementing the already delivered Medium-heavy 
Operational Vehicles fleet, in the midst of global 
COVID challenges is a testament to the relationship 
between Rheinmetall and the NZDF.”

The successful delivery of the 
vehicles to the NZDF provides the 
New Zealand Army with important 
new capabilities, with the HX 8×8 
Heavy Recovery Vehicles having 
enhanced recovery and mobility 
capabilities specifically developed 
to meet the current and future 
operational needs of the NZDF. 

The purchase of the HX 8×8 
adds to the in-service medium 
and heavy operational vehicle fleet 
with NZDF. The Medium-heavy 
Operational Vehicles (MHOV) fleet 
which was supplied by Rheinmetall 
has had significant use already with 

NZDF, in training, operations and disaster relief both 
in New Zealand and offshore.

The HX 8×8 Heavy Recovery Vehicles delivered 
to the NZDF are the first in the world to use the 
Integrated Armoured Swap Cabin which allows easy 
configuration of the vehicles to suit the operational 
need. Rheinmetall will also provide a dedicated 
training team to conduct initial training on the vehicle 
with the NZDF. 

At just 2.55 metres wide, the HX 8×8 Heavy 
Recovery Vehicle allows greater accessibility and 
operates exceptionally in difficult terrain with an 
ability to cross ditches of 1.4 metres wide and cross 
flooded areas of 1.5 metres in depth, as well as scale 
gradients of up to 60 percent and side slopes of 30 
percent. 

The HX 8×8 Heavy Recovery Vehicle is also able to 
operate in a range of radically different environments, 
operating in cold conditions as low as -32°C and in 
hot conditions all the way up to 49°C.

NH90 MILESTONE 
The RNZAF’s NH90 helicopter 3302 is the first in 
the world of its type to reach 2000 flying hours. The 
Air Force’s high serviceability rates allow them to fly 
more hours per aircraft than any other nation and is 
enabled by the RNZAF’s maintenance, logistics and 
engineering teams. 

No. 3 Squadron’s Maintenance Flight Commander, 
Squadron Leader (SQNLDR) Jamie Wallace said they 
were the global fleet leader – flying more hours per 

aircraft than any other fleet in the world.
“Two thousand flying hours is a milestone and it was 

good to be able to celebrate maintenance success.” 
The reason the squadron’s helicopters fly more 

hours per month than anyone else is because of the 
amount of time the aircraft are serviceable, he said.

“For us it’s an opportunity to recognise the efforts of 
the team on the ground across logistics, our planning 
teams, the maintainers and our engineers. All that 
consolidated effort enables us to extract a whole lot 
of flying out of a very small fleet.”

For every hour of flight, there is about 15 hours of 
maintenance on the ground, which is less than other 
nations, SQNLDR Wallace said.

“It’s a very complicated maintenance programme, 
and a significant amount of effort is invested in 
carefully planning to ensure that servicings are aligned 
to minimise the burden and maximise availability. 
Planning and collaboration are key.” 

Alongside all the maintenance, the team has 
produced its own corrosion prevention and control 
programme, which means they spend less time 
dealing with corrosion issues.

“We have an excellent deeper maintenance team, 
which does one of the fastest 600-hour servicings 
in the world. They have built a special sequencing 
tool that sequences the thousands of tasks involved 
avoiding significant repetition. Our line maintenance 
teams also do an excellent job with the routine 
maintenance activity and defect rectification. We are 
proud of the quality of our technicians. 

“We also maintain a very close relationship with 
the NH90 manufacturers. When we have defects or 
problems, we have one of their representatives on 
site, essentially as part of our team, who can contact 
the right people immediately,” he said. 

“Our supply team spends a lot of time forecasting 
to try to anticipate parts shortages and problems and 
prepare for that.” 

These efforts ensure that the squadron is always 
ready to deliver military helicopter operations for New 
Zealand such as disaster relief, counter-terrorism, 
battlefield support and search and rescue, SQNLDR 
Wallace said.

APDR thanks Rebecca Quillam, Editor Air Force 
News, for this item.

Rheinmetall HX 8x8 Heavy Recovery Vehicle.  
Credit: Rheinmetall
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