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Industry in collaboration, 
 technology in their hands
Our customers need trusted multi-domain and autonomy solutions to protect 
people and nations in the evolving threat landscape. At BAE Systems Australia, 
we are collaborating to deliver that capability advantage.

Through a trusted partnership approach, we are collaborating with the  
brightest minds – including customers and partners inside and outside  
defence – to develop compatible systems our customers can trust.

This will ensure commanders have decision confidence and enable capabilities 
that will seamlessly integrate with new and existing technologies as needs evolve. Many commentators are drawing parallels 

between the current DSR and the 1986 
Dibb Report that built the foundations of 

a White Paper the following year that, in turn, led 
to a major overhaul of Defence and a change in 
strategic thinking. What some people forget is that 
Professor Paul Dibb was a person with a brilliant 
mind who refused to go along with orthodox, 
mainstream thinking and who saw the urgency in 
the need for major changes. 

With a distinguished career in the Department – 
particularly on the intelligence side of things – he 
was dissatisfied with ADF force structure at the 
time, which had hardly changed since the end of 
the Second World War. He was also something 
of an anti-establishment figure having published 
“The Soviet Union – the Incomplete Superpower” 
also in 1986. This thoroughly researched study 
– arguably the best of its era – explained that 
while the USSR looked militarily strong, it was 
a fundamentally flawed structure that would be 
unable to sustain a long-term conflict.

This put him totally at odds with most analysts – 
particularly conservatives from the US – who had 
exaggerated Soviet invincibility to scare the life out 
of everyone and justify increasingly gigantic military 
budgets. Precisely because of this background 
of being prepared to think outside the box, he 
was selected by then young relatively unknown 
Defence Minister Kim Beazley to have a good hard 
look at Australia’s circumstances. 

He quickly concluded that preparing only for 
expeditionary operations was a mistake and what 
was needed was a far more blended approach 
that placed a priority on the defence of Australia. 
Almost 40 years later it might seem strange that 

such an obvious thing needed to be imposed on 
Defence, but they were the circumstances at the 
time. His findings were reinforced by the 1987 
Defence White Paper – which he also authored - 
with many, but not all, recommendations accepted 
by the Hawke government.

In similarly difficult times – objectively more 
dangerous for Australia than the 1980s – a new 
Labor government has commissioned a similarly 
wide-ranging view into the structure of Defence. 
It is being led by former Defence Minister Steven 
Smith and retired CDF Angus Huston – both 
extremely well credentialled, patriotic, highly 
intelligent people. However, we write with the 
greatest respect that neither are likely to have the 
independence of thought of Dibb, nor his healthy 
suspicion of mainstream Departmental advice.

While we are at it, it’s also worth remarking that 
Richard Marles is no Kim Beazley – though to be 
fair he has only been in the role for a few seconds 
and might grow into the job. Putting this together, 
the DSR will certainly recommend some changes – 
but will it want to undertake the complete overhaul 
of Defence that many feel is desperately needed? 
The chances of something daring emerging seem 
slim and it seems more likely that some projects 
will be delayed and some others advanced but the 
overall structure will remain the same.

Already there are signs that the DSR is causing 
short term paralysis while everyone now slams the 
brakes on until March next year – which will turn 
into a longer delay because even the most dynamic 
government will take some time to consider the 
findings and act on recommendations. At the 
top of the list for action is the looming submarine 
capability gap between the end of the combat 
effectiveness of Collins and the eventual arrival of 
nuclear-powered vessels.

The current hiatus should not be an excuse 
for the RAN to continue to do nothing. They 
should already be in detailed discussions with 
Saab Kockums and ASC about fast tracking 
the construction of a Next Generation Collins. 
Defence could also start exploring a recent offer 
from South Korea to build extremely modern long-
range submarines for us. 

If after the DSR, it is concluded that there are 
better submarine choices available, fine. All that 
will have been lost is the time of some Australian 
officials and their counterparts in Sweden and 
Korea. But doing nothing in the interim is wrong. 
The DSR and the associated AUKUS submarine 
task force might well conclude that there is no 
conceivable path to the nuclear-powered option 
until after 2045.

Should that occur, the sense of panic about 
submarine options will only increase – so why 
not pre-empt that by starting work on some 
options now? What can be the harm? The only 
impediment appears to be the unwillingness of 
Defence and RAN to be doing something rather 
than waiting for a solution to be delivered to them 
on a silver platter.

Another thing that the DSR will presumably not 
examine is AUKUS and in particular the continued 
almost total dependence on the US for security. 
Professor Hugh White, who regularly warns about 
this, is largely ignored because of an incorrect 
assessment of his views. He is not questioning the 
past benefits of the alliance, simply pointing out 
that it might not be around forever – and in those 
circumstances dealing with China will be a lot 
more difficult than it is now.

The corollary of a truly independent Australian 
posture - where we are able to protect ourselves 
- is an increase in Defence spending. We really 
need to muscle up and – for example – press 
on urgently with the sovereign guided weapons 
enterprise and start producing large numbers of 
long-range missiles rather than just talking about it. 

The author is currently in South Korea – a country 
that knows something about the twin topics of the 
US alliance but also standing on its own feet. 
With an economy the same size as Australia’s, 
the RoK has developed its own supersonic twin-
engine jet fighter, its own main battle tanks and 
has indigenous submarines, plus missile, ship 
building and armoured vehicle capabilities – just 
for starters.

If the US were to suddenly withdraw from the 
Pacific, the RoK would be able to vigorously 
protect itself. Australia, not so much.

KYM BERGMANN, EDITOR 
– CANBERRA & SEOUL 
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LEIDOS TO ACQUIRE COBHAM 
AVIATION SERVICES AUSTRALIA’S 
SPECIAL MISSION BUSINESS
The transaction will bring airborne surveillance 
and search and rescue missions to Leidos 
Australia’s portfolio.

MELBOURNE, Australia, and RESTON, Va. 
2 August 2022 

A FORTUNE® 500 science and technology leader, 
announced it has entered into a definitive agreement 
with Cobham Limited to acquire Cobham Aviation 
Services Australia’s Special Mission business. The 
Special Mission business provides airborne border 
surveillance and search and rescue services to the 
Australian Federal Government. The acquisition is 
subject to customary closing conditions, including 
regulatory approvals. 

“Cobham’s Special Mission team conducts 
essential operations that protect Australia’s borders, 
support law enforcement and environmental protection 
and save lives,” said Leidos Chairman and CEO 
Roger Krone. “The integration of Special Mission into 
Leidos Australia will expand the scope of our global 
airborne ISR capabilities, diversify revenues, and open 
up new growth avenues.” 

“I have the greatest respect and admiration 
for Cobham’s Special Mission team and their 
performance in service to the Government,” said 
Leidos Australia Chief Executive Paul Chase. “The 
addition of the Special Mission business will bring 
new, expansive services to our offerings across 
Australia. I look forward to working with this 
exceptional team.”

“This is a perfect match,” said Cobham Aviation 
Services Chairman Kim Gillis. “Leidos has remarkably 
complementary operations to Cobham Special 
Mission in airborne ISR, as well as deep platform 
integration expertise, and both organisations uphold 

exceptional track records of delivering mission critical 
services to government and defence customers.”

“I’d like to recognise and thank all of the Special 
Mission team for their continued dedication and 
commitment to delivering operational outcomes for our 
customers,” Managing Director of Special Missions 
James Woodhams said. “I’m really excited about what 
the future holds for the team as part of Leidos.”

Cobham Special Mission owns and operates 14 
modified aircraft to deliver critical services across 
Australia, including:
• Conducting one of the world’s largest outsourced 

civil maritime surveillance operations under 
contract with the Australian Border Force, patrolling 
Australia’s 8.2 million square kilometre Exclusive 
Economic Zone;

• Providing fixed wing search-and-rescue response 
capability over land and sea on behalf of the 
Australian Maritime Safety Authority (AMSA); and 

• Operating a highly specialised mission aircrew 
training system for more than 30 mission aircrew 
per year.

RHEINMETALL NIOA MUNITIONS 
PRODUCES FIRST ARTILLERY 
SHELL IN AUSTRALIA
3 August 2022

Defence manufacturer Rheinmetall NIOA Munitions 
has produced the first article from its new regional 
Queensland plant, an important milestone as it 
prepares to ramp up production of the world’s most 
advanced artillery projectiles.

The completion of the first batch of projectiles 
comes a little over two years after construction began 
on the greenfield site in the Moonaboola Industrial 
Estate west of Maryborough.

When full rate production commences later this 
year, the $90m plant will have a workforce of 
up to 100 skilled staff including engineers, line 
supervisors, skilled operators, maintenance staff and 
apprentices.

The factory uses a 1250-tonne hot forging 
press and computerised machinery to produce 
155mm artillery projectiles and metal parts for other 
munitions used by the Australian Defence Force as 
well as export markets.

The project has had multi-level government 
backing with a $28.5m injection from the Federal 
Government’s Regional Growth Fund on top of 
$7.5m from the Queensland Government’s Jobs and 
Regional Growth Fund and support from the Fraser 
Coast regional council.

State Member for Maryborough Bruce Saunders 
was on hand for the historic event, describing it 

as “another cog” for the region’s manufacturing 
portfolio.

“Maryborough will become the number one 
regional manufacturing hub,” he said. 

“It is fantastic to see Rheinmetall Nioa Munitions 
investing in Maryborough.”

Rheinmetall NIOA Munitions Deputy Chairman 
and NIOA CEO Robert Nioa said the successful 
completion of the first projectile was a significant 
milestone for the factory and Australian defence 
industry.

“This is a huge step as we scale up production 
in Maryborough,” he said. “It is also a huge step 
in providing a sovereign munitions capability never 
seen before in Australia. We’ve never been able to 
make a 155mm projectile in Australia.

‘‘As the ongoing conflict in Ukraine demonstrates, 
the ability to produce your own munitions is critical 
for any nation. Artillery projectiles are among the 
highest use munitions in the Ukrainian conflict.

‘‘The world’s best blueprint is right here in 
Maryborough and it’s a facility that can be readily 
expanded to respond to Australian and global 
demand.

‘‘This would not have been possible without the 
support from all levels of government.”

Rheinmetall NIOA Munitions Chairman and 
Rheinmetall Waffe Munition CEO Roman Koehne said 
the joint venture operation with Australian-owned 
NIOA would secure national defence supply and 
support the international Rheinmetall supply chain.

“This is an important moment where regional 
Queensland can become an important player in the 
global supply network of munitions,” he said.

“RNM is proud to call Maryborough home and 
we look forward to combining Rheinmetall’s global 
expertise combined with a highly-qualified local 
workforce to elevate Maryborough as a centre of 
military manufacturing excellence.”

Cobham Special Mission Search and Rescue aircraft 
(Photo credit: Leidos)

Rheinmetall NIOA Munitions project manager Jeff 
Crabtree, left, with RNM director Jackson Nioa and 
Member for Maryborough Bruce Saunders and the first 
projectiles to come out of the $60m shell forging plant 
in Marborough, Queensland. (NIOA image)
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AT NPT REVCON, US EXPERT 
CALLS FOR AUKUS STATES 
TO ABANDON BOMB-GRADE 
NUCLEAR SUBMARINE PLAN
NEW YORK, 4 August 2022

At the UN’s Nuclear Non-Proliferation Treaty (NPT) 
review conference, a US nonproliferation expert 
condemned the US and UK’s plan to transfer 
submarines fueled with nuclear weapons-grade, 
highly enriched uranium (HEU) to Australia under the 
so-called AUKUS partnership, as “a profound error 
made by a small circle of officials ignorant of their 
countries’ longstanding nonproliferation policies to 
minimize HEU commerce.” Australia is a non-nuclear 
weapons state (NNWS) under the treaty.

According to Prof. Alan J. Kuperman, head 
of the Nuclear Proliferation Prevention Project 
at the University of Texas, “For many decades 
until September 2021, all three AUKUS countries 
– Australia, United States, and United Kingdom – 
opposed expansion and advocated minimization of 

HEU commerce, including as reactor fuel, on grounds 
that it undermined the NPT goal of preventing the 
spread of nuclear weapons.”

He characterized as “misleading” the AUKUS 
countries’ recent claim that the submarine fuel “would 
not be in a form that can be directly used in nuclear 
weapons without further chemical processing.” In 
reality, he said, “HEU in submarine fuel has a form 
like that in research reactors and pharmaceutical 
factories, which have been required to convert to 
LEU” – low-enriched uranium, which is unsuitable for 
atomic weapons – “precisely because their HEU could 
be converted quickly and easily to metal for nuclear 
bombs, in small and undetectable facilities that even 
terrorists could build and operate.”

“Considering that the world has deemed it too 
dangerous to allow even a few kilograms of HEU in a 
research reactor or pharmaceutical facility on dry land 
that can be monitored constantly,” he said, “it would 
be catastrophically irresponsible to allow a NNWS 
to have tons of HEU for a submarine program that 
cannot be inspected frequently.”

Under the AUKUS precedent, he warned, “other 
countries could demand the same right to import 
or produce massive quantities of HEU for nuclear 
submarines, creating unstoppable paths to nuclear 
weapons.… The international community could 
not effectively block [other] NPT signatories from 
pursuing such HEU submarine programs, by claiming 
the countries were less trustworthy than Australia, 
because that would be seen as discriminatory … [so] 
the current AUKUS plan inevitably would foster the 
spread of nuclear weapons.”

Kuperman called on the trilateral partnership 
to announce a change in plans by the August 26 
closing of the UN event: “Rather than continue 
implementation of this ill-informed decision that 
threatens to vitiate the NPT, all three countries should 
declare by the end of this review conference that any 
nuclear submarines transferred or built under AUKUS 
would use LEU fuel.” By switching to LEU submarines, 
he said, Australia “would set a positive precedent, 
demonstrating how a country could obtain nuclear 
naval propulsion without fostering proliferation.”

GROTON, Conn. (July 18, 2022) The Virginia-class attack submarine USS Oregon (SSN 793) makes its way down the Thames River and past the city of New London.  
(U.S. Navy Photo by John Narewski)

www.bmt.org

Discrete Event 
Simulation for Navy 
Enterprise Planning
Clarity from complexity.

BMT have been using discrete event simulation since 

2017 to support Navy capability and sustainment, 

and the critical planning decisions being made for the 

security of the capability, today and in the future.

Find out more



www.bmt.org

Discrete Event 
Simulation for Navy 
Enterprise Planning
Clarity from complexity.

BMT have been using discrete event simulation since 

2017 to support Navy capability and sustainment, 

and the critical planning decisions being made for the 

security of the capability, today and in the future.

Find out more

CANBERRA COMPANY AWARDED 
MULTI-MILLION DOLLAR AIR 
DEFENCE RADAR CONTRACT
21 July 2022
Canberra-based company CEA Technologies is 
building four new Air Defence radars as part of the 
Australian Government’s $2.7 billion investment in 
Defence’s new Joint Air Battle Management System.

Minister for Defence Industry, the Hon Pat Conroy 
MP, welcomed the significant capability boost that the 
Australian designed and built radars will provide.

“The new sensors will be able to detect aircraft and 
missile threats at greater ranges and with increased 
accuracy than our current systems, allowing for real-
time critical information to be received and affording 
greater warning, decision and response time,” Minister 
Conroy said.

“As a critical component of the Joint Air Battle 
Management System, the radars will enhance 
situational awareness and interoperability across the 
Joint Force, and with our allies.”

Minister Conroy said the selection of this home-
grown radar technology illustrated the Australian 
Government’s commitment to maximising Australian 

industrial participation within Defence capability 
acquisition and sustainment projects.

“The contract will directly contribute to growing the 
CEA Technologies workforce from 530 staff to over 
800 in coming years,” Minister Conroy said.

“The Australian designed and built radars will 
use CEA Technologies’ proven Active Electronically 
Scanned Array radar technology.

“CEA Technologies is a world-leading business in 
radar technology and a key defence industry partner in 
Australia, with its radar technology currently installed 
on the Royal Australian Navy’s Anzac Class Frigates.

“The expansion of CEA Technologies into ground-
based sensor applications using the same proven 
technologies demonstrates the strength of Australia’s 
defence industry.”

Radar System at CEA Technologies, Canberra. Credit: CoA / Jay Cronan
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NEW CONTRACT AWARDED TO 
SOVEREIGN SME TO DELIVER 
AIR COMBAT TRAINING TO THE 
AUSTRALIAN DEFENCE FORCE
Monday 1 August, 2022

Australia’s first and only company to deliver air 
combat aircrew training to the Royal Australian 
Air Force (RAAF), Milskil, has been awarded a 
new contract to provide training services for the 
aircrew of the F/A-18F Super Hornet and EA-18G 
Growler aircraft.

Under this new contract to Raytheon Australia, 
starting on 1st August 2022, Milskil will deliver 
front and back seat aircrew training for the Super 
Hornet and EA-18G Growler aircraft for the next 5 
years.

The contract signing follows Milskil’s previous 
contract and success in providing training to Super 
Hornet Pilots and Weapon Systems Operators 
as well as Growler Pilots and Electronic Warfare 
Officers from RAAF Base Amberley. Milskil also has 
a team who provides training management support 
and courseware development.

“We’ve been doing this under the previous 
contractual arrangements with Raytheon Australia 
since February 2010, so we now have the 
opportunity to build on and continue all the 
good work we’ve done to date under this new 

arrangement, known as the Electronic Attack Air 
Combat Training Support contract,” Milskil Founder 
and Chairman John Lonergan said.

“We’re pleased as a sovereign SME that the Air 
Force has put its faith in us as its training delivery 
partner once again as part of the Raytheon team.”

Milskil has been delivering aircrew instruction 
to the RAAF’s Air Combat Group since 2003. The 
company’s air combat aircrew instructors and air 
warfare domain specialists also provide training 
services for the F-35 Joint Strike Fighter (JSF) from 
Williamtown, NSW as well as exercise support. 
Milskil was the first and still is the only company 
to provide air combat aircrew training to the 
Australian Defence Force.

“Here at Milskil, we look forward to building on 
the solid relationship and partnership we have with 
Number 82 Wing,” said Mr Lonergan.

Milskil is preparing to celebrate 20 years of 
providing air combat aircrew training to the RAAF 
and will mark the milestone in January 2023.

SPACELINK SIGNS COOPERATIVE 
R&D AGREEMENT WITH U.S. 
ARMY 
McLean, Va. – August 8, 2022

SpaceLink has entered into a Cooperative 
Research and Development Agreement (CRADA) 
with the U.S. Army Space and Missile Defense 

Command Technical Center (USASMDC-TC) in 
Redstone Arsenal, Alabama. Under the agreement 
the organizations will work together to explore 
alternative space communications pathways that 
ensure resiliency and reduce sensor-to-shooter 
latency. 

SpaceLink is building a satellite relay system 
in Medium Earth Orbit (MEO), with both optical 
and RF links to speed the flow of remote sensing 
data and augment the U.S. national security 
space architecture. SpaceLink provides secure, 
continuous, high-bandwidth communications 
between spacecraft and U.S. Earth Stations 
or tactically deployed ground terminals. The 
collaborative research and simulations will 
provide a baseline of interoperability between 
Government systems and the SpaceLink network.

“We are honored to work with USASMDC-TC 
to assure that our development efforts meet 
the Army’s needs,” said Dave Bettinger, CEO of 
SpaceLink. “Sharing facilities, intellectual property, 
and expertise will elevate solutions for both the 
warfighter and industry, ultimately enhancing 
national security and U.S. dominance in space.” 

The cooperative agreement will help SpaceLink 
better understand the U.S. Army concept of 
operations and adjust its technology roadmap to 
meet customer needs. For the Army, it will provide 
the empirical modeling and simulations needed 
to support interagency requirements development 
for commercial remote sensing tactical downlink 
timeline requirements.

Because of its location in MEO and optical/RF 
communications relay capabilities, the SpaceLink 
network has continuous line of sight to LEO, MEO 
and GEO satellites and high-altitude airborne 
assets. It also has continuous connectivity to its 
dedicated Gateway Earth Stations. It is designed 
to support real-time tasking and downlink of data 
needed for military operators to make tactical 
decisions.

About SpaceLink
SpaceLink will help advance humanity to a 
new age of space commerce, exploration, 
environmental awareness, and security. The 
Always in Sight™ data relay system provides 
global coverage to empower space system 
operators to maximize use of their assets. 
SpaceLink Corporation is headquartered in the 
Washington DC area and has offices in Silicon 
Valley, California. It is a wholly owned U.S. 
subsidiary of Electro Optic Systems Holdings 
Limited, a public company traded on the 
Australian stock exchange.

An F/A-18F Super Hornet conducts a low fly past of RAAF Base Amberley during Exercise Dawn Strike 22.  
Credit: CoA / Emma Schwenke
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E W can take place in the “grey zone” in the 
days, weeks or months before actual armed 
skirmishes break out. It can also be an 

invaluable source of signals intelligence. This is a 
complex field, ranging from simple direct weapons 
through to multi-stage weapon processes which are 
aimed at disguising the identity of the perpetrator. 

Analysis of EW is made slightly easier by adopting 
an approach taken by Defence categorising the 
domain into three distinct major areas comprising 
Electronic Protection, Electronic Attack and 
Electronic Support. An Australian Defence 
spokesperson gave APDR their authorised 
description of each of these terms:

“Electronic Protection (EP). That division of 
electronic warfare involving actions taken to protect 
personnel, facilities, and equipment from any effects 
of friendly or adversary use of the electromagnetic 
spectrum that degrade, neutralise, or destroy 
friendly combat capability.

“Electronic Attack (EA). That division of electronic 
warfare involving the use of electromagnetic energy, 
directed energy, or anti-radiation weapons to attack 
personnel, facilities, or equipment with the intent 
of degrading, neutralising, or destroying adversary 
combat capability and is considered a form of fires.

“Electronic Support (ES). That division of 
electronic warfare involving actions taken to search 
for, intercept, locate, record, and analyse radiated 
electromagnetic energy for the purpose of exploiting 
such radiations in support of military operations. 

Note: Provides a source of electronic warfare 
information required to conduct electronic attack, 
electronic protection, threat detection, warning, 
avoidance, target acquisition, and homing.”

For EA, the best known platforms are the 
RAAF’s fleet of eleven EA-18G Growlers that can 
provide stand-off jamming in three separate bands 
that effectively cover the entire electromagnetic 
spectrum. Less well known are the capabilities 
of F-35As that do not carry separate jamming 
systems but rely instead on the capabilities of 
the exceptionally capable Northrop Grumman AN/

GEOFF SLOCOMBE // VICTORIA

AUSTRALIAN DEFENCE’S ELECTRONIC 
WARFARE CAPABILITIES

Electronic warfare (EW) involves the electromagnetic spectrum, with the aim of gaining clear control of that spectrum. Friendly 
forces need clear access for their own purposes, as well as the ability to attack an adversary’s communications and weapons 

control. EW can also have actions where directed energy is involved.

A F/A-18F Super Hornet from No. 
1 Squadron releases flares whilst 
conducting air-to-air formation 
flying off the coast of South East 
Queensland. Credit: CoA / Jesse Kane
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APG-81 electronically scanned radar. To this can 
be added E-7 Wedgetail AEW&C aircraft, whose 
top hat radar – also from Northrop Grumman – can 
act as a powerful jammer, though this is not listed as 
one of its functions. 

Basically any platform that has an electronically 
scanned array – whether fixed or rotating – has a 
built-in jamming capability, whether or not that is 
listed as a function. This means than naval and land 
platforms using these types of systems, such as 
Super Hornets (brothers of the Growlers) are also 
well equipped for EA. Australian radar specialist 
CEA is supplying these types of radars for the 
ANZAC frigates, the future Hunter class – and 
more recently for the emerging AIR 6500 series for 
integrated air and missile defence.

All of these aircraft are designed to support 
ground and naval operations as well as contribute to 
air dominance in the event of a conflict. In a sense, 
Australia has the best of all worlds when it comes 
to airborne EW. In the US environment, there is a 
philosophical difference between the USAF and 
the USN. 

The latter believes that stand-off jamming is a 
necessity while the USAF believes that F-35s are 
more than capable of looking after themselves. 
Ageing USAF / NATO E-3 Sentry AWAC aircraft 
use a mechanically scanned array with – by today’s 
standards – limited EW capabilities. This means 
that the fully digital RAAF for the moment has a 
more advanced force even than the US – though 
obviously at far smaller scale.

It is no coincidence that the E-3 fleet will start to 
be replaced by a version of Boeing’s Wedgetail with 
an initial contract expected in the US 2023-2024 
Financial Year. During operations in the Middle 
East the USAF was able to have a very good look 
at the RAAF’s aircraft – and as a basic rule of 
thumb a single Wedgetail was able to do the work 
of three E-3s, mainly because of far higher mission 
availability rates due to a fully digital system.

Navy has a mature and continuously evolving 
Electronic Warfare capability. Army has just entered 
into a contract for LAND 555 Phase 6. Additionally, 
the application of lethal and survivable air combat 
effects in support of the Joint Force on the modern 
battlefield require integration and synchronisation of 
electronic support (ES), electronic protection (EP) 
and electronic attack (EA) effects in a timely and 
accurate manner. 

Navy vessels carry a range of EW capabilities 
that are regularly deployed on operations overseas, 
and which address all three EW areas. 

EW sailors can operate a wide range of electronic 
systems, for instance those on upgraded Anzac 

frigates, these include physical countermeasures like 
Nulka decoy launchers; electronic countermeasures 
like the JEDS 3701 electronic support measure; 
radars like the CEAFAR active phased array and 
Saab Systems Ceros 200; sonars like the Thomson 
Sintra Spherion and the Thales UMS 5424.

Nulka, the result of Australian research and 
development by BAE Systems, is a ‘soft kill’ hovering 
decoy which entices an incoming radar-guided 
missile away from the targeted ship by emulating the 
ship’s radar return in the missile seeker.

Nulka has gone on to be Australia’s most 
successful defence technology export, fitted to 
more than 150 Australian, US Navy and Coast 
Guard, and Canadian Navy vessels, with more than 

1,400 produced. In RAN service, Nulka can be 
employed from the Canberra class LHDs, ANZAC 
class frigates, and Hobart class destroyers.

But Nulka is not resting on its laurels. In March 
2021, BAE Systems Australia was awarded a five-
year contract for development, procurement, and 
sustainment of Nulka to be brought together into 
a single contract construct for the ADF and for the 
US, Canada, and the UK.

The latest system being embarked in the RAN’s 
Surface Combatant Force, including the Anzac 
Class frigates and Hobart Class destroyers is the 
ESSM Block 2, a highly advanced surface to air 
missile, capable of defeating modern advanced air 
and missile threats. The ESSM Block 2 incorporates 
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REDSPICE (Resilience – Effects – Defence – Space – Intelligence 
– Cyber – Enablers) is the most significant investment in the 

ASD’s 75 years and is the largest ever investment in intelligence 
and cyber capabilities for ASD.



an advanced active radar missile seeker and has a 
range in excess of 50 kilometres.

Land warfare has always been highly dependent 
on good continuous communications. Commanders 
from platoon level up to as far as their Corps 
headquarters have always depended on secure 
language and clear communications. In fact, Army 
Signals usually has operators listening in to all 
junior networks to provide urgently situational 
information to ensure that important messaging is 
passed swiftly and accurately and also to detect 
potential breaches of security. 

As more and more information is passed digitally 
on the battlefield and beyond, the number of 
targets for electronic warfare is increasing greatly, 
creating the potential for increased vulnerability for 

tactical communications and information systems. 
What does this mean for Army? Simply their 
personnel must understand that more offensive 
and defensive electronic warfare vulnerabilities 
exist and that training and practice with correct 
procedure is critical. 

Of all the changes likely to occur as a result of 
the use of information-age systems, the evolution 
of today's disparate battlefield communications 
systems has led to the creation of a Defence Secret 
Network as well as other networks not subject to 
such stringent security conditions on usage. These 
networks will both support electronic warfare as well 
as provide its targets.

Army LAND 555 Phase 6 will deliver Electronic 
Support and Electronic Attack capabilities mounted 
on the Bushmaster platform. LAND 555 Phase 6 will 
not deliver EP capabilities. In addition to ES and EA, 
LAND 555 Ph 6 is delivering a dedicated Command 
and Control capability, to better coordinate EW 
effects on the battlefield.

The ADF’s conventional fighting services of Navy, 
Army and Air Force each have communications 
networks which must cover not only the Australian 
continent and Exclusive Economic Zone, but also 
overseas deployments. Added to this is the ADF’s 
progressive development of a network centric 
warfare capability so that the most relevant weaponry 
from any of these three services can be chosen to 
execute any specific task. 

Consideration must also be given to activities 
which could also involve ADF partner forces. Putting 
these fields all together highlights the complexity of 
providing secure, reliable, 24/7 communications.

DEFENCE SCIENCE AND 
TECHNOLOGY GROUP (DSTG) 
DSTG writes that:

“It is focused on bringing together interdisciplinary 
expertise from across Australia and around the 
world to address Defence and national security 
challenges. 

“Our role is to work closely with the Australian 
science, technology and innovation eco-system to 
deliver scientific advice and solutions that provide 

capability enhancement for Defence and the national 
security community.

“As the primary source of electronic warfare 
and radar research and development in Australia, 
DST Group provides the electromagnetic edge for 
the Australian Defence Force. Whether used to 
maximise Australia’s own capability or to neutralise 
an opposing force, electromagnetic combat and 
radar systems are critical to Australia’s combat 
effectiveness.”

AUSTRALIAN SIGNALS 
DIRECTORATE 
As part of Defence, the Australian Signals 
Directorate’s (ASD’s) Director General, Ms Rachel 
Noble PSM, reports to the Minister of Defence.

ASD describes its purpose as ‘To defend Australia 
from global threats and help advance Australia's 
national interests. We do this by mastering 
technology to inform, protect and disrupt:
• Informing - by the covert acquisition of foreign 

information not publicly available (signals 
intelligence)

• Protecting - by comprehensively understanding 
the cyber threat, providing proactive advice and 
assistance to improve the management of cyber 
risk by government, business and the community

• Disrupting - by applying our offensive cyber 
capabilities offshore, to support military 

operations, counter-terrorism, counter cyber 
espionage and serious cyber-enabled crime.’
In March 2022 the Government announced a 

major investment of $9.9 billion in a project named 
REDSPICE. 

REDSPICE (Resilience – Effects – Defence – 
Space – Intelligence – Cyber – Enablers) is the 
most significant investment in the ASD’s 75 years 
and is the largest ever investment in intelligence and 
cyber capabilities for ASD.

A Defence spokesperson advised APDR that:
“This investment recognises that our future 

security depends on adapting to the changing 
nature of warfare. ASD recognises that warfighting 
occurs at multiple security domains. REDSPICE will 
provide opportunities to support ADF operations, 
including potential support and enablement of 
SECRET systems. A proportion of REDSPICE’s ICT 
offerings will enhance capability and build resilience 
in existing systems to better support the ADF and 
war fighting efforts.”

ELECTRONIC WARFARE 
INVOLVING ADF’S CYBER AND 
SPACE DOMAINS
Both cyberspace and outer space domains are 
vital to Australia’s defence and national government 
communications operations. But these two spaces 
are becoming increasingly crowded, with a strong 
potential for them to become involved in ‘grey zone’ 
activities by potential adversaries or even experience 
a break out into actual warfare.

CYBERSPACE
The rapid growth of traffic using electronic 
communications has outstripped the ability of many 
personnel using these networks to maintain effective 
security. This is a serious problem for Defence and 
their response has been to create a Secret Network 
for operational readiness and action by potential 
adversaries to initiate warfare-like actions. More 
routine communications either use secure telephony 
or radio communications with a Confidential security 
rating.

Defence’s Secret Network (DSN) is enabling the 
selection of the military capability best suited to deal 
with threats being faced, Defence has made very 
good progress in making network centric warfare a 
reality for the ADF’s armed services.

Defence’s Joint Project 2096 Phase 1 described 
a: “multi-phase and evolutionary program to enable 
and support military and intelligence force elements 
and organisations in their conduct of operations”. In 
the last three years Leidos Australia has been the 
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As the fleet-wide integrator for the Combat Management 
System, Saab Australia provides the Royal Australian Navy with 
the integration of complex capabilities that provide sovereign 

capability to the ADF.
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prime system integrator for this project intended to 
make it easier to search, access and analyse data 
on the DSN’.

EW IN THE SPACE DOMAIN
In July 2021, then Defence Minister Peter Dutton 
announced that the Government had established 
Project 9358 to explore options for space electronic 
warfare. The intention is to detect then deter any 
interference or attack on Australia’s free use of the 
space domain.

The announcement included this statement:
“Space Electronic Warfare is a capability that 

does not create debris or damage the space 
environment. Defence supports efforts to promote 
international norms, transparency and cooperation 
in upholding responsible behaviour in space.”

There are three sovereign capabilities that 
Defence is pursuing in space: earth observation, 
space domain awareness and space services 
(which include position, navigation, timing and 
communications). The threat faced by Defence is that 
the space environment is an increasingly congested 
and contested environment, and that new solutions 
are needed so that Australia can compete.

The space domain is managed for the ADF by the 

Chief of Air Force. There are currently three major 
projects within that domain. Apart from Project 
9358 already mentioned, these include delivering 
satellite communication services through Joint 
Project 2008 (Satellite Ground Station – East) and 
Joint Project 9102, which is the sovereign satellite 
communication capability. 

AUSTRALIA’S DEFENCE INDUSTRY 
OFFERS SKILLED ELECTRONIC 
WARFARE STAFF AND TOOLS
A Defence spokesperson has confirmed to APDR 
that the Australian Defence Industry is involved 
in customising and installing their EW products 
in ADF platforms and ground headquarters, but 
obviously we will not reveal classified information in 
our articles.

APDR has chosen four large international 
defence companies, two from the United States, 
one each from the United Kingdom and Sweden, 
with significant subsidiaries in Australia to review 
their local EW activities.

Lockheed Martin Australia (LMA) is heavily 
involved with the full spectrum of offensive and 
defensive capabilities in the electromagnetic 

spectrum using cyber solutions and electronic 
warfare systems.

They state that they bring together EW, Information 
Warfare, Cyber Warfare and Signals Intelligence 
capabilities known as, Spectrum Convergence, to 
combat EW threats and ensure the war fighters 
counter information-based threats and have the 
freedom to manoeuvre in all domains.

For example, LMA’s AIR 6500 Phase 1 solution 
will be powered by a sovereign Australian open 
architecture and tactical cloud that will enable 
rapid insertion of capabilities to detect and defeat 
the next-generation of threats. Collaboration with 
small-to-medium enterprises, primes, academia and 
government is key to Lockheed Martin’s philosophy 
of design, test and integration.

Locally, in collaboration with South Australian 
defence tech company, Consunet, Lockheed Martin 
is developing a range of solutions and systems 
across the full spectrum electromagnetic and cyber 
domain.

Consunet developed advanced technologies 
over several years. Their expertise in spectrum 
management and EW technologies has been 
demonstrated to the Australian Defence Force in 
Lockheed Martin Australia’s Endeavour Centre on 
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several occasions.
Over the last 12 months, Consunet’s next-

generation spectrum management concepts and 
AIR6500-1 technologies in spectrum awareness, 
electromagnetic spectrum modelling, simulation, 
and high-end software ‘plug-ins’ have been quickly 
integrated into LMA’s open architecture framework.

Also, over the past 12 months, LMA have been 
working closely with Ultra-Avalon Electronics in 
producing emission Line of Bearing detections and 
emission tracking that can be rapidly integrated into 
LMA’s AIR 6500-1 solution and have successfully 
demonstrated this technology to the RAAF in 
combination with their open system architecture.

When APDR approached BAE Systems Australia 
on the topic of electronic warfare they displayed 
suitable local and corporate caution in what they 
could reveal, even though they have a large number 
of staff. Now, everybody knows about their great 
success with the Nulka a missile decoy which can 
be fired from warships if they undergo air missile 
attack. 

Many readers will also know of BAE Systems 
Echidna Phase 2A Electronic Warfare Self 
Protection (EWSP) systems for the Black Hawk 

and Chinook helicopters, pre and post mission 
support facilities for the Joint Electronic Warfare 
Operational Support Unit (JEWOSU) and Mission 
Planning and training systems at the operational 
base.

Boeing Defence Australia (BDA) advised APDR 
that it provides engineering and operational support 
to a number of ADF platforms delivering EW effects. 
These include the EA-18G Growler, a variant of 
the combat-proven F/A-18F Super Hornet, which 
provides tactical jamming and electronic protection.

They stated that the E-7A Wedgetail AEWC 
aircraft’s weapon system provides powerful 
multi-domain surveillance, communications, 
and networked battle management capabilities. 
It detects and geo-locates emitters allowing 
surveillance, target identification and threat warning.

APDR is aware that BDA works with SouthTech 
Engineering, a Melbourne-based specialist EW 
small-to-medium enterprise, to provide operational 
and field support and engineering services for the 
Australian Army’s equipment.

Multinational Swedish company Saab is better 
known these days as an aircraft manufacturer, 
where protection against threats from radar and 

radar-guided weapons is always a priority for their 
aircraft. This makes EW capability a key technology 
for them.

Saab has a long history of developing innovative 
and highly capable EW systems that are in use 
around the world on ships, submarines, aircraft, and 
uncrewed vehicles such as UAVs. In Australia, the 
local subsidiary is well known for its support for the 
ADF in many fields.

As the fleet-wide integrator for the Combat 
Management System, Saab Australia provides 
the Royal Australian Navy with the integration 
of complex capabilities that provide sovereign 
capability to the ADF.

Saab Australia also provides their Land Electronic 
Defence System (LEDS-50) EW product to the 
ADF for the Australian Army’s LAND 400 Boxer 
Armoured Vehicle Program. This is an integrated, 
modular, active protection system, providing 
warning against threats associated with anti-armour 
through infrared based detection. The solution 
provides combat personnel with vital situational 
awareness and can be integrated with other optional 
sensor suites and / or effector control systems for 
survivability enhancement.
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A46-305 EA-18G Growler from No. 6 Squadron. 
Credit: CoA / Jesse Kane



Australia is also an emerging customer, 
having signed a $1 billion contract for 30 
AS-9 Huntsman 155mm self-propelled 

howitzers from industrial giant Hanwha. We are 
possible purchasers of several hundred Redback 
infantry fighting vehicles from the same company 
with a decision on LAND 400 Phase 3 expected in 
September – though it is possible that this will be 
delayed by the Force Structure Review.

In addition, as part of the SPH package, we 
will receive 15 K-10 in-field armoured ammunition 
resupply vehicles. Using the same chassis as the 
AS-9 these can connect with the SPH via a transfer 
mechanism and move shells from one to the other 
while the crews of the vehicles are safe from most 
enemy fire. This concept is believed to be unique 
to Hanwha and South Korea. An additional batch of 
SPHs is scheduled to be ordered later this decade.

The AS-9 is a derivative of the Korean K-9 family 
which has become the default SPH for modern 
armies, having been selected by Turkey, Norway, 
Finland, Estonia, Egypt, Poland and India – with 
the UK a likely future purchaser. It seems that the 
more Australia learns about the capabilities of South 
Korean defence industry the greater the likelihood of 
further sales will be.

Historically, Australia and the Republic of Korea 
(RoK) budgeted roughly similar amounts on defence, 
though in recent years Seoul has pulled away and 
currently spends the equivalent of $66 billion a year 
compared with our $49 billion. This budget supports 
a massive military of 550,000 fulltime personnel and 
almost 3 million reservists, compared with 60,000 
and 30,000 respectively for Australia, even though 
South Korea’s population is barely twice ours at 52 
million people. 

The disparity is even greater when one looks 
at equipment. To choose a single metric can be 
misleading, but while Australia has 59 Main Battle 
Tanks, the RoK has more than 2,500 –including the 
indigenously designed K2 Black Panther currently 

in production and almost certainly the most modern 
MBT in the western world. This tank will soon be 
purchased by Poland, while Australia has a strategy 
of buying 75 refurbished Abrams M1A2s from the US 
that went out of production in 1996.

The case of Poland is illustrative. Now that defence 
planners have a good idea of what South Korea can 
produce, on July 27 the government announced a 
massive and urgent purchase of hardware – one of 
the largest in the country’s history – not only of heavy 
armour but also combat jet aircraft. Deputy Prime 
Minister Mariusz Błaszczak said:

"Under the framework agreement signed, we will 
order 1,000 K2 tanks, over 600 K9 howitzers and 
also 3 FA50 squadrons. It can be said that we have 
already ordered just such a weapon. Why such a 
weapon? Because we learn lessons from what is 

happening in Ukraine. We learn lessons from how 
the aggressor attacks, how Russia has attacked. 
We can see that armoured forces and artillery are of 
great importance on the battlefield nowadays, hence 
the decision to strengthen this type of armed forces.

"In the case of tanks, it is extremely important that 
we have a very large force at our disposal. Hence the 
large number associated with tanks. Korean tanks, 
like all Korean weapons, are proven because Korea 
has been preparing for war for 70 years, wanting 
peace. It is known to be under threat, so this Korean 
equipment must be of the highest quality"

The 48 FA-50 Fighting Hawks being purchased are 
light combat, training and ground attack jet fighters 
developed in conjunction with Lockheed Martin and 
are a derivation of the F-16 family. They have also met 
with considerable export success having been sold to 

KYM BERGMANN // CANBERRA

SOUTH KOREA INTERESTED IN BOOSTING 
DEFENCE TIES WITH AUSTRALIA

In a remarkably short time, South Korea has emerged as a major exporter of high technology weapon systems, including 
submarines, armoured vehicles and high-performance jet aircraft. On July 19 the country joined an elite club totalling eight 

nations with the first flight of the KF-21 supersonic jet fighter – yet another system with considerable sales potential. On top of 
this comes an array of advanced guided weapons, sensors and defence electronics.

KOREA

First flight of the KF-21 supersonic, twin-engine fighter (KAI photo)
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Thailand, the Philippines, Indonesia and Iraq. Like the 
KF-21 they are manufactured by KAI.

One of the secrets of the RoK’s success is that 
its military procurements are all run by the powerful 
Defense Acquisition Program Administration, 
established in 2006. In a highly significant move, the 

new head of that organisation, Minister Dongwhan 
Eom, visited Canberra on July 21 for discussions with 
agencies including CASG and DSTG. Minister Eom – 
a former Brigadier General - was only appointed to his 
post the previous month by new President Suk-yeol 
Yoon, which gives some idea of the priority that he is 

giving to Australia.
Discussing the massive recent growth in capability 

of South Korea’s defence industry, he explained that 
building to scale helps. Because of the overall size of 
the military – in turn a product of the constant threat of 
invasion from North Korea – large production runs of 
almost everything is needed. As well as the MBTs, the 
Air Force has almost 500 combat aircraft, including 
40 F-35s, and the Navy 24 submarines – and growing 
– compared with Australia’s six ageing Collins class.

Speaking of submarines, Korea’s leading builder is 
DSME - located at Okpo in the south of the country - 
and the company said at the official dinner for Minister 
Eom that it believes they could supply Australia with 
their ultra-modern KSS-III Batch 2 vessels with a 
lead time of just seven years. Of course, this raw 
number seems only to refer to submarines exactly as 
configured for the RoK Navy – but Australia would 
almost certainly require US weapons and combat 
system, which might extend the timeline. 

However, Korea is used to working closely with the 
USN – all new surface combatants use Aegis – and 
so the task might not be as difficult as people at first 
think. Okpo certainly has the capacity to design and 
build platforms for multiple customers. When the 
author visited in 2017, the yard – one of the largest 

Norwegian K-9 firing trials (Photo credit: Norwegian Ministry of Defence)

KOREA
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Hanwha’s new Armoured Vehicle Centre of Excellence at Avalon 
in Victoria will provide our ‘centre of gravity’ for the supply of 
equipment to the Australian Defence Force. Given Australia’s 

regional proximity to Korea it is Hanwha’s intent that the 
same facility, and the same supply chain, will generate 

exports into Korea and other Five Eyes Nations.

Hanwha – Investing in 
Australia’s industrial 
resilience and taking it 
to the world.
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and most advanced in the world – DSME was 
simultaneously building or upgrading 31 different 
vessels – everything from warships and submarines 
through to offshore platforms and LNG tankers.

At any rate, it might be of comfort for Australian 
defence planners to know that should AUKUS fall 
apart – say, by the election of a Republican as 
the next US President – there are alternatives to 
just throwing up our hands in despair. It’s also 
worth keeping in mind that South Korean industry 
is genuinely interested in working in Australia, so a 
strategy of building the first one or two submarines in 
Okpo while in parallel a production line is being set up 
in Osbourne could be worth considering.

The KSS-III Batch 2 submarines are long range 
3,800 tonne 89 metre boats incorporating lithium ion 
batteries in two banks and a vertical launch missile 
system, in addition to bow mounted torpedo tubes. 
They feature a conformal sonar array, non-penetrating 
masts and air independent propulsion based on fuel 
cell technology. In the logical minds of Koreans, if 
Australia wants an interim submarine, they have a 
suitable design available – and could start delivering 
well before 2030.

At the same dinner, KAI and a representative of the 
RoK Air Force presented more detail on the KF-21. 

The project is jointly funded by the Korean government 
(60%) and industry (20%), with Indonesia also 
contributing to 20% of the development costs of the 
first six test aircraft. It is a twin-engine 4.5 generation 
heavy combat aircraft with advanced air-to-air and 
air-to-ground capabilities. 

Initially the KF-21s will replace 156 F-5Es and 19 
F-4Es that are at the end of their lives, and future 
variants are likely to have an internal weapons bay, 
greatly enhancing their stealth characteristics and 
making them a logical adjunct to the F-35s. The 
exact size of an Indonesian order is completely 
opaque with that country making a number of delayed 
financial contributions to the program, but officially 
still hanging in there.

Known as the Boramae – Korean for young hawk 
– the flight test program will continue until 2026, 
with series production starting then with the first 40 
aircraft delivered by 2028. Like all modern aircraft, 
technology comes from several sources, though 
predominantly from the US. The General Electric 
F-414 engines are being built under licence by 
Hanwha, which is also developing the AESA radar. 
The Electronic Warfare suite is from local company 
LIG Nex1. Ejection seats are from UK company Martin 
Baker. Overall, about 60% of the content is from 

Korean industry, which will also be integrating and 
supporting the new fighters.

Australia does not yet have a program to replace 
our 36 twin-engine 4.5 generation Super Hornet 
and Growler aircraft, other than to buy more F-35s. 
However, the unstated message from South Korea 
is that if Australia wants extra aircraft very quickly 
at the end of the decade, then the KF-21 might be 
available. Many might consider this a long shot, 
but with deteriorating strategic circumstances and 
many US supply lines already at maximum capacity 
- for example for nuclear submarines - the RAAF 
might need to start thinking outside the box for their 
future needs.

Our economies are comparable in size with South 
Korea being the world’s 12th largest and Australia 
one place behind. The RoK is Australia’s fourth largest 
trading partner after China, Japan and the United 
States. Australia lost 339 lives defending South 
Korea during the 1950-53 war following the invasion 
from the North. Despite these strong economic and 
historical links, South Korea is relatively unknown for 
most Australians.

Hopefully that will start to change soon. Just look at 
what Poland is doing – and that country knows a lot 
about fighting in major conflicts. 
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After an initial flight test campaign - where 
the handling qualities are assessed and 
declared as safe - the aircraft was ferried to 

Greenville in late May, with the others expected to 
follow at regular intervals.

The heavily-missionised MC-55A is based on 
Gulfstream’s popular G550 platform, more than 
600 of which were produced between 2003 and 
2021. The Gulfstream family of business jets, in 
particular the GV and G550, have become popular 
with military operators due to their long range, large 
cabin and a ready availability of commercial off-the-
shelf spares and sustainment support.

But one of the key performance characteristics 
that make these aircraft so attractive for intelligence, 
surveillance, and reconnaissance (ISR) missions 
is their ability to fly at altitudes of 50,000 feet at 
speeds of Mach .90 or faster. This is not only well 
above commercial air traffic and weather, but it also 
provides a much greater horizon and field of regard 
for the aircraft’s various electronic and optical 

sensors, thus allowing a larger area to be surveyed 
in a single mission.

There are several other missionised versions of 
the G550, including C-37B VIP transport jets used 
by senior US military commanders; the C-550/E-
550 conformal airborne early warning (CAEW) 
aircraft operated by Singapore, Italy, and Israel; 
the new NC-37B range-control aircraft operated 
by the US Navy; and the EC-37B Compass 
Call II electronic warfare aircraft currently under 
development for the US Air Force. Italy has also 
announced it intends to acquire an electronic 
support version of the G550 with capabilities 
reportedly similar to those of the MC-55A.

The RAAF’s aircaft are being acquired through 
AIR 555 Phase 1, one of three key projects 
aimed at enhancing the ADF’s electronic warfare 
capabilities. The first public confirmation of a new 
G550-based capability came in the 2016 Defence 
White Paper (DWP) and supporting Integrated 
Investment Plan (IIP), and the acquisition was 
formally confirmed in 2019. 

“The Government will strengthen electronic 
warfare support to naval, air and land forces for 
operations in hostile electromagnetic environments 
including through the introduction of new long-
range electronic warfare support aircraft based on 
a long-range commercial business jet in the early 
2020s,” the DWP reads

The IIP revealed more detail, saying, “From the 
early 2020s, Defence will acquire up to five long-
range electronic warfare support aircraft based on 
the Gulfstream G550 airframe with additional and 

modified systems. This capability will substantially 
enhance electronic warfare support to naval, air 
and land forces for operations in electromagnetic 
environments manipulated by hostile forces, with 
the operating cost, range, and endurance benefits 
of a commercial airframe.

“The aircraft will be acquired in two tranches and 
incrementally upgraded to maintain commonality 
with the United States-developed systems for long-
term supportability and to maintain interoperability.” 

At the March 2016 RAAF Airpower Conference, 
then Defence Minister Senator Marise Payne 
revealed the MC-55A designation for the first time 
in her keynote address, although any reference 

 ANDREW MCLAUGHLIN // SYDNEY

PROJECT PEREGRIN - BROADENING THE 
ELECTRONIC HORIZON

The first of the Royal Australian Air Force’s Gulfstream/L3Harris MC-55A Peregrine Electronic Support aircraft has arrived 
at L3Harris’ facility at Greenville, Texas to be equipped with its mission systems. Built in 2016, the business jet was 

extensively modified by Gulfstream at its Savannah, Georgia factory with the addition of various apertures and antennas 
it will require for its future military role. The other three aircraft were built prior to 2020, and are undergoing their external 

modifications also at Savannah.

RAAF Peregrine MC-55A (L3Harris image)

The MC-55A is essentially a mix of several systems in US 
service that are being ‘miniaturised’ to fit the sleek G550 

airframe. 

AIR 555
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to this has since been omitted from official online 
transcripts.

In June 2017 a US Defense Security Cooperation 
Agency (DSCA) announcement revealed the US 
State Department had approved the sale of the 
aircraft and their systems. The DSCA notification 
said Australia had, “requested the possible sale 
of up to five Gulfstream G550 aircraft modified 
to integrate Airborne Intelligence, Surveillance, 
Reconnaissance, and Electronic Warfare 
(AISREW) mission systems.”

In March 2019, then Defence Minister 
Christopher Pyne said, “The Peregrine is a new 
airborne electronic warfare capability that will be 
integrated into Defence’s joint warfighting networks, 
providing a critical link between platforms, including 
the F-35A Joint Strike Fighter, E-7A Wedgetail, 
EA-18G Growler, Navy’s surface combatants and 
amphibious assault ships and ground assets to 
support the warfighter.

“This capability and the people who operate it 
will bring Air Force a step closer to becoming a 
fully networked fifth-generation force and further 
exploit the joint combat multiplier effects on 
exercises and operations,”

The MC-55A is essentially a mix of several 
systems in US service that are being ‘miniaturised’ 
to fit the sleek G550 airframe. As with some other 
reconnaissance and electronic warfare systems of 
US origin, the aircraft is being developed with the 
assistance of the US Air Force’s BIG SAFARI office 
– more formally known as the 645th Aeronautical 
Systems Group. 

BIG SAFARI has also been responsible for the 
development and upgrade of systems such as 
the Ryan BQM-34 Firefly reconnaissance drone, 
Boeing RC-135V/W Rivet Joint electronic and 
signals intelligence (ELINT/SIGINT) aircraft, and 
the Lockheed EC-130H Compass Call and follow-
on Gulfstream/BAE Systems EC-37B.

The MC-55A will provide electronic ISR 
assessment and analysis to ADF decision makers, 
and key data on adversary air defence systems to 
build-up the ADF’s threat library of regional threats 
which is used to build comprehensive mission data 
files for combat aircraft such as the F-35A. 

But the MC-55A won’t be the only platform 
providing input into the RAAF’s combat aircraft 
threat libraries. The P-8A, E-7A, F/A-18F, MQ-4C 
Triton, and the F-35A itself all provide enhanced 
situational-awareness across the electronic 
spectrum. While some of these systems’ have 
some organic jamming capabilities, the electronic-
attack mission will largely remain the domain of the 
RAAF’s EA-18G fleet in conjunction with the F-35A.

CONFIGURATION
The physical modifications to the G550 to turn it 
into an MC-55A include a large under-fuselage 
‘canoe’ fairing which will house the various 
sensor antennas including an AESA antenna, a 
rear-fuselage blister which houses an electro-
optical/infrared (EO/IR) turret, a fin-tip housing 
for a SATCOM antenna, and multiple other 
communications antennas on the upper and 
lower fuselage. 

Four of the seven cabin windows on each side 
of the fuselage have been blanked out, presumably 
because of the positioning of interior work-stations 
and electronics racks. The aircraft’s two Rolls-
Royce BR700-710C411 turbofans which each 
produce 15,000lbs of thrust are each fitted with 
240kW generators to provide additional electrical 
power and cooling to the aircraft’s systems.

After the initial flight-tests at Savannah - which 
are designed to build up confidence in the 
aircraft’s modified aerodynamic configuration - the 
RAAF’s aircraft will be subject to a much more 

comprehensive flight-test regime after they receive 
their mission equipment.

“The flight-test program is in three stages,” 
CASG’s head of Aerospace Systems Division 
(HASD), AVM Leon Phillips told this writer in 
a late-July interview. “The first was really initial 
safety of flight testing so we could safely ferry the 
aircraft to Greenville. 

“The second stage is going through airworthiness 
and certification so we can re-certify the aircraft 
as safe, particularly given the new weights and the 
outer mould line changes,” AVM Phillips added. 
“And then the final tests are to do the mission 
systems validation. 

“We’ll continue flying through this calendar 
year and next calendar year before we have 
the first aircraft in-country in 2024. It’s a pretty 
staged-approach, starting with a comprehensive 
paper-based approach and design effort to make 
sure it’s safe, and gradually building into a flight 
test program.”

In order to support the modification work 
and flight test campaign, the ADF already has a 

Royal Australian Air Force EA-18G Growler aircraft departs from RAAF Base Darwin in the Northern Territory, during 
Exercise Diamond Storm 2022. Credit: CoA / Sam Price

Following the aircraft’s arrival in Australia, additional verification 
work will be conducted to ensure the facilities being built 

initially at Edinburgh are suitable, and it is compatible with the 
ADF’s ISR network and other capabilities.



22 Asia Pacific Defence Reporter SEPT 2022

significant footprint in the US. “We have 11 Air 
Force personnel, two APS (Australian Public 
Service) personnel, and an industry contractor at 
L3Harris,” AVM Phillips told us. 

“These people have a range of skills, including 
engineering, aircrew and pilot, maintainers, and 
project management personnel, and we’re working 
in close partnership with L3Harris and with BIG 
SAFARI to make sure we deliver the capability,” 
he added. “Those with engineering and project 
management experience come from CASG, while 

the operators and maintainers have been drawn 
from Air Force squadrons.

“While we’re acquiring the capability under an 
FMS case, in reality it is quite a developmental 
aircraft that is adopting a range of systems that 
come from US programs.”

Following the aircraft’s arrival in Australia, 
additional verification work will be conducted to 
ensure the facilities being built initially at Edinburgh 
are suitable, and it is compatible with the ADF’s 
ISR network and other capabilities.

“We’ll do all the acceptance tests in the US so 

that we’re satisfied, AVM Phillips said. “And then 
in Australia the testing we’ll do leading up to Initial 
Operational Capability (IOC) is based on proving 
the Australian-based elements, our logistics, the 
aircrew are all trained, and just confirming all our 
data systems flow as well.”

While the G550 is a significantly smaller airframe 
than the C-135 and C-130 platforms previously 
associated with such high-end capabilities, the 
technological advances that have allowed many 
of these capabilities to be miniaturised means 

there will be an opportunity to grow the MC-55A’s 
capabilities throughout its service life.

“We’re drawing from a range of other US 
programs that are coming together and are being 
condensed into a small airframe,” he told us. “That’s 
part of the integration challenge, so that’s where 
the complexity in the program comes from, and 
obviously the weight and outer mould line as well.

“But what I will say is, as you’d expect with 
all modern heavily-missionised capabilities, you 
never really stand still with those capabilities, he 
added. “From now until the life-of-type we have a 

plan to iteratively and successively upgrade the 
aircraft to make sure it meets the contemporary 
capability needs, so we do have provision to 
make those upgrades.”

FACILITIES, TRAINING & 
SUSTAINMENT
IOC is currently scheduled for 2024/25, at which 
time the Edinburgh facilities will be complete, 
in-country training has commenced, and an initial 
sustainment system will be in place.

“The facilities have been a bit of a success story 
– so far they are ahead of schedule,” AVM Phillips 
said. “The first part of that is at RAAF Edinburgh, 
and we’re looking to complete the first of the 
Edinburgh buildings this calendar year. We’ll have 
a staged facilities rollout – we’ll have four operating 
bases at Edinburgh, Townsville, Darwin, and Cocos 
Keeling Islands, and we’ll progressively upgrade 
those facilities as well.”

The facilities plan was approved by the 
Commonwealth in November 2020. A departmental 
release at the time said LendLease had been 
selected to perform the work that will comprise 
a new hangar at Edinburgh, a new headquarters 
for 10 Squadron, a simulator building, and other 
infrastructure. The new facilities will be co-located 
with similar new facilities added in recent years or 
planned for the RAAF’s P-8A and MQ-4C.

The planned total cost of the Airborne 
Intelligence Surveillance Reconnaissance 
Electronic Warfare Capability Facilities Works 
Project at Edinburgh and at the forward bases in 
the ADF’s Public Works Committee submission in 
June 2020 was estimated to be $293.65m.

For training, the RAAF will acquire a G550 
flight simulator which will be modified for military 
use only, and there will also be an unspecified 
level of mission simulation inherent in the training 
capability.

AVM Phillips told us that an Australian 
sustainment partner for the capability was yet to be 
selected. “We are still working thru our sustainment 
strategy,” he said. “Initially our sustainment will be 
done through an FMS case through L3Harris, and 
they are looking to partner with Australian industry 
and make sure there is Australian Industry Content 
(AIC), particularly through the touch-labour. We 
won’t finalise exactly what that looks like until 2023.”

The MC-55A’s Full Operating Capability (FOC) 
is due to follow in 2026, at which time all four jets, 
all crews, all maintenance and support systems, 
a sustainment provider, and all facilities will be 
complete or in place.

A Royal Australian Air Force E-7A Wedgetail aircraft from No.2 Squadron takesoff at Eielson Air Force Base in Alaska, 
United States. Credit: CoA / Bronwyn Marchant

AIR 555
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For friendly combat aircraft, electronic 
countermeasures (ECM) and self-protection 
systems that use chaff, flares or directed 

energy can only temporarily keep enemy missiles 
at bay, while jammers are only effective whilst the 
jamming device is present. Permanently destroying 
enemy air defences and pre-emptively taking them 
out before they can engage is a better solution, 
hence the concept of suppression of enemy air 
defences (SEAD) or destruction of enemy air 
defences (DEAD). The latter generally refers to 
missions that use conventional attack weapons 
rather than the specialist weapons and electronics 
carried by SEAD aircraft like the EA-18G Growler or 
‘Wild Weasel’ F-16CJ Fighting Falcon. 

Anti-radiation missiles are the main tools used 
to attack air defence radars, but they are only 
able to home in on radiation-emitting targets and 

not missile launchers and associated anti-aircraft 
equipment. With this in mind, some SEAD aircraft 
will drop cluster munitions to take out other 
infrastructure around the radar emitter. Once the 
radars are disabled, air defences can be destroyed 
by other weapons. 

Although anti-radiation missiles are generally 
designed for air-to-surface use against ground-
based radars in the SEAD role, they can also 
effectively be used as strike weapons, especially 
against ships, as they can lock onto a platform’s 

radar. Surface-to-surface and surface-to-air 
missiles can also function as ARMs – for example, 
missiles like the P-700 Granit or Exocet can home 
on enemy emitters. 

Some nations have specifically developed 
surface-to-air anti-radiation weapons. For example, 
China developed the FT-2000 surface-to-air missile 
(SAM) as a dedicated anti-radiation version of its 
FD-2000/HQ-9. Designed for taking out airborne 
early warning and jamming aircraft, range is up to 
100 km and targeting band 2-18 GHz, but it’s not 
clear if this version made it into production. 

Some air-to-air missiles also function as 
ARMs. For example, the Russian Vympel R-27P 
(Pasivnaya) is fitted with an anti-radiation seeker, 
which homes in on other airborne radars. Range 
is 70 km (the R-27EP has a range of 110 km). 
When it first emerged, the R-27P had no Western 
equal and was a radical departure from normal 
missile guidance regimes. The other variants of 
the R-27, developed in the early 1980s, are more 
conventionally guided. 

The global proliferation of radar-guided surface-
to-air missile systems means ARMs are a vital 
component of any air force’s inventory. China’s 
dizzying array of missiles means ARMs are in 
popular demand in the region, and countries 
in the Asia-Pacific have acquired hundreds of 
them – mostly AGM-88s - but also Russian and 
indigenously designed weapons, and loitering 
munitions. 

Australia is one relatively new entrant to the 
ARM club, with the acquisition of the AGM-88. 

GUY MARTIN // JOHANNESBURG

ARMED AND DANGEROUS – TARGETING 
ENEMY DEFENCES

Anti-radiation missiles (ARMs) are at the sharp end of electronic warfare, and have proven their immense worth in combat 
over the last half century from the Israeli victory against the Syrians in the Bekaa Valley in 1982, to Desert Storm when 

coalition forces launched over 2,000 anti-radiation missiles to wipe out Iraqi air defences. Nations around the world 
continue to invest in these niche missiles, as well as anti-radiation loitering munitions.

AGM-88-equipped RAAF EA-18G Growlers during Ex Diamond Storm 22 (LAC Sam Price - Commonwealth of Australia)

Some air-to-air missiles also function as ARMs. For example, 
the Russian Vympel R-27P (Pasivnaya) is fitted with an anti- 
radiation seeker, which homes in on other airborne radars.

MISSILES
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In 2017 the US State Department approved the 
US $137 million sale of 70 Northrop Grumman 
AGM-88B High-Speed Anti-Radiation Missiles 
(HARMs) and 40 AGM-88E Advanced Anti-
Radiation Guided Missiles (AARGMs). In June 

this year, this was followed by 15 AGM-88E2 
AARGMs for US $94 million. They are equipping 
the Royal Australian Air Force’s eleven EA-18G 
Growler electronic attack aircraft in service with 
6 Squadron at Amberley (Australia is acquiring 
a 12th Growler to replace one that crashed in 
the US). Final Growler operating capability is 
expected this year, giving Australia a dedicated 
and formidable regional capability. 

The AGM-88 is one of the most widely used anti-
radiation missiles, with thousands manufactured 
over the last half century. It was conceived as a 
replacement for the US Navy’s AGM-45 Shrike 
and AGM-78 Standard ARM, which came to 
prominence during the Vietnam War in response to 
growing radar-guided surface-to-air missile threats. 
The AGM-45 incorporated a passive radar seeker 

to home-in on North Vietnamese SA-2 missiles 
but could be flummoxed by the radar emitter being 
turned off and on repeatedly. It also suffered from 
poor seeker sensitivity and frequency coverage 
as well as relatively low speed and short range, 

meaning Wild Weasel aircraft would have to 
enter missile engagement range before firing their 
Shrikes. The improved AGM-78 could remember 
the location of the emitter in case it was turned 
off, and served better in combat as it had a greater 
range and larger warhead. 

The AGM-88 was the next generation ARM to 
be developed in the US, and entered production 
in 1983. Combat debut was in March 1986 
against Libyan SAM sites; the missile was 
subsequently heavily used during Operation 
Desert Storm. The 4.17 m long weapon weighs 
nearly 370 kg at launch and has a maximum 
range of more than 90 km and speed of Mach 2. 
A broadband antenna provides coverage from C 
through J bands (2-20 GHz). 

Various upgrades have been implemented over 

the years, and the AGM-88 has evolved from 
the AGM-88A to the B, C, E, F and G models 
(the D model was cancelled). The AGM-88F is 
a Raytheon-developed upgrade that utilises its 
HARM Control Section Modification (HCSM) 
package incorporating a GPS receiver, an 
improved inertial measurement unit, a new power 
supply and a digital flight computer. 

The primary current versions is the AGM-88E 
AARGM. Developed by the US Navy in cooperation 
with the Italian Air Force from 2006, it features 
an advanced anti-radiation homing receiver, 
global positioning system/inertial navigation 
system (GPS/INS) to remember the location of 
switched off emitters, and an embedded Integrated 
Broadcast System Receiver that can receive real-
time targeting data from supporting systems and 
provide weapon impact assessment reports. The 
addition of an active terminal guidance millimetre-
wave seeker greatly maximises the effectiveness of 
the weapon against silent targets. 

The AGM-88G AARGM-ER is an extended 
range version with a new rocket/ramjet motor 
and redesigned airframe. It will be used on US 
Navy EA-18G and F/A-18E/F aircraft, and is 
compatible with the F-35 Lightning II. Flight 
testing is underway ahead of initial operating 
capability in 2023. 

In addition to the United States and Australia, 
AGM-88s have been acquired by Germany (for its 
Tornado), Greece (F-16), Italy (Tornado), South 
Korea (F-16), Morocco (F-16), Saudi Arabia (F-15), 
Spain (EF-18A), Turkey (F-16), Taiwan (F-16) and 
the United Arab Emirates (F-16). Many of the older 
AGM-88Bs in service around the world have been 
remanufactured to AGM-88E AARGM standard.

NICHE CAPABILITY
Historically, only a few countries have developed 
ARM capabilities. In the 1970s, for example, the 
United Kingdom and France developed an anti-
radiation version of the Martel, and subsequently 
the Armat, which was exported. The UK then 
produced the Air-Launched Anti-Radiation Missile 
(ALARM) in the 1980s and this features an unusual 
loiter mode – if the target radar shut down, the 
missile deploys a parachute to descend gently until 
the radar switches back on. It was successfully 
used by the Royal Air Force in a number of combat 
operations, but withdrawn in 2013. However, it 
remains in the Royal Saudi Air Force’s inventory – 
ALARMs were used in Yemen in 2015. 

Although not exported, an unusual ARM was 
the United States’ low-cost AGM-122 Sidearm, 
which was developed in the 1980s from the AIM-9 

China’s dizzying array of missiles means ARMs are in popular 
demand in the region, and countries in the Asia-Pacific have 

acquired hundreds of them – mostly AGM-88s - but also Russian 
and indigenously designed weapons, and loitering munitions. 

AGM-88G AARGM-ER test firing (US Navy)
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Sidewinder. Small and simple, it was carried by US 
Marine Corps AH-1 attack helicopters and AV-8B 
Harriers. 

Although the United States generally leads 
the way in anti-radiation missile technology, a 
number of other countries have also developed 
these niche weapons, including Iran (Hormuz-1 
anti-radiation ballistic missile) and Turkey, whose 
Roketsan is working on a supersonic ARM for the 
country’s TF-X fighter. The Akbaba was revealed 
in 2021 but little is known other than it will replace 
Turkey’s AGM-88s. 

Russia has long espoused the use of ARMs, 
and developed a number of weapons over the last 
50-plus years, such as the Kh-25MP and Kh-27 
as well as the now obsolete Kh-28. Today, the 
Tactical Missile Corporation (TMC) offers the 
Kh-31P series. 

The Kh-31P medium-range ARM entered 
service in 1988. This 600 kg weapon is powered 
by a ramjet engine for a high top speed. It is 
fitted with interchangeable, frequency specific 
homing heads (its target set includes US AN/
MPQ-53 [Patriot] and AN/SPY-1 [Aegis] radars). 
Range is up to 110 km. If irradiated by an enemy 
radar, the missile can perform an evasive 10-g 
pull-up manoeuvre. Kh-31P launch aircraft 
include the MiG-29, Su-25, Su-27, Su-30 and 
Su-34. The larger and heavier (715 kg) Kh-31PD 
is designed for use against SAM-related radars, 

and has a range of up to 250 km. It is compatible 
with the MiG-29, MiG-35, and Su-35.

The Kh-31PK is equipped with a proximity fuse, 
an ‘increased efficiency’ payload, interchangeable 
frequency-specific seeker heads and is optimised 
for use against medium- and long-range air defence 
radar emitters. Maximum range is 110 km. In the 
Asia-Pacific, the Kh-31P has been acquired by 
India, Indonesia, Malaysia and Vietnam, primarily for 
Su-30 aircraft. 

In Russian Air Force service since 1982, the 
Raduga NPO Kh-58 ARM family reinforces the 
Kh-31P series. This includes the baseline Kh-58 
(160 km range), extended range Kh-58U (250 km 
range), Kh-58E export version and Kh-58UshE 
(with a new single seeker head). The Kh-58UShKE 
has folding fins for semi-conformal carriage while 
the Kh-58UShKE(TP) adds an imaging infrared 
seeker. The Kh-58 series is designed to be carried 
by Su-24, Su-25, MiG-35, Su-30MK, Su-35 and 
Su-57 aircraft and has been widely exported. 

ASIA-PACIFIC PROLIFERATION
A fairly large number of nations in the Asia-Pacific 
have either imported ARMs or developed their own. 
Taiwan, for example, in the early 2000s developed 
an anti-radiation version of its Sky Sword II (TC-2) 

air-to-air missile, the TC-2A, which arms its F-CK-1 
combat aircraft. The TC-2A apparently has a range 
of 100 km. Taiwan’s National Chung-Shan Institute 
of Science and Technology (NCSIST) is also 
manufacturing the Chien Hsiang piston-engine anti-
radiation loitering munition, similar in configuration 
to the Israeli Harpy. 

Across the Taiwan Strait, China has invested 
heavily into missile technology, and this includes 
anti-radiation missiles. The People’s Liberation 

Army has acquired Russian ARMs, including the 
Kh-31P, which is produced locally as the Hongdu 
YingJi-91, or YJ-91. It features field-changeable 
passive seekers tuned to particular target 
frequencies and has a maximum range of 120 km. 
It entered service in the late 1990s with China’s 
J-15 fighters. A new ARM is expected to arm the 
J-16D, a dedicated SEAD and electronic warfare 
version of the J-16, and in 2020 what appeared to 
be a new anti-radiation missile was seen aboard a 
two-seat J-11BS. 

Multiple ARMs are offered for export by 
the China Aerospace Science and Industry 
Corporation (CASIC), including the CM-102, a 
supersonic ARM with a 100 km range. The CM-102 
is intended to arm both manned and unmanned 
aircraft. Its anti-radiation seeker follows enemy 

The AGM-88 is one of the most widely used anti-radiation 
missiles, with thousands manufactured over the last half century. 

Missile/A destroyed Iraqi radar (US DoD)

Kh-58UShKE(TP) with imaging infrared seeker (Rosoboronexport)
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radar transmissions back to their source, with a 
circular error probability (CEP) of 7 meters, which 
is enough to attack ships and land-based radars. 
The CM-102 is competing with the China National 
Aero-Technology Import & Export Corporation 
(CATIC) LD-10, an ARM version of the PL-12 air to 
air missile, and YJ-91. 

Along with a host of new guided weapons, India 
is developing its first anti-radiation missile, the 
Rudram1, previously known as the Next Generation 
ARM (NGARM).The Defence Research and 
Development Organisation (DRDO) has led the 
project, while production will be the responsibility 
of Bharat. The Rudram1 has a range of around 
150-200 km, and is designed for carriage aboard 
Jaguar, MiG-29, Mirage 2000, Tejas, Su-30MKI 
and Rafale jets. The 600 kg weapon features a 
locally developed passive radar seeker/millimetre-
wave terminal guidance homing head. 

Development began in 2012, with captive flight 
trials taking place from 2016. Series production is 
due to take place from 2022, and once in service it 
will supplement the Kh-31Ps supplied by Russia. A 

ground-based version is also planned. 
Across the border, Pakistan between 2013 and 

2017 took delivery of LD-10 anti-radiation missiles 
from China for its JF-17 combat aircraft, and MAR-1 
ARMs from Brazil for its Mirage III/V jets. The 
MAR-1 was developed by Mectron – now SIATT 

- from the late 1990s, with flight trials ten years 
later. The 270 kg weapon uses a locally produced 
passive radar seeker (.8-20 GHz range) and has a 
range of 60-100 km. 

In addition to missiles, loitering munitions are 
becoming an increasingly popular anti-radiation 
option. Israel Aerospace Industries (IAI) has led 
this field and in the late 1980s developed the 
Harpy loitering anti-radiation munition, which 
has been sold to nations including Chile, South 
Korea, Turkey, India and China. This has a range 
of 200 km and endurance of around 2 hours. IAI 
subsequently developed the Harpy NG, and smaller 
Mini Harpy, fitted with a radiation seeker and 
electro-optical payload. 

Five years ago, China revealed the ASN-301 
anti-radiation loitering munition, which bears a 
striking resemblance to the Harpy. It is offered for 
export. Elsewhere, Turkey’s Lentatek in 2018 flew 
the Kargi fixed wing anti-radiation loitering UAV, 
which is expected to enter series production this 
year. This should not be confused with Turkish 
company STM’s Kargu rotary wing loitering 
munition, which is being developed to incorporate 
an anti-radiation payload. 

The widespread introduction of the F-35 
stealth fighter suggests the potential elimination 
of dedicated SEAD aircraft in many air forces’ 
inventories, along with their specialised ARMs, as 
an F-35 could theoretically get close enough to a 
radar emitter to destroy it with guided or unguided 
bombs. However, passive radar and other counter-
stealth technology is rapidly advancing, making it 
unlikely the need for dedicated SEAD aircraft and 
dedicated anti-radiation missiles will disappear 
- especially as the majority of air force fleets will 
remain comprised of non-stealthy aircraft vulnerable 
to radar-guided threats.

AGM-88G AARGM-ER test firing (US Navy)

A USAF F-16C launches an AGM-88 (USAF - Tech Sgt Michael Ammons)

The Kh-31PK is equipped with a proximity fuse, an ‘increased 
efficiency’ payload, interchangeable frequency-specific seeker 

heads and is optimised for use against medium- and long-range 
air defence radar emitters. 

MISSILES



Kym: Please start with an overall summary of 
Arianespace and how you fit into the sector:
A: We are the European satellite launcher service 
provider, founded in 1980. We have been operating 
the Ariane family of rockets since the beginning 
of our story. Then in the decade to 2010, we have 
added Vega to our family of launch vehicles which 
gave us a capability at the lighter end of the market 
for earth observation satellites.

We also engaged with Russian industry and 
formed a partnership around Soyuz. We have been 
operating Ariane 5, Vega and Soyuz simultaneously 
for several years. To make a long story short, the 
partnership with Soyuz was always scheduled 
to end in 2023, but with the Russian invasion of 
Ukraine, all cooperation has been frozen. It goes 
without saying that it is not possible to operate 
Soyuz any longer following the Russian invasion of 
Ukraine and we have stopped using the Baikonur 
space centre.

We had to face this difficult issue at the end of 
February. Fortunately, we have two new launchers. 
The Vega C has had a recent successful maiden 
flight, followed by Ariane 6. These launchers, the 
next generation of Vega and Ariane rockets, will be 
the successors to Soyuz and will do what Soyuz 
was able to do. We are completing the use of 
Ariane 5 and the cooperation with Soyuz is gone 
and we are now focussed on the introduction of 
new launchers.

Q: I was not aware that the relationship with 
Soyuz was coming to an end anyway. Does 
this mean that the disruption for Arianespace 
has not been as bad as it might first look?
A: You are right – and it’s important to mention 
it. In 2014, Europe took the decision to move to 
Ariane 6 and Vega C. This occurred after the 
Russian annexation of Crimea – and while it was 
not the only motivation that was a factor. This 
meant that even then we were worried about 
the fragility of working with Russia because of 
geopolitics. It was very firmly decided back then 
that Ariane 6 and Vega C – combined with some 
other measures – would give us all of the required 
capabilities without Soyuz.

These things take time but it has been the case 
since then that we have been planning to end our 
activities from Baikonur in 2023. We now have to 
advance that timetable and we are in discussion 
with our customers such as One Web about how 
to offer the best possible solutions.

Q: The additional sanctions on Russia seem 
to be causing turmoil in global supply chains 
because when it comes to things such as raw 
materials, companies were not always aware 
of where their subcontractors were sourcing 
their commodities. Have these 2nd and 3rd 
order problems caused you headaches?
A: No – we do not have these types of problems 
with Ariane as we have zero Russian components. 
Regarding Vega C, part of the engine for the upper 
stage called AVUM is actually made in Ukraine 
by the company Yuzhmash located in Dnipro. The 

issue then is having a long-term supply of these 
engines and Vega – which has a strategic stock 
of them - can either continue to receive them from 
Dnipro or use backup solutions. We have plenty of 
time, so we are not concerned about those issues 
or the availability of Vega.

Q: Turning now to JP 9102, which is well 
underway, how do you view the situation? 
I am aware of your excellent long-term 
relationship with Optus in particular. Are you 
able to work with all the bidders?
A: When it comes to Australia, this has been 
a success story since the very beginning of 
Arianespace. The first launch was a predecessor of 
the Optus satellites and took place in 1987. Since 
then, we have launched all six Optus satellites, 
starting in the year 2000. Additionally, we have 
launched two NBN satellites to provide connectivity 
across the digital divide. In total we have launched 
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Stéphane Israël, CEO, Arianespace

Vega C inaugural launch (Arianespace photo) 
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eight satellites for Australia – which gives us an 
impressive 100% of the market share for Australia.

Needless to say, this 100% market share comes 
with a 100% success rate for these launches. 

The story is continuing and using Ariane 6 we 
will deliver the Optus 11 satellite, which will replace 
the older D1. Optus made an early selection of 
Ariane 6 and we are grateful to them for that. This 
launch will take place in late 2023 or more likely the 
first half of 2024.

Regarding the future Australian military 
communications satellites, we have delivered offers 
to all potential prime contractors. We are totally 
neutral when it comes to launch services and 
cooperating with all satellite manufacturers. It is 
now up to the government to make their choice for 
the prime contractor and after that another decision 
will be taken regarding the launch provider.

Like everyone we are now in waiting. What I can 

mention – given that we are talking about a launch 
in something like 2027 – is an extra important detail. 
By then we will have an even further improved 
version of Ariane 6 available – what we call Block 
2 – which is a more powerful rocket to the one 
currently being introduced onto the market. This 
has been done with the agreement of the European 
Space Agency and it will be to the benefit of all of 
our customers, both institutional and commercial.

This means that by 2027 the Block 2 with 
roughly 20% more performance compared to the 
first version of Ariane 6 will be available. We think 
this gives us an advantage because with more 
power comes greater flexibility for the mission, 
more accurate deployment – which in turn means 
that the satellite will need less of its own power to 
reach final orbit. The benefit is that this increases 
the life of the satellite because it is able to retain 
more fuel. It could also allow extra satellites to be 

carried on the mission – if Australia and the prime 
contractor wants to go in this direction.

Q: How are things going with Ariane 6? The 
first launch appears to have been pushed 
back – although is this a question for the 
European Space Agency?
A: It is a matter to be commented upon with more 
details by the European Space Agency and their 
two partners CNES and Arianegroup. The first 
flight will now take place in 2023. Until recently we 
were hoping for 2022, but this was always going 
to be very ambitious. Nevertheless, we have three 
very important current milestones to meet. These 
include the first flight of Vega C, which took place 
on July 13, and which used the same booster 
rocket as Ariane 6, the verticalization of the core 
stage on the launch pad, done in parallel to the 
Vega launch and finally the hot firing of the Upper 

Ariane 5 launch of a French military telecommunications satellite (Arianespace phot0) 
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stage, which will take place at the end of August in 
a centre of the DLR.

These milestones are very important, showing 
that the program is progressing well and gives 
us a high level of confidence for a great success 
in 2023. I hope that the launch will take place as 
soon as possible.

From the perspective of Arianespace, for these 
types of very complex projects delays are not 
unusual. Around the world schedules are slipping 
– not just in Europe. These types of risks are quite 
common, we are used to managing them and 
always give our customers full transparency about 
how things are progressing.

We have to be a little bit patient but I have no 
doubt that Ariane 6 will be a big success story.

Q: It seems that we live in an age of 
disruption. It’s not just Russia but the effects 
of Covid are still being felt everywhere and 
are not going away anytime soon.
A: Covid definitely has not helped, but we are 
definitely progressing well, and we are now in the 
final stages leading up to the first flight.

Q: As well as providing communications 
satellites, JP 9102 also has the objective 
of contributing to Australia’s sovereign 
capabilities. Is this something that you can 
comment on?
A: This is more in the domain of the prime 
contractors to outline details of their bids. If we 
are selected, it’s clear that we will be launching 
a European rocket from European territory and 
those fundamentals will not change. However, in 
collaboration with the prime contractors, we can 
certainly explore Australian partnerships and see 
what opportunities might exist. This might include 
local space companies, but I have to be careful 
because these things are part of our offer, and I am 
very limited by what I can say publicly.

Q: More broadly, what are your impressions 
of the Australian space sector?
A: What we see is a strong appetite for space 
activities. The first piece of evidence for this is 
that you are going for an ambitious space project 
to begin with. Whichever prime is chosen, this is 
going to be an important component in Australian 
capability because you will own the assets.

The second point is that we see the development 
of a new space ecosystem in Australia with 
capable players emerging. For example, I have 
been impressed with Space Machines – a 
company that is developing orbital transfer vehicles 

for the market and we hope that we might be able 
to partner with them on some projects. They are 
one of numerous examples of how dynamic the 
market is here.

There are some impressive launch capabilities, 
but these are at the small and micro end of the 
satellite sector. So far, there does not seem to be 
a viable business case for launching something of 
the size of Vega and Ariane from Australia – but we 
can definitely look at cooperation for that smaller 
satellite market.

Also, I can see an ambitious customer as a 
purchaser of satellites – and more and more as a 
local manufacturer of space technologies. I think 
that is very positive.

Q: Particularly for military programs, 
customers demand the most stringent 
security for their programs. Is that a 
requirement that you can address:
A: Yes – in Arianespace we adhere most strictly to 
all ITAR and NATO regulations. This means we are 
used to dealing with all such classified satellites. 
For example, the UK Paradigm satellite program – 
and also Skynet. We have launched all the Skynet 
satellites, which are all in operation. Paradigm is 
used by Five Eyes partners.

This is not an issue for us – we are perfectly 
used to working within all of the stringent 

requirements. We have launched 80 military 
satellites for a number of customers and it is 
absolutely clear that we are able to provide the 
highest level of confidentiality and security for 
any program.

Another example – though not a military one 
– was our successful launch for NASA of the 
$10 billion James Webb Telescope, the most 
complex scientific instrument ever put into 
space. NASA had a large number of extremely 
strict requirements and we were able to meet 
all of them. We are very confident that we can 
meet all – and I mean all – requirements from the 
Australian DoD.

Q: I’m glad you mentioned James Webb 
because that was a great achievement. We 
were all cheering on Christmas Day last year 
when it was launched.
A: Launching it on Christmas Day shows the 
commitment of all of our staff – and it was 
the result of a 20-year partnership between 
Arianespace, ESA and NASA. I think we can all 
draw some lessons from that for the Australian 
program. If we are selected it will be the start of 
a long partnership, of which the launch will be 
the culmination of the effort. The launch of James 
Webb is a benchmark for what we can do for 
other customers. 

1ST PERSON

Launch of Soyuz 27 on February 10, 2022 
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I n a highly competitive environment for a contract 
worth around $4 billion – some industry estimates 
put it considerably higher than that – the bidders 

are keeping the finer granularity of their offers to 
themselves, but a few features are clear. Firstly, what 
will not be done in Australia: either the construction 
of large geostationary satellites or the massive 
rockets needed to place such a 6-tonne object into 
orbit 36,000km from earth. 

However, that still leaves many opportunities for 
the Australian space sector, which is relatively small 
but growing rapidly. The manufacture of satellite 
components is likely, though the real commercial 
opportunities seem to be in the sizeable ground 
segment that includes control of the network, 
data management, terminals, infrastructure and 
operations – including software updates – for 
around 30 years. 

Because of size limitations, this feature will run in 
two parts and in alphabetical order.

AIRBUS DEFENCE & SPACE
The general public probably associates Airbus 
with iconic passenger aircraft such as the A380 
superjumbo, but the company is also the world’s 
second largest supplier of military and commercial 
satellite systems (Boeing is in first place). The 
company is also a part owner of Arianespace, which 
provides launch services, including potentially for JP 
2092 (see separate story).

Airbus is basing their offer on an evolution of the 
Skynet series of military communications satellites 
– and in particular Skynet 6A, due to be launched 
in 2025. While several other bidders are looking 
for at least four satellites to meet ADF requirements 
it is possible – though unconfirmed – that Airbus 
might be able to achieve the same effect with two 
of theirs due to the greater number of available 
communications bandwidths.

Another factor that might benefit Airbus is 
that their satellites have multiple users – not 

just the UK – so they come with a sound record 
of interoperability, particularly with US forces. 
Because the UK undertakes a very large number 
of joint operations with their American colleagues, 
Skynet is fully interoperable with the current 
WGS network, as well as other military and 
commercial systems. In addition, before Skynet 5A 
was repositioned over the Indo-Pacific to boost 
coverage in this region, Royal Navy ships were 
configured to be satellite agnostic able to use both 
the UK system and WGS.

The company believes that JP 9102 is the start 
of the creation of the so-called combat cloud that 
will guarantee full connectivity between all systems 
– land, sea and air – and will form one of the layers 
in an even larger network. The end result might be 
the ability to communicate seamlessly via multiple 

channels and bearers depending on their availability. 
This future system will also need to incorporate 

communication via laser, which is an emergent 
technology due to the enormous data rates that 
can be achieved. It is being increasingly used 
for very high bandwidth transmission between 
satellites. Airbus currently transfers data from low 
earth orbiting observation satellites to others in 
geostationary orbit, which in turn transfers those 
files to ground stations. 

There is also a human dimension to how effective 
a network can be, with people as important as 
the technology. The operators of the system not 
only have to be trained but will also be involved in 
continuous system trials and wargaming exercises. 
Australia will require some sovereign modems and 
also cryptographic functions that will need to be 
designed into the JP 9102 solution.

In the UK, Airbus is also the Skynet network 
operator and is experienced in personnel training 
and staff development issues. Before the aircraft 
carrier HMS Queen Elizabeth conducted a 28 
week deployment to the region, it was preceded 
by around 9 months of intense preparation 
and rehearsals to make sure that continuous, 
secure communications would be available. The 
deployment was considered a great success, in 
part due to a great deal of lead up work.

Skynet is also available to friendly nations, on a 
normal commercial basis. This is particularly the 
case for the aforementioned repositioned 5A, which 
is being used extensively by US ships and ground 
forces. Airbus argue that their system is particularly 
secure and that in some classified circumstances 
the US is using it just as much as the UK. This 
might be explained by the fact that the US has 
a huge budget and has been able to develop a 
multi-layered system with different levels of security 
whereas European countries from necessity have 
taken a different approach with individual satellites 
designed to be as resistant to jamming as possible.
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JP 9102 BIDDERS STRENGTHEN THEIR 
INDUSTRY TEAMS

There are five known bidders for Australia’s sovereign military and government communications satellite capability: Airbus; 
Boeing; Lockheed Martin; Northrop Grumman; and Raytheon. All have assembled large teams with the aim of maximising 

local content to deliver a system that is owned and controlled by Australia, and which has connectivity with both allied and 
commercial systems. Many suppliers are common to at least two of the bids and some have multiple connections.

Skynet 4 (Airbus photo)
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Finally, Airbus points out that Skynet and the 
specified JP 9102 solution are quite similar in 
scale. The end product will not only be about 
the technology but also operator tasks of 
band selection, beam forming and lots of other 
human-in-the-loop stuff. For example, if Skynet 
encounters jamming, the operator in the field 
can hand back control so that countermeasures 
can be implemented. The first step is to identify 
and localise the jamming and then use well 
known techniques such as frequency selection 
and blanking the hostile signal by placing an 
electromagnetic null over the source.

When jamming starts, an immediate 
consequence is that the amount of available 
bandwidth diminishes, but practical experience 
shows that Skynet has been able to keep working 
in all conditions. Having sovereign wave forms and 
modems coupled with experienced and well trained 
operators also helps overcome hostile acts, as well 
as having very precise beams that can track and 
follow users as they move.

BOEING 
For their bid, the company is leveraging off 
their long history of government and military 
communications satellites. These include the 
Wideband Global Satcom constellation that 
Australia is currently using via JP 2008. Under 
the original contract, we paid around $1 billion 
– the cost of a single WGS satellite – to be able 
to access the system in 2007. This was Phase 4 
of a large, multistage contract, with Boeing the 
manufacturer of the 10 satellites in orbit.

In 2019 Boeing was awarded a US $605 million 
contract by the Department of Defense for an 11th 
next generation WGS satellite to be completed in 
2024. At the heart of Boeing’s offer for JP 9102 
is to build an additional two of these platforms 
for Australia, designed to our requirements. 
These will be owned and operated by Australia 
but taking advantage of the huge investment 
already made by the US - especially for network 
security and survivability. At the same time, the 
Australian solution would be aligned with the US 
and interoperability guaranteed, but it would be a 
sovereign system rather than something controlled 
by another government that might have different 
priorities.

Boeing Defence Australia has had a presence 
here for 95 years and in more recent times 
has been involved in several cutting-edge 
developmental programs – including for networked 
communications. An example is JP 2072 Phase 2B 
‘Currawong’ a deployable, secure strategic internet 

for the ADF able to use multiple bearers, including 
satellites. This means that the company can not only 
draw on its in-house engineering talent but also 
on a number of existing Australian supply chains 
optimised for military programs.

The company says that their bid contains around 
$1 billion worth of Australian content and that will 
create hundreds of new, highly skilled jobs. This is 
across the entire domain necessary for a sovereign 
military satellite capability: the space segment 
itself; software development; systems engineering; 
network management, ground infrastructure and 
through life support.

By adopting an approach based on existing US 
technology being incorporated in WGS-11+, Boeing 
believes that it will be able to meet the in-service 
date and provide very reliable costings. Each 
satellite will be able to handle more than 32 gigabits 
of throughput each second and they will have 
considerable anti-jam capabilities with hundreds of 
individual steerable beams. Schedule assurance is 
particularly important since the ADF wants to start 
using the system later this decade.

As well as the two satellites based on the 
WGS-11+ technology the Australian requirement 
is for an additional two UHF birds able to provide 
high mobility tactical coverage. These will provide 
more than 60 frequency agile channels across the 

entire Indo-Pacific region. These will use the ADF’s 
existing fleet of terminals and the solution builds 
on experience gained in other Defence satellite 
projects.

Boeing says it is leveraging more than three 
decades of UHF satellite development for the 
U.S. Navy and the ADF, and will provide a Next 
Generation UHF system capable of three times 
more capacity than the ADF’s existing IS-22 UHF 
satellite. The upgraded communications payload 
is a modernised version of that flown on MUOS 
and IS-22, bringing added resiliency features, and 
out-of-the-box interoperability with ADF and allied 
end user terminals.

The Boeing solution will be able to use a lot 
of the existing ground infrastructure, which will 
presumably reduce cost and schedule risk even 
further. The company believes this will lead to 
a seamless transition from JP 2008 to JP 9102 
– keeping in mind that it also supplies satellite 
terminals for various RAAF aircraft such as E7, C-17 
and P8-A in addition to Currawong. The company’s 
satellite system management segment is also 
mature, open and scalable, incorporating elements 
of other Boeing projects such as WGS. Where 
necessary, all US source code will be transferred 
to Australia to enhance sovereign capabilities and 
freeing the solution from ITAR limitations. 

The final product – known as the Advanced 

Skynet 5 graphic (Airbus image)
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Ground Architecture (AGA) - will be co-developed, 
integrated and delivered by Boeing and local 
Australian software teams.

The company says that this will result in an open, 
flexible and scalable solution that integrates existing 
management and control tools that will allow the 
evolution of the entire ground segment – such as 
the integration of proven and sovereign LAND 2072 
Currawong Battlespace Communications System 
architecture. Boeing has already started work in 
Australia developing the AGA – which will not only 
control the satellites but will also leverage related 
systems such as Currawong.

The company has assembled a large local 

team that includes companies such as: ViaSat; 
Leidos Australia – which plays a critical role in 
Defence ICT connectivity and cyber assurance; 
Clearbox and Sabre as part of the software 
development team; EM Solutions – owned by 
EOS – for certification work and processes; 
Blacktree; Quickstep; and the Indigenous Defence 
& Infrastructure Consortium, which will be involved 
in facilities work and also the broader task of 
upskilling the space sector. 

It is also Boeing’s intention to help these 
companies with export opportunities, particularly 
into global supply chains. Work has already started 
on prequalifying many of them so that they can 

be involved not only on JP 9102 but also on any 
other satellites that Boeing is producing. Particular 
emphasis is being placed on the use of First 
Nations companies directly and also throughout the 
entire supply chain. The company said:

“Australia offers a wealth of talent and capability 
that we are looking to tap into and invest in for 
JP9102 and beyond. Specifically for JP9102, we’re 
currently targeting Australian industry to develop 
the following hardware systems and components:
• Bus, payload and solar array composite structure 

panels
• Various circuit card assemblies
• Various electrical wire harness assemblies
• Numerous machine part assemblies
• UHF payload items including solid state power 

amplifiers electronics unit, output multiplexer 
electronics unit”
The offer of two WGS-11+ like Australian 

satellites means that the company can be very 
confident of meeting the schedule because the 
production line already exists and the solution is 
very mature. However, the company emphasised 
that maturity does not mean that the satellites will 
be dated – on the contrary. The network has been 
evolving and WGS-11+ is the effectively fourth 
generation in the series, coming after Block I, Block 
II and Block II Follow-on.

Boeing says its philosophy both for wideband 
and UHF satellites has been one of continuous 
evolution incorporating the latest technologies. 
WGS-11+ is taking advantage of commercial 
satellite programs to make sure that it’s state of 
the art, particularly regarding power, flexibility and 
resilience – noting that for this latter feature military 
requirements are particularly demanding.

One way to maximise network resilience for 
assured protected communications is for it to be a 
diverse and distributed hybrid system. This is the 
approach Boeing has taken for US requirements 
and believes that other allied nations have a similar 
vision. Australia will achieve this through the 
two WGS-11+ satellites, two UHF satellites and 
connectivity with other constellations.

Regarding the overall strategy for the bid, Boeing 
says that they are aiming for optimal reuse of the 
existing infrastructure. The company believes 
that one of the major challenges is transitioning 
to different end user terminals while at the same 
time maintaining network functionality, hence the 
importance of reuse where possible. 

(In a future edition we will update the bids of 
Lockheed Martin, Northrop Grumman and 
Raytheon)

 WGS Block II (rendering Boeing image)
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Many analysts believe that an exercise of this 
scale and complexity is designed to send a 
warning to China about US preparedness 

for a major conflict. With China threating Taiwan in 
the most heavy-handed and provocative way, the 
US responding with determination and North Korea 
constantly on edge it’s hardly surprising that the 
entire region feels tense.

Valiant Shield 2022 is the fifth military 
exercise in which Lockheed Martin – including 
involvement of its Australian arm - has partnered 
with the U.S. Indo-Pacific Command. Beginning 
in 2019 with Talisman Sabre and as part of 
the command’s Pacific Deterrence Initiative, 
Lockheed Martin has participated in a series 
of exercises that have each demonstrated 
progressively expanded capabilities.

The focus of the activity is conducting joint 

force, all-domain missions. The particular role of 
Lockheed Martin was to provide updated decision 
aiding software, including elements of Artificial 
Intelligence. This was done via a virtual Aegis 
system, with the addition of a product called 
Diamond Shield. In essence, this uses AI to help 
commanders prioritise threats.

A second element is that the system then uses 

something close to game theory to play out various 
responses and permutations to figure out what the 
next set of problems might look like. Rather than a 
human making decisions based on their experience, 
the software can run through several hundred 
scenarios in seconds – or in the case of very long-
range engagements a few minutes - and conclude 
which three or so are the most likely to occur.

As well as that, Diamond Shield also displays 
the statistical likelihood of each scenario and the 
probabilities of success. An example could be the 
evaluation of an incoming threat – say a missile 
– with the system recommending actions. These 
might include a complex response involving a large 
number of protective measures, or the application 
of a directed energy weapon, or even to ignore 
it on the basis that in the meantime the enemy 
command & control system has been disrupted.

The software also has a predictive element that 
might perceive a future threat and recommend that 
friendly platforms be deployed in a particular fashion 
as a pre-emptive, disruptive measure. This is to 
enable coordination across a range of platforms, 

such as several Aegis equipped ships. Diamond 
Shield is able to take separate streams of data from 
each and combine and analyse that information to 
come up with the best possible result.

This is a necessary adjunct to warfighting in 
complex high-end domains because the amount 
of information available and the speed with 
which it is being delivered would overwhelm the 
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MAJOR US EXERCISE VALIANT SHIELD 
INVOLVED LOCKHEED MARTIN AUSTRALIA

While not as well-known as exercises such as RIMPAC, Valiant Shield is one of the most consequential training exercises 
in the entire Indo-Pacific region. Centred on Guam and involving only US assets, this year’s activity included more than 
200 ships – including two aircraft carriers – planes and land systems. Space and cyber capabilities were also tested. 

Notable features included live firings from Patriot and HIMARS missile batteries and the sinking of a retired ship.

KOROR, Palau - A U.S. Air Force F-35A Lightning II assigned to the 356th Expeditionary Fighter Squadron, 354th Air 
Expeditionary Wing, taxis on the runway upon initial arrival at Palau International Airport in support of Valiant Shield 22, 
June 11, 2022. (Photo By: USAF Senior Airman Jose Miguel Tamond)

Rather than a human making decisions based on their 
experience, the software can run through several hundred 
scenarios in seconds – or in the case of very long-range 

engagements a few minutes - and conclude which three or so 
are the most likely to occur.
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human brain. Diamond Shield provides a theatre 
level view and is able to deconflict information 
arriving from multiple ship-based command and 
control systems. It runs on commercial computing 
platforms and can interface with a number of 
military systems.

Lockheed Martin Australia had 14 engineers 
involved in Valiant Shield, which like Talisman 
Sabre and a number of other exercises includes 
opportunities for industry participation. They were 
assisting with tasks in three basic categories: 1. 
Know what is happening (Diamond Shield); 2. 
Calculating the options through the application of 
AI (Diamond Shield); 3. Responding with speed 
and precision (Aegis).

After reviewing the exercise, Lockheed Martin is 
looking at ways of expanding the number of data 
links that Diamond Shield can utilise. The role of 
AI will also be expanded and will be trialed during 
the next Valiant Shield in 2024. The company is 
also involved in the mundane but vital mission of 
coordinating tasking orders, which historically has 
meant that each service – and now with cyber 
added – has developed different approaches, 
language and terminology. 

Until the military develops an all-domain lexicon, 
it is necessary to translate instructions being used 
by one service into something that another service 
can readily understand – a sort of digital Babelfish 
for instructions in a variety of formats. This is 
necessary for the coordination and effectiveness 
of joint force operations, which are becoming 
increasingly common.

Lockheed Martin had a lot of hardware involved 
including, but not limited to, Aegis equipped ships, 
HIMARS, Patriot – and especially a number of 
U.S. Air Force F-35As. 

During the exercise, a U.S. Army Patriot missile 
defense system and an Air Force F-35A joined 
forces to combat an identified threat. 

Using sensor data provided solely by the F-35A, 
two Patriot interceptors engaged the cruise missile 
surrogate target and successfully shot it down. 

For F-35 Combat Air Australia Lead Chris 
Widerstrom, this achievement is further proof 
of the F-35’s advanced capabilities to sense, 
communicate and effect to counter near-peer 
adversaries. 

“The F-35’s closed-loop sensor fusion 
capabilities enable it to autonomously and 
instantaneously pinpoint exact enemy targets, 
which it can then share with the joint force with 
speed, precision, and confidence, as seen through 
Valiant Shield,” he told APDR 

Widerstrom also underscored Lockheed 
Martin’s commitment to investing in upgrading 
capabilities to ensure the lethality and survivability 
of the F-35 remains uncontested. 

“The F-35 fleet has already begun, and will 
continue to receive, upgrades that will ensure it 
will maintain the most cutting-edge warfighting 
technologies needed to outpace rapidly advancing 
threats,” he said.

Lockheed Martin expects the Indo-Pacific to 
eventually host more than 300 5th Generation 
F-35s permanently, including the Australian fleet 
which, according to Widerstrom, will further drive 
deterrence of advanced adversaries.

“In addition to its unmatched, 5th generation 
capabilities and full interoperability, the F-35 
reinforces Australia’s alliances with our strongest  

allies by driving collaboration across industry, 
government, and military. 

“The partnerships enabled by the F-35 will be 
key to continued deterrence of advanced threats.” 

In conclusion, according to Lockheed Martin 
Australia’s Neale Prescott, Director Business 
Development:

“International defence exercises of this size 
and scale are key to enhancing interoperability 
between Australia, the US and allied nations.”

“It allows industry and militaries to test out and 
validate next gen capabilities during exercises in 
real time across all domains, which in turn builds 
confidence and experience to operate with allied 
nations. This further supports the vital evolution 
of military capabilities that contribute to security 
across the Indo-Pacific.”

PHILIPPINE SEA - Aircraft from Carrier Air Wing (CVW) 9 fly over the Nimitz-class aircraft carrier Abraham Lincoln 
(CVN 72), front left, America-class amphibious assault ship USS Tripoli (LHA 7), front center, Nimitz-class aircraft 
carrier USS Ronald Reagan (CVN 76), front right, Ticonderoga-class guided-missile cruiser USS Mobile Bay (CG 
53), middle left, Arleigh Burke-class guided-missile destroyer USS Benfold (DDG 65), middle center, Ticonderoga-
class guided-missile cruiser USS Antietam (CG 54), middle right, Arleigh Burke-class guided-missile destroyer USS 
Spruance (DDG 111), back left, and Arleigh Burke-class guided-missile destroyer USS Fitzgerald (DDG 62), back right, 
as they sail in formation during Valiant Shield 2022 (VS22). (Photo By: USAF / Petty Officer 3rd Class Thaddeus)

Lockheed Martin Australia had 14 engineers involved in Valiant 
Shield, which like Talisman Sabre and a number of other 

exercises includes opportunities for industry participation.
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LASER

Simulation-based training offers many 
advantages over the real thing: it is more 
cost effective, safer, and more easily allows 

for the repetitive training needed to instil muscle 
memory into personnel. Certain training that would 
be dangerous to do in reality is well suited to 
simulation training, as well as situations that are hard 
to replicate, such as equipment failure. It also allows 
for after-action review that can pinpoint problems and 
identify areas that need correcting. Synthetic training 
is also relatively portable and readily accessible, 
requiring less in the way of infrastructure. It also 
reduces wear and tear on prime mission equipment. 

There are two main categories of soldier 
simulation training: real world force-on-force 
(or opposing force) training using simulated or 
modified weapons and ammunition; and training 
systems that use synthetic or virtual environments. 
Both of these types are today heavily reliant on the 

humble laser beam to replicate ammunition being 
discharged, either on an indoor simulated range or 
in the real world.

Tactical Engagement Simulation Systems 
(TESS) have been in use for nearly 50 years, and 
with these systems, laser transmitters are primarily 
used instead of live ammunition, or in conjunction 
with blank rounds. The Multiple Integrated Laser 
Engagement System (MILES) is one of the most 
successful of these, and one of the early pioneers 
– service entry with the United States was in 1980, 

and it revolutionised US Army training. MILES is 
a relatively basic system – when a blank round 
is fired from a weapon, a laser is pulsed and, if 
accurate, is detected by sensors worn by a soldier 
or fitted to a vehicle. 

Early versions could not track who fired an 
individual shot, but the latest versions encode 
information about the shooter, weapon and 
ammunition in the laser, allowing the tracking of 
individual shots for comprehensive after-action 
review. The further digitisation of simulation training 
allows other elements to be added, such as 
improvised explosive devices, chemical weapons 
etc., which can be coupled with battlefield effects 
and simulated devices. 

For example, the US Army’s eBullet system being 
developed by Army researchers superimposes 
simulated ammunition trajectories, explosive 
blasts and other effects and adjusts for real world 
weather factors like wind and temperature, and 
notifies soldiers if they have been either killed or 

wounded (the system takes into account things like 
body armour and hit position). These technologies 
are being incorporated into the US Army’s new 
Synthetic Training Environment project. 

Live TESS training with systems like Cubic’s 
MILES or Saab’s Gamer manpack, to name just a 
couple, is one of the few viable methods of creating 
the psychological and physiological stresses that 
can give troops a good taste of combat. On the 
other hand, it is also less daunting for novices who 
may have never fired live ammunition before. 

GUY MARTIN // JOHANNESBURG

SIMULATION TRAINING AT THE SPEED  
OF LIGHT

The gap between the virtual and real worlds is rapidly closing in the realm of marksmanship and tactical military training, 
as simulation and training technology improves in leaps and bounds. Early training systems that required shooters to fire 
at a screen, or which added a laser to a firearm, have evolved into sophisticated solutions that incorporate virtual reality 

headsets and other technologies to create a completely immersive and highly realistic training experience. 

A Laser Shot virtual small arms trainer (Laser Shot)

Simulation-based training offers many advantages over the real 
thing: it is more cost effective, safer, and more easily allows 

for the repetitive training needed to instil muscle memory into 
personnel. 
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Initially, only basic direct-fire weapons were 
included in TESS training, meaning that weapons 
like grenade launchers, close air support, artillery, 
counter-defilade weapons etc. were excluded. 
However, there are now many indirect-fire solutions 
that address this issue. For example, an indirect fire 
weapon like a grenade launcher can be fitted with a 
weapon orientation package that is combined with 
a trigger pull sensor, and a dummy round with a 
speaker to provide audio cues on firing. A computer 
calculates the trajectory of the round based on the 
location of the firer and weapon orientation – this 
information can be transmitted to other training 
devices to simulate a mortar or grenade explosion. 
All of the big players in this market (Cubic, InVeris, 
Raytheon, Saab etc.) now offer indirect-fire 
technology in their training systems. Cubic, for 
example, uses the I-HITS system in conjunction 
with MILES to simulate artillery strikes, air to 
ground fire, tank fire and other direct and indirect 
fire scenarios.

Aside from the indirect fire challenge, there are 
other drawbacks to laser-based systems that have 
proven more difficult to overcome. For example, 
lasers cannot penetrate foliage or other superficial 
obstacles, so soldiers can hide behind flimsy cover, 
including single brick structures, bushes or sheet 
metal, giving them false lessons on vulnerability. 

It was a particular problem with early TES 
systems that, because a laser beam moves at the 
speed of light, it did not allow for lead angles to 
be simulated, so soldiers could not be taught to 
aim in front of a moving target. Similarly, lasers 
cannot simulate ballistic drop, but now such 
effects can be programmed into systems to 
accurately simulate lead angles, weather, ballistic 
drop, terminal effects etc. 

Laser-based TES systems are mainly used 
outdoors for combat manoeuvre training and not 
so much marksmanship training. This is where 
virtual small arms trainers (VSATs) come to the fore. 
Typically indoor facilities, either fixed or portable, 
use simulated weapons, or real weapons that have 
been modified. In VSATs provided by companies 
like Saab and Laser Shot, shooters fire at targets 
on a screen, which can be adjusted for things like 
weather and light levels. The system calculates 
where the laser beam hits, and the target reacts 
appropriately. The whole process is recorded for 
after action review, and sensors can record things 
like ammunition capacity, weapon cant angle, point 
of aim, trigger pressure etc. 

These systems typically use a combination of 
cameras and lasers to track shots – for added 
realism, gas canisters can be fitted to weapons to 

simulate recoil. Unlike field systems, indoor systems 
allow even more scrutiny and recording for optimal 
training. Although VSATs have mostly been used for 
small arms training, they are also increasingly being 
used for tank gun, anti-tank guided missile and 
recoilless rifle training, amongst others. 

Most militaries make use of screen-based VSAT 
systems for marksmanship training, with some 
of the big suppliers including Saab, Cubic and 
InVeris Training Solutions (formerly Meggitt Training 
Systems). Other major players are Thales, RUAG 
(whose simulation and training division is becoming 
part of Thales), and Indra. For example, Thales 
offers its Sagittarius Evolution screen-based laser 
system that can train soldiers in marksmanship, 
as well as train helicopter door gunners or crew 
in vehicles and boats – a motion platform can be 
integrated. Similarly, Cubic’s Warrior Skills Trainer 
uses a wrap-around screen to simulate movement in 
accordance with the driver of a vehicle in a physical 
vehicle simulator, providing more realistic training 
for drivers and gunners. 

VSATs are ideal for weapon handling and 
marksmanship training, and replicate traditional 
range activity but at a fraction of the cost 
(ammunition, travelling to the range etc.). They 
are ideal for new recruits and serve as a good 
introduction to weapons handling, but are less 
ideal for training with others and in more real-world 
conditions, where tactical engagement simulation 
systems are preferred. VSATs are also less ideal for 
fire and movement scenarios. 

This is where virtual reality and artificial 
intelligence come into play, putting participants 
inside a scenario rather than outside or on the 
edge of it, like most VSATs do. Rapidly advancing 
technology is evolving mixed reality training, 
where the real and virtual worlds merge to 
produce new environments, and physical and 
digital objects co-exist. Improved computing 
power, wireless technology and virtual reality 
displays like Microsoft’s HoloLens are rapidly 
advancing this field. 

One of the earliest such virtual reality combat 
training systems was VIRTSIM, developed by 
Motion Reality and Raytheon over a decade ago. 
This uses full-body motion tracking harnesses to 
almost perfectly track and then recreate users’ 
movements in the virtual training world they view 
with virtual reality headsets. Soldiers’ physical 
movements are replicated in the virtual world, and 
virtual doors can be opened, virtual steps can be 
climbed etc. As the system is wireless, users can 
move freely around the virtual reality environment 
- the actual physical game space can be as large 
as a basketball court, allowing for a wide range 
of scenarios such as breaching a full-sized office-
building.

VIRTSIM allows users to engage against artificial 
opponents or with over a dozen real people fitted 
with VIRTSIM equipment; multiple VIRTSIM 
platforms can also be remotely connected. 
Participants are kitted out with a realistic weapon 
prop that has a magazine, forcing users to reload 

A virtual tank crew simulator (KMW)
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when the weapon runs out of ammunition, and this 
can include a recoil simulator. When someone is 
shot with a laser beam, the suit they are wearing 
provides haptic feedback to indicate they are hit. 

Motion Reality subsequently developed the 
DAUNTLESS system, which offers various 
improvements over VIRTSIM. Users of VIRTSIM/
DAUNTLESS include the US military, Australian 
Army, UAE Presidential Guard, and Malaysian 
Ministry of Defence. The Malaysian Army was one 
of the first Asian militaries to acquire VIRTSIM 
systems, inaugurating them in 2017. Other 
companies that offer similar solutions include 

RE-liON, Refense AG, Asterion XR Technologies, 
and InVeris Training Solutions. 

Headset-based simulation trainers are the way 
of the future (although screen-based VSATs do 
have an important place in the training process, 
especially for new recruit and marksmanship 
training). Issues with headset-based trainers, like 
motion sickness, are being ironed out, as well as 
problems like the virtual reality helmet interfering 
with a weapon held up to the cheek. 5G technology 
is promising to advance virtual reality training 
tremendously due to its ultra-fast connectivity 
speeds. Biometrics are also coming more into play, 
with sensors able to monitor heart and breathing 
rates, or (with eye tracking technology) how quickly 
a user picks up a target, thus making marksmanship 
training even more effective. 

Technological advances continue to be made 

with TES systems, with more accurate laser 
projectors that are smaller, lighter and more 
energy efficient, as well as more sensitive 
detectors, and better analysis and simulation 
software. A lot of this can be integrated with 
virtual and augmented reality for hyper-realistic 
training (augmented reality transposes data or 
other digitally created images on top of a real-
world field of view). For example, Saab’s indirect 
fire solutions allow virtual shots to be seen in 
binoculars, gun sights and other observation 
systems taking part in the simulation. For added 
realism, battlefield effects are increasingly 

entering the simulation training environment, 
and this ranges from strobe lights to explosion 
simulators that use compressed air or propane. 

Laser-based systems are often integrated into 
synthetic training environments (STEs), which bring 
together live training (real people operating real 
systems), virtual training (real people operating 
simulated systems), and constructive training 
(simulated people operating simulated systems) in 
a common environment, allowing training at brigade 
and higher levels. Saab, for example, can integrate 
Virtual Battle Space (VBS), Steel Beast and 
Unity3D virtual simulation software with Microsoft’s 
HoloLens mixed reality headset into live training. 

Many nations in the Asia-Pacific are using laser-
based TESS and VSAT systems, such as Australia, 
which has used simulation training systems for a 
number of years, and introduced numerous virtual 

reality marksmanship, flight and other trainers. 
Cubic, for example, provides various simulation 
training offerings for the Australian military and 
manages the instrumentation, training range 
and exercise communications at the Shoalwater 
Bay Training Area. It also manages simulation 
components of the Talisman Sabre exercises. And 
InVeris recently supplied the Australian Defence 
Force with screen-based mobile weapons training 
simulators (MWTSS); an AU$4 million contract 
was signed in 2020 for 14 laser-based simulators 
that use converted weapons.

China is a proponent of simulation training, and 
the People’s Liberation Army uses amongst others 
the Intelligent Commando VR training system 
developed by China Electronics Technology 
Group, which allows training on virtual battlefields 
alongside either real teammates or avatars. Trainees 
wear virtual reality headsets to view battlefield 
simulations. 

Under its smarter yet slimmer defence reform 
initiative, South Korea is introducing augmented and 
virtual reality weapons training systems, such as 
those provided by local company Optimus System. 
It has also supplied such systems for export. For 
example, the Philippines in 2018 acquired Ziwoo 
I&T Shooting Guide VSATs from South Korea. 

Singapore, with its limited land space, has 
turned to simulation training and is a pioneer in 
the field (Singapore has just 90 square kilometres 
of military training areas available). The Defence 
Science and Technology Agency (DTSA) has 
developed various virtual reality trainers, including 
for driving. Singapore’s army uses simulators for 
individual and crew-served weapons, gunnery, 
driving and crew platforms and for drills. Cubic has 
provided battlefield instrumentation for force-on-
force training while InVeris has delivered multiple 
maritime gunnery simulation trainers to Singapore’s 
Coast Guard. 

Some of the many other nations in the region that 
have embraced laser-based TES and VSAT systems 
include Thailand, Japan, and New Zealand. In 
addition, many countries in the region use MILES. 

The use of simulation training is increasingly 
becoming integral to militaries across the Asia-
Pacific, especially as they strive to keep pace with 
rapid developments in technology and emerging 
threats. As military hardware becomes more 
expensive and complex to operate, simulation 
training becomes ever more necessary. Although 
the greatest costs savings are to be found in 
aircraft and vehicle simulators, laser-based 
systems for soldiers are genuinely allowing 
militaries to do more with less.

LASER

Soldiers training on a virtual small arms trainer (Meggitt)
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The new F-AMTS will provide initial employment 
training and initial specialisation employment 
training for candidates in preparation for further 

employment category training and/or operational 
duties as Air Battle Managers (ABM), Air Mobility 
Officers (AMO), Air Traffic Controllers (ATC), Airborne 
Electronics Analysts (AEA), Maritime Patrol and 
Response Officers (MPRO), Operations Officers 
(OPSO), and Weapons System Officers (WSO).

F-AMTS graduates will be streamed to operational 
RAAF capabilities – the ABMs to Control and 
Reporting Units (3CRU, 114CRU, 1RSU), and E-7A 
Wedgetail; AEAs to the P-8A Poseidon, MC-55A, 
E-7A, MQ-4C, or to Distributed Ground Station – 
Australia (DGS-AUS); WSOs to the F/A-18F or 
EA-18G; MPROs to the P-8A, G550, or MQ-4C; 
AMOs to the KC-30A MRTT or C-130J; and OPSOs 
to various squadron or headquarters operations 
officer duties.

An initial RFI was released to industry in 
September 2020 for Defence to better understand 
capability options, technologies, and additional 
considerations related to the F-AMTS in order to 
develop its requirements for the project. The RFI 
said the F-AMTS will be based on three primary 
elements – an Integrated Learning Environment 
(ILE), ground-based training, and airborne training 
– all set within the context of a new purpose-built 
facility at East Sale.

It said the ILE will comprise content and learning-
management, methods for professional and 
contemporary training delivery, integration with 

the ground-based training and airborne training 
elements, hosting of interactive digital learning 
tools, provision and maintenance of contemporary 
training devices and courseware, administration 
and coordination of training resources, 
system assurance (reliability, maintainability 
and availability), and the ability to implement 
improvements based on feedback and analytics.

The ground-based training will include hardware 
and software required for air mission training 
to provide simulation of events/scenarios and 
environments, to maximise the use of simulation, 
emulation, and physical environments to represent an 
operational battlespace, to enhance, optimise, and 
contemporise training delivery, and be integrated with 
the ILE and Airborne Training elements.

The airborne training will be an airborne training 
environment and associated ground-based systems 
to provide candidates with a real aircraft experience. 
It will enable assessment of suitability for airborne 
roles, provide aviation fundamentals training, and 
be aligned and integrated with the ILE and Ground-
based Training elements.

The RFI closed on 29 October 2020.
In February 2022, Defence released an ITR for AIR 

5428 Phase 3 to help further refine its requirement. 
The ITR said Defence is still considering what delivery 
model it prefers, whether that be the selection of a 
PSI to acquire and integrate the various elements into 
the F-AMTS such it did with the AIR 5428 Phase 1 
Pilot Training System (PTS), or for Defence to acquire 
the different elements and systems and integrate 
them itself.

An addendum to the ITR reinforced the 
requirement for an airborne platform, saying, “airborne 
training is to provide outcomes that are unable to 
be achieved within ground-based training due to 
immature technology and environmental constraints”. 

The ITR also outlined the throughput the F-AMTS 
will be required to generate. Currently, the Air 
Academy trains up to 72 OAC candidates annually. 
This will be required to increase to 96 candidates by 
2023, 124 by 2025, and 154 by 2030. The School 
of Air Traffic Control (SATC) currently trains 36 

candidates per year, and it expected this will remain 
stable through to 2030.

An ITR industry briefing was conducted on 21 
February 2022, and the ITR closed on 11 April. 
Respondents to the ITR were advised that they will 
be informed as to the status of their response by 
24 June, while Defence expects to release a RFT 
for the AIR 5428 Phase 3 F-AMTS in the second 
half of 2022.

At least one industry teaming has declared its 
intention to bid for the AIR 5428 Phase 3 RFT.

In November 2021 CAE Australia and Cobham 
Aviation Services announced they had signed a 
teaming agreement to establish Team AUStringer to 
bid for the F-AMTS. A joint release said the teaming 
would combine best-in-class training, leading-edge 
training technology, and proven operational expertise 
to present a proposal for a sovereign, transformative, 
and enduring mission training system.

As the prime contractor leading Team AUStringer, 
CAE will leverage its global experience training 
military aircrew, including mission aviators for 
customers such as the US Navy, US Air Force, Royal 
Air Force, Royal Navy, and the Royal Canadian Air 
Force. In Australia, CAE also supports the delivery 
of training to RAAF aircrew on platforms such as the 
C-130J, KC-30A, AP-3C, and Hawk Mk127. 

In February 2022 Team AUStringer added Nova 
Systems to the bid team, with a release from CAE 
saying Nova will provide professional and engineering 
services, and that its experience from the introduction 
into service of the AIR 5428 Phase 1 Pilot Training 
Systems (PTS) will be leveraged.

While no other companies have yet declared 
an intent to bid, it is possible Lockheed Martin 
Australia – as the lead of the Team 21 consortium 
along with Hawker Pacific and Pilatus – will 
look to leverage its experience as prime systems 
integrator of the AIR 5428 Phase 1 PTS to develop 
a possible Phase 3 solution. 

Other primes with local or global experience in 
advanced aircrew training solutions include Boeing 
Defence Australia, Raytheon Australia, Thales 
Australia, and BAE Systems Australia.

ANDREW MCLAUGHLIN // SYDNEY

THE FUTURE AIR MISSION TRAINING SYSTEM
The Royal Australian Air Force is embarking on an effort to establish a new training program for its non-pilot aircrew and air 

traffic controllers. The Project AIR 5428 Phase 3 requirement will see the Air Mission Training School and the School of 
Air Traffic Control (SATC) currently delivered by the Air Academy at RAAF East Sale in Victoria replaced by a new Future 

Air Mission Training System (F-AMTS).

PC-21 aircraft from No. 4 Squadron conduct formation 
flying in the airspace near RAAF Base Williatown, New 
South Wales. Credit: CoA / Catherine Kelly
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NEW ZEALAND

GEOFF SLOCOMBE // NEW ZEALAND

NEWS FROM ACROSS THE TASMAN

MARITIME HELICOPTER ELECTRONIC 
WARFARE TEST RIG

In April 2022 an RNZAF project team, together 
with New Zealand defence contractor Beca, 
announced acceptance that the RNZAF’s 
SH-2G(I) Seasprite maritime helicopter electronic 
warfare mission data libraries could be functionally 
tested to assure safe missions within contested 
maritime environments without requiring use of an 
actual helicopter’s physical systems.

Nearly all members of the Beca project team 
were previous serving Air Force members from 
the Electronic Warfare and Avionics trades. Beca 
project lead Sam Knight said:

“The project leveraged Beca’s long-standing 
relationship in providing software engineering 
solutions for the P-3K2 Orion and the SH-2G(I) 
Seasprite.”

Beca analysed the helicopter front end and 
architecture to assess what could be emulated 
in the test rig, including the electronic support 
measures, and establish what was actually feasible.

The testing architecture was designed to allow 
the rig to be updated and advanced to further 
enhance the capability as the NZDF adapts to 
a continually changing operating environment. 
Seasprite Electronic Warfare data libraries can be 
maintained to provide mission assurance. 

In addition to 
the RNZAF’s 
No. 6 Squadron 
Avionics and Beca, 
the Air Force’s 
Directorate of 
Project Engineering 
and Certification 
provided information 
on the aircraft’s 
design, the 
Electronic Warfare 
Support Section 
of No. 230 Mission 
Support Squadron 
provided subject 
matter expertise on 
mission data libraries 
and the verification 
process. In addition, 

the Australian Defence Force (original, but 
short-lived, operator of the Seasprites) provided 
introduction into service documents for them.

The RNZAF’s major helicopter capability is the 
NH90 which is fitted with an electronic warfare 
suite that can be used against a threat to the 
aircraft of up to and including surface-to-air 
missiles and other guided devices.

NZ NAVY UNDERWATER CAPABILITY 
ON SHOW AT RIMPAC
The RIMPAC Exercise in and around the Hawaiian 
Islands ran for 37 days from 29 June until August 
4th. A group of Mine Countermeasures specialists 
from HMNZS Matataua worked out of San 
Diego as a part of a combined task force for the 
exercise, which involved around 25,000 personnel 
from 26 nations.

Four Autonomous Underwater Vehicles (AUVs) 
and dive teams were embarked onto USS 
Portland, an amphibious transport dock ship, to 
conduct mine counter measure (MCM) operations 
in the RIMPAC exercise area.

The RNZN currently operates six Remote 
Environmental Monitoring Units (REMUS) 
100s, and is about to receive four REMUS 300 
models. The AUVs can be used for seafloor 
mapping, underwater survey and search as well 

as mine countermeasures search. The AUV team 
systematically scan the bay floor, trying to find 
mine-like objects.

The Remus sends out a signal which bounces 
off objects and creates a “shadow”. Once 
downloaded, the data is displayed on a computer 
screen where hydrographic and MCM specialists 
analyse the information to determine what it could 
be. MCM divers then identify and classify the 
object as a mine or not, which is either detonated 
or raised to the surface to investigate further.

HMNZS Matataua specialist teams are on short 
notice to deploy in the event of any contingencies 
or maritime disasters, such as a ship sinking, 
earthquakes or aircraft crashes. They have been 
used on many high-profile operations such as 
the White Island volcanic eruption, Kaikoura and 
Christchurch earthquakes, as well as the Samoan 
tsunami and recent Tongan natural disaster to 
name but a few.

“It is always exciting being back among our 
partners in the mine warfare community, no more so 
than here in Southern California, which is a long way 
from our Kiwi winter,” said Lieutenant Commander 
Simon Marston at the start of the exercise. 

“The 34-person Matataua team is primed, 
ready and looking forward to proving they are 
amongst the best trained and well equipped mine 
countermeasures teams in this ever-evolving and 
technologically complex warfare discipline,” he 
said. “The sheer range of capabilities on display, 
showcases how all the participating nations 
come together to form an adaptive, cohesive and 
capable force.”

Royal New Zealand Navy ship HMNZS Aotearoa 
was also a part of the New Zealand contingent 
participating in Exercise RIMPAC. Commissioned 
in 2020, HMNZS Aotearoa is the Navy’s newest, 
and largest ever ship. The ship is a polar-class 
sustainment vessel that was used to refuel ships at 
sea throughout the exercise.

In addition to HMNZS Aotearoa, there were 
Navy dive and hydrography teams, an NZ Army 
Joint Fires Team and Royal New Zealand Air 
Force, Army and Navy personnel who filled roles in 
both the Combined Air Operations and Principal 
Warfighting Centres, and the Carrier Strike Group 
Sea Combat Commander role.

HMNZS Matataua crew members lower a REMUS 100 AUV into the sea.  
Credit: NZDF 
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Network and connect with key military, industry and 
government decision makers at the premier land forces 

exposition for Australia and the Indo-Pacific region. 

LAND FORCES will highlight defence capability and equipment, as the 
Australian Army executes the largest peacetime acquisition phase in 
its history. 
l   Defence, government and industry conferences, briefings and symposia 
l   International defence, government, industry and academic delegations 

l   Comprehensive industry exhibition (718 participating companies in 2021) 
Don’t miss this opportunity to network and connect with key thought leaders 
through this established, world-class exposition.

4 - 6 OCTOBER 2022 
BRISBANE CONVENTION & EXHIBITION CENTRE AUSTRALIA

PLATFORMS - EQUIPMENT - SUPPORT - TECHNOLOGIES

landforces.com.au 
For further information contact the LAND FORCES Sales Team: 
T: + 61 (0) 3 5282 0500 E: expo@amda.com.au
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The new R&S®SK4105 and R&S®SK4110 HF high-power 
transmitters for beyond line of sight (BLOS) communications 
from shore statons are the first transmitters in the 5-10 kW 
power range that use liquid-cooling instead of air-cooling.

Decades of experience and expertise in the broadcast and 
media markets have given Rohde & Schwarz an opportunity to 
use this innovation to open a new market.

For more info: www.rohde-schwarz.com/liquid-cooling

THE COOLING 
SYSTEM OF THE 
FUTURE.


