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EDITOR'S LETTER

WELL, THERE GOES ANY 
CHANCE OF A RATIONAL 
DEBATE ABOUT DEFENCE
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I n an extraordinarily ill-conceived media event 
on October 10, new Defence Minister Richard 
Marles and his deputy Senator Pat Conroy 

sought to use the release of information about 
project delays to attack the previous government. 
In doing so, they simply revealed either their own 
ignorance of how Defence functions or chose to 
ignore that in the hope of scoring cheap political 
points.

It is hard to know which is worse. Basically, 
the two new Labor Ministers absolved the entire 
Defence bureaucracy – and the entire ADF – as 
well as all of industry from any deficiencies in 
performance and instead blamed everything on 
former Liberal Ministers. This view is unsupported 
by the facts.

Ministers, indeed, have overall responsibility 
for the portfolio and they need to be held 
accountable for poor decisions – no one argues 
with that. However, major equipment purchases are 
sometimes decades in the making and when they 
go adrift trying to hold a politician who happens 
to be a political rival responsible for the mess is 
childish.

This is such a huge area it is difficult to know 
where to start. A multitude of independent 
reviews – for example those conducted by the 
ANAO – have concluded that project failure is 
frequently a complex mix of over-ambitious 
technical specification, unrealistic schedule, a poor 
understanding of risk, changes of requirements 
during the build phase, staff rotation, over-reliance 
on outdated contracts, and inadequate contractor 
performance. These things rarely involve Ministers 
but are instead systemic failings in the Defence 
procurement system.

The headline-grabbing list of Projects of Concern 
shows that the cumulative delay across 28 projects 
is 97 years, and they are collectively $6.5 billion 
over budget – which sounds shocking. These 
headline numbers were used by Richard Marles to 
attempt to excoriate the former government, claiming 
hyperbolically that money had been “flushed down 
the toilet.’

The problem is that none of this stands up to even 
the most basic analysis. The two biggest causes 
of the alleged cost overruns are the F-35 Joint 
Strike Fighter and the P8-A Maritime Patrol Aircraft 
programs. The numbers show that they are $2.36 
billion and $1.78 billion over budget, respectively. 
The F-35 was ordered in 2002 when John Howard 
was Prime Minister. APDR has had a lot of unkind 
things to say about Peter Dutton when he was 
Defence Minister, but he cannot conceivably be 
blamed for the increase in F-35 costs.

The decision to buy P8-As was taken in July 2007 
by Liberal Defence Minister Brendan Nelson – and 
was uncontroversial with Australia buying into a 
USN-led program. If Labor had any reservations 
about it, they had six years in government to 
do something, but they did not. Since that time 
Australia has continued to order more of these 
aircraft because they are a vital component for 
Australia’s security. 

Most increases in cost such as for the F-35 
program are due to exchange rate fluctuations, for 
which Defence is compensated by the Department 
of Finance. The numbers for the P8-A program are 
simply because the quantity of aircraft being bought 
went from 8 to 12.

The same is largely true about claims regarding 
schedule. The list of projects cites alarming delays 
with both IOC (initial operating capability) and 
FOC (final operating capability). The problem for 
Ministers Marles and Conroy is that these dates are 
not set by previous Coalition Ministers – they are 
set by individual service chiefs. It is their decision 
to make those declarations based on a multitude of 
factors that in some cases come close to personal 
whimsy.

Senator Conroy – who should have known better, 
since he worked for Greg Combet – tried to blame 

the one-year delay on the OPV project on the 
previous government. Forget about Covid – in his 
telling it was all because of a strategy to include the 
unsuccessful bidder in the contract. 

The facts are that by encouraging the winner, 
Luerssen, to speak with Austal to see if they 
could be included in the build might have added 
a couple of weeks to the process, if that. Design 
work continued and there was no impediment to 
start preparation for the construction of the first 
two ships by ASC in Adelaide. Austal were not 
included. The way the project was structured was to 
minimise the shipbuilding “Valley of Death” that was 
the responsibility of the previous Labor government 
in general and Defence Minister Stephen Smith in 
particular.

Finally, Minister Marles – sorry, we mean Deputy 
Prime Minister Marles – says that because of the 
high rate of turnover of Coalition Ministers, the 
Defence portfolio lacked adequate supervision. 
The irony. Apart from the conceit that he be called 
Deputy Prime Minister – thereby devaluing Defence 
itself – is the matter of the amount of time he will be 
able to spend on the portfolio. 

Two days after putting the boot into the previous 
government for ministerial neglect he jetted off to 
Papua New Guinea for a couple of days and soon 
after that to meetings in Tonga and Fiji. These are 
extremely important things to do, but if the proper 
management of Defence requires the laser focus of 
the Minister he is already failing.

Defence is arguably the most important portfolio 
of all because it deals with fundamental issues of 
national survival and is managed best in a spirit 
of bi-partisanship. The previous government were 
no angels in this regard, consistently attempting to 
wedge Labor on matters of national security and 
historic levels of Defence spending.

If there is to be any progress on improving 
Defence procurement it is not going to happen 
when our so-called leaders decide to embark on 
a bit of payback rather than maturely examine the 
issues. In one sense Deputy Prime Minister Marles 
has done us all a favour – by his new standard if 
anything goes wrong with a Defence project we will 
know exactly who to blame.

KYM BERGMANN, EDITOR 
– CANBERRA & ABU DHABI 
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LOCKHEED MARTIN AUSTRALIA 
TO INVEST AUD$74 MILLION 
IN NEW INTEGRATED AIR AND 
MISSILE DEFENCE ECOSYSTEM
CANBERRA, 17 October 2022
In parallel with the delivery of its AIR6500 
Joint Air Battle Management System (JABMS) 
proposal to the ADF, Lockheed Martin Australia 
today announced it will invest AUD$74 million 
to establish a National Integrated Air and Missile 
Defence (IAMD) Ecosystem in Australia. 

The ‘National IAMD Ecosystem’ will position 
Australia for a key role in the IAMD global supply 
chain. It will bring government, industry and 
academia together to create, enhance and maintain 
capability for the long-term from Australia. It will 
put the connectivity, infrastructure and process 
in place for organisations to gain access, bring 
technology and contribute for the next several 
decades. Designed to be fully inclusive, it will 
support connectivity to stakeholder nodes across 
Australia that will allow low-cost access and 
opportunity regardless of location.

“In today’s strategic environment, IAMD is 
a critical capability and Australian industry is 
well-placed to be on the leading edge of global 
innovation and development. IAMD is a mission 
that spans all services and requires a high degree 
of integration to be effective. It is bigger than any 
one project, and the Ecosystem is a mechanism 
that will provide the enduring aspect of Australian 
Industry Capability (AIC) that is so often elusive,” 

said Warren McDonald, Chief Executive, Lockheed 
Martin Australia and New Zealand.

The concept behind the Ecosystem is that 
accelerating workforce skilling and collaboration 
at a national level will create world-leading 
capabilities that generate Australian economic 
benefit, jobs and export opportunities. This in turn 
will fuel additional workforce growth that keeps 
the cycle going. But to fully realise the benefit, 
the Ecosystem needs a catalyst. This is where 
Lockheed Martin Australia’s investment comes 
into play.

“As one of the leading IAMD companies in 
Australia, Lockheed Martin has a responsibility 
to uplift industry and help build the workforce of 
the future. We have more than 200 skilled IAMD 
professionals on staff today across a range of 
ADF projects. By fostering closer collaboration 
across industry, academia and government we can 
create a force multiplying effect by bringing the 
brightest minds from across the nation to bolster 
national security through sovereign self-sufficiency. 
In the process it will solidify Australia’s role as 
a competitive provider of key capabilities that 
coalition partners will need going forward,” Mr. 
McDonald said.

The Ecosystem will include a combination 
of infrastructure and collaboration tools that 
bring operators and engineers together to solve 
problems and field capability faster. The secure 
digital environment will unlock powerful decision 
advantages via advanced tools that optimise 
tactics, investments and trade-offs in a setting 

where the ADF can ‘try before it buys’ new 
capabilities.

Lockheed Martin Australia’s investment will focus 
in two primary areas: a National IAMD Centre that 
will serve as a physical hub of the Ecosystem, 
and an R&D pipeline that will facilitate sovereign 
innovation through SMEs and Science, Technology, 
Engineering and Mathematics (STEM) activities. 

The Ecosystem will support real-time feedback 
from warfighters, allowing Australian industry to 
engineer solutions for Defence that will deter and 
defeat current and emerging threats.

“By enhancing integration and interoperability 
across all warfighting domains, the IAMD 
Ecosystem will improve situational awareness 
and support rapid decision making on missions 
throughout the Indo-Pacific region,” said Kendell 
Kuczma, International Business Development 
Director of Rotary and Missions Systems for 
Australia and New Zealand. 

“Our investment in industry capability 
development as realised through technology 
transfer and innovation will position Australia 
as a leader in IAMD and create global export 
opportunities for local suppliers.” 

Over the past seven years, Lockheed Martin 
Australia has been committed to supporting 
Defence’s vision to transform into a next-gen 
enabled force through AIR6500. In 2021, Lockheed 
Martin Australia was proud to be one of two 
companies down-selected for consideration as the 
Strategic Partner to lead the stewardship of this 
capability with the Commonwealth and industry.

 Lockheed Martin AIR6500 capture team pictured together within the Endeavour Centre, Lockheed Martin Australia House, Canberra. (Lockheed Martin photo)



 Lockheed Martin AIR6500 capture team pictured together within the Endeavour Centre, Lockheed Martin Australia 
House, Canberra. (Lockheed Martin photo)

NORTHROP GRUMMAN 
AUSTRALIA CONFIRMS AIR6500 
BID SUBMISSION
CANBERRA, 12 October 2022

Northrop Grumman Australia today confirmed 
it submitted its response to AIR6500 Phase 1 
Joint Air Battle Management System (JABMS), 
Competitive Evaluation Process Stage 2 (CEP2).

The solution proposed to the Commonwealth 
will connect disparate Defence systems and 
platforms across all domains into a cohesive, 
integrated operational environment. The JABMS will 
provide a distinct advantage to the warfighter, by 
synchronising air and missile defence operations, 
improving situational awareness and enhancing 
the speed of decision making.

“Our Australian-led team brings Northrop 
Grumman’s best of breed all domain C2 
technology from the US together with the best 
of Australian engineering,” said Christine Zeitz, 
general manager, Northrop Grumman Asia Pacific. 
“Northrop Grumman Australia’s JABMS solution will 
provide an advantage to the Australian Defence 
Force (ADF) through delivering a contemporary, 
sovereign solution that is able to defeat today’s 
threats and evolve to better meet the battlespace 
challenges of the future. I congratulate all members 
of our team, including our Australian industry 
partners, Nova Systems, Silentium, Daronmont and 
AOS Group, for their significant contribution to our 
Australian-led, world-class JABMS solution.”

Northrop Grumman Australia’s JABMS solution 

will draw on the company’s all domain command 
and control expertise and experience developing 
and demonstrating the U. S. Army’s Integrated 
Battle Command System (IBCS). The JABMS will 
use its open, modular and scalable architecture 
to integrate all available assets in the battlespace, 
regardless of source, service or domain.

Northrop Grumman Australia is one of two 
shortlisted companies selected to participate 
in the Commonwealth of Australia’s AIR6500 
Competitive Evaluation Process to lead the design, 
development and delivery of the JABMS.

THOMAS GLOBAL SYSTEMS 
EXPANDS SYDNEY OPERATIONS 
TO DELIVER DEFENCE 
CONTACTS
SYDNEY, 17 October 2022

Mission systems and armoured vehicle simulation 
manufacturer Thomas Global Systems was joined 
by federal Industry and Science Minister the Hon 
Ed Husic MP and local federal Member for Reid 
Sally Sitou MP on Friday October 14, to mark the 
official opening of its new advanced manufacturing 
premises located in Newington, NSW.

Thomas Global Systems is expanding its 
advanced manufacturing operations to deliver 32 
containerised Immersive Tactical Training (ITT) 
simulators which will be used to train crews on 
the Boxer Combat Reconnaissance Vehicle and the 
Abrams M1A2 Main Battle Tanks under the Land 
400 Phase 2 and Land 907 Phase 2 Programs.

“Thomas Global Systems is excited to be 
developing sovereign manufacturing capability 
in complex immersive training systems here in 
Australia, which is dependent on our highly-skilled 
engineering and technical workforce,” Thomas 
Global CEO, Angus Hutchinson said.

Thomas Global Systems has a 20-year history 
in military training simulation, having been part of 
the ASLAV Crew Procedural Trainer and the Collins 
Class submarine trainers.

Once complete, the containerised training 
systems will be deployed to defence bases 
throughout Australia.

“While Thomas Global has been around for six 
decades, our story is one of continuous innovation 
in high integrity electronic equipment and complex 
engineering. The opening of an new advanced 
manufacturing premises represents another 
milestone in our growth”, Mr Hutchinson said.

Thomas Global’s Sydney facilities also support 
the manufacture of Cross Domain Solutions for 
the Army’s land vehicles as well as the new range 
of Modular Reconfigurable Armoured Vehicle 
Computing Systems (MRACS).
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DEFENCE INDUSTRY PARTNER 
ANNOUNCED TO OPTIMISE 
HOBART CLASS DESTROYERS
13 October 2022 

The Australian Government has signed a six-year 
contract with BAE Systems to take on a new, 
innovative sustainment role designed to optimise 
the capability of the Royal Australian Navy’s Hobart 
class destroyers.

The $155 million contract is the result of a 
competitive tender process which will support 
around 100 local industry jobs in the Sydney 
region. It is part of the Australian Government’s 
$200 billion investment in providing a secure, 
sustainable, continuous Australian naval 
shipbuilding and sustainment capability. Boosting 
industry capability is part of the Government’s 
focus on building a resilient and sovereign 
industrial base, and bolstering the security of the 
Indo-Pacific region.

“We are operating in an increasingly uncertain 
strategic environment; we have to ensure we have 
the necessary skill and capability, coupled with 
robust supply chains, here in Australia to equip 
and enable our Defence force,” said Minister for 
Defence Industry, the Hon. Pat Conroy MP.

“We know how critical the local Defence industry 
is to that effort and to building our sovereign 

naval capability. Extending our partnership with 
BAE Systems for our Hobart class destroyers will 
ensure the vessels are fit-for-purpose, reliable and 
available when and where they are needed.”

The new approach will see a Capability Life 
Cycle Manager installed for the Hobart class 
destroyers – the first of its kind for a major 
in-service asset, as part of the realisation of the 
Future Maritime Sustainment Model under Plan 
Galileo. The plan is Defence’s new national, 
innovative approach to sustainment in support of 
Continuous Naval Shipbuilding.

Under the new approach, BAE Systems will 
steward the destroyers through life, including a 
significant upgrade to their combat management 
system in 2025. The Capability Life Cycle Manager 
will work with Regional Maintenance Centre East, 
which as part of the new approach is being 
established to maintain multiple asset classes.

“We’re committed to investing in our local 
Defence industry and our assets with an upgrade 
to our Hobart class destroyers valued between 
$3.4 and $5.1 billion to be delivered at the 
Osborne Naval Shipyard, which will create 300 
jobs in South Australia.”

The appointment of BAE Systems follows the 
appointment of Raytheon as the Capability Life 
Cycle Manager for the new Arafura class offshore 
patrol vessels in December 2020.

DRONESHIELD RECOMMENDED 
BY U.S. DOD’S JOINT 
COUNTER-SMALL UAS OFFICE 
(JCO)

18 October 2022

DroneShield is pleased to announce it has been 
recommended by the U.S. DoD’s Joint Counter-
small Unmanned Aircraft Systems Office (JCO) 
as part of the Science Applications International 
Corporation (SAIC) joint solution for Counter-UAS 
as a Service (CaaS).

The JCO formalized its recommendation of 
three approved solutions after thorough evaluation 
at Yuma Proving Ground earlier this year. The 
SAIC team, “developed and demonstrated a 
robust SoS (System of Systems) architecture, 
with layered sensors and effectors to cover long 
range to mobile to last-line-of defense,” the JCO 
recommendation stated. 

The multi-layered and comprehensive solution 
presented by the SAIC team leveraged several of 
DroneShield’s dismounted, mobile, and fixed-site 
detection sensors and electronic countermeasures. 

Matt McCrann, DroneShield US CEO, 
commented, “We are pleased to complement the 
overall SAIC solution with key components for 
both extended-range detection and defeat. We look 
forward to supporting this partnership and further 
expansion of critical Counter-UAS capabilities 
across the services.”

SAIC is a Fortune 500 technology integrator, 
headquartered in Reston, Virginia, with annual 
revenues of approximately $12 billion. SAIC 
supports the defense, space, civilian and 
intelligence markets with mission critical solutions.
The JCO was established in 2019, as the 
US DoD’s Executive Agent office for all C-UAS 
activities. This recommendation follows the recent 
$1.8 million DroneGun MKIII acquisition by the 
U.S. DoD in September 2022. 

DEFENCE MEDIA RELEASE 
BOXERS READY TO FIGHT 
15 October 2022
In an important milestone for the Australian 
Defence Force, the Boxer combat reconnaissance 
vehicle has reached Initial Operational Capability 
on schedule under Project Land 400 Phase 2.

The Chief of Army, Lieutenant General Simon 
Stuart said the Boxer was tested during Exercise 
Sea Raider and is now employed within the 
Australian Army’s 7th Brigade.

“Exercise Sea Raider demonstrated the 
Royal Australian Navy destroyer HMAS Hobart off Australia's east coast during Exercise Diamond Seas 
2022.



important capability boost provided by the Boxer, 
and its place as part of the land force and joint 
operations,” Lieutenant General Stuart said.

“The Boxer will protect our soldiers in high-
threat environments as they seek information 
about an adversary. This information will then help 
direct our combined arms fighting system for best 
combat effectiveness.

“The Boxer can fight its way out of trouble using 
its 30mm cannon, and as we have just seen 
during Exercise Sea Raider, can be deployed from 
amphibious ships.

“The Boxer improves our ability to succeed on 
operations and survive in battle,” said Lieutenant 
General Stuart.

The Boxer is being delivered from Rheinmetall’s 
factories in Redbank, Queensland and Germany, 
with support from many Australian companies.

“Australia has a reputation for building high-
quality military vehicles. The Boxer will build on 
this established national industrial expertise.

“This project is a great example of the way 
Defence and industry work together to deliver 
large-scale and complex capabilities,” said 
Lieutenant General Stuart.

Australian industry will continue to benefit from 
the multi-billion dollar Boxer project. Rheinmetall’s 
420 Australian staff will build five different variants 
of the vehicle, with a total of 211 scheduled to 
be built by 2027. Rheinmetall will also continue 
to deliver upgrades and conduct repairs at the 
Redbank facility.

“This combination of variants and ability to 
upgrade them here in Australia makes the Boxer 
an incredibly adaptable vehicle that our modern 
Army needs,” said Lieutenant General Stuart.

VICTORIAN COMPANIES JOIN 
TEAM REDBACK TO BUILD 
COMPOSITE RUBBER TRACK 
SYSTEM COMPONENTS

Two well-known Victorian companies, Mackay 
Consolidated Industries and Able Industries 
Engineering, are joining Team Redback to 
manufacture components for the Redback

Infantry Fighting Vehicle’s innovative composite 
rubber track system should it be selected for 
service in the Australian Defence Force.

The Redback is under consideration 
by the Commonwealth under an 
ongoing tender process for Project 
LAND 400 Phase 3, which is an $18 
billion to $27 billion project tasked 
to acquire up to 450 Infantry Fighting 
Vehicles.

The Redback’s composite rubber 
track, designed by the Soucy Group 
of Canada, offers many advantages 
over conventional metal track designs 
including up to 70 per cent less 
vibration, up to 13.5 decibels of 
noise reduction, less weight, better 
manoeuvrability, up to 80 per cent 

less maintenance, and better efficiency that 
enables higher top vehicle speeds or fuel savings 
of up to 30 per cent.

Approximately fifty per cent of Soucy’s 
composite rubber track system would be produced 
in Victoria under an agreement with Hanwha 
Defense Australia which enables the company to 
sub-license local manufacture of road wheels and 
mechanical track components such as idlers and 
sprocket carriers.

Mackay Consolidated Industries, based in 
Dandenong, and Able Industries Engineering, 
based in South Kingsville, were successful in 
being down-selected following a recent competitive 
tender process undertaken by Hanwha Defense 
Australia. Each company will be allocated a share 
of the production of the assemblies based on the 
core strengths of their businesses.

The sub-licence arrangement offers further 
opportunities for Victorian SMEs in Hanwha’s 
global supply chain as it has the potential to be 
expanded to include Redback programs in South 
Korea and other nations in the future.

“Having two additional local Victorian 
companies join Team Redback is particularly 
satisfying,” said Mr Richard Cho, the Managing 
Director of Hanwha Defense Australia. “Soucy’s 
composite rubber track is a highly innovative 

product that offers significant
advantages and we are enormously pleased 

to be working with local companies like Mackay 
and Able Industries Engineering to manufacture a 
significant proportion of the system in Australia.

“It is very much in keeping with Hanwha’s 
overall AIC strategy to deliver to our customer the 
best technologies from Australia and around the 
world,” Mr Cho said.

“Mackay is an experienced supplier in the 
defence sector with many long-standing customer 
relationships in Australia and abroad,” said Mr 
Graham Scull, the Managing Director of Mackay 
Consolidated Industries. “But there is much to 
be said for starting a new relationship with an 
energetic entrant to the Australian market such as 
Hanwha. I am looking forward to Mackay working 
successfully with Hanwha for a long time to come.”

“We are delighted to be joining Team Redback,” 
said Mr Stephen Martyn, the Managing Director of 
Able Industries Engineering. “It is a strong group 
of companies that comprise Team Redback and 
the technology involved is great - we are genuinely 
excited to be helping bring that to life and continue 
to build high quality defence related components 
locally here in Victoria.”

As part of Hanwha’s LAND 400 Phase 3 offer, 
Soucy will supply the balance of the composite 
rubber track and provide support to the Hanwha 
team who will assemble and fit the complete 
system to the Redback vehicles at the new 
manufacturing facility which is to be constructed in 
the Greater Geelong area.

An Australian Army Boxer Combat Reconnaissance 
Vehicle from the 2nd/14th Light Horse Regiment 
(Queensland Mounted Infantry) fires at a target 
during Exercise Sea Raider 2022 at Townsville Field 
Training Area, Queensland.
Credit: CoA / Cameron Pegg

L-R: Kevin Sloan, Director of BD for Soucy UK 
and APAC, Steve Martyn, MD at Able Industries 
Engineering, Graham Scull, CEO of Mackay 
Consolidated Industries, Richard Cho, MD of Hanwha 
Defense Australia with Redback IFV at Land Forces 
2022 conference in Brisbane. (Hanwha photo)
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A September 2022 report from the UK Ministry 
of Defence (MoD) said faults in the Hawk 
Mk.128/T2’s Rolls-Royce Adour 951 engines 

were having an effect on the RAF Advanced Fast 
Jet Training (AFJT) program’s ability to generate 
sufficient airframes to meet its required training 
throughput. The MoD expects those effects to 
continue right through until the end 2025.

“A fault has been identified with the Rolls-Royce/
Safran Adour 951 engine, which powers the Hawk 
T2,” the UK’s Minister of State, Alec Shelbrooke 
said on September 14 in response to a question 
in Parliament. “The fault affects the components 
contained in the Safran-manufactured Module 1 
of the engine, also known as the low-pressure 
compressor. 

“As a precaution, a number of engines have 
been temporarily removed from service whilst the 
Ministry of Defence supports a Rolls-Royce/Safran 
investigation into the root cause and rectification,” 
he added. “While this has reduced current aircraft 
availability, fast-jet training is continuing at RAF 

Valley. Initial assessments suggest the reduction in 
aircraft availability will have an impact on UK fast-jet 
training output over the next three years, but work is 

ongoing to minimise that impact.”
The Hawk T2, or Mk.128 is the latest version of 

the venerable Hawk series which goes back to when 
it entered service with the RAF in 1976. The Hawk 
has been continuously developed since then, with 
the RAAF’s Mk.127 being part of the revised 100 
series which featured a re-designed wing, and a 
new cockpit design with hands-on throttle and stick 
(HOTAS) controls and updated avionics.

The RAAF ordered 33 Hawk 127s in 1996, with 

the first 12 being manufactured by BAE Systems 
at Warton in the UK, and the remaining 21 aircraft 
assembled by BAE Systems Australia at a facility 
adjoining RAAF Williamtown near Newcastle. Today, 
the aircraft is in service with the RAAF’s 76 and 
79SQNs at Williamtown and RAAF Pearce near 
Perth respectively.

In February 2022, the Commonwealth announced 
that the RAAF’s Hawk fleet would be upgraded 
by 2025 in order to maintain an advanced LIFT 
capability and meet a revised life-of-type in the early 
2030s. This upgrade will encompass new mission 
systems with improved software and new hardware 
that more closely simulates the pilot interfaces and 
functionality of systems used on the RAAF’s front-
line combat aircraft like the F-35A, F/A-18F, and 
EA-18G.

It is also planned that the upgrade will include a 
re-engining, replacing the Hawk 127’s troublesome 
Adour 871 with the more advanced and more powerful 
Adour 951. The 871 has become increasingly difficult 
to support in the past decade and has suffered from 
cracking in the low bypass turbine, to the point where 
the fleet has been precautionarily grounded several 

times, most recently for three weeks in 2019.
The Adour 951 provides up to 6,500lbs thrust, 

up from the 6,000lb 871. It is designed to have a 
longer service life and features Full Authority Digital 
Engine Control (FADEC), a new fan, and redesigned 
low and high pressure turbine sections. It will 
drop straight into the space occupied by the 871, 
although there is some integration work required for 
the FADEC.

In June 2020 the RAAF issued a Request for 

ANDREW MCLAUGHLIN // SYDNEY

HAWK ENGINE PROBLEMS POTENTIALLY 
DELAY UPGRADE

A plan to upgrade the Royal Australian Air Force’s fleet of 33 BAE Hawk Mk.127 Lead-In Fighter Trainers (LIFT) may be delayed 
after faults were identified in engines fitted to the UK’s Royal Air Force Hawk T2 fleet.

A Hawk 127 from No 76 Squadron releases a GBU-12 Laser Guided Bomb over Delamere Air Weapons Range, 
Northern Territory. Credit: CoA

HAWK

The Hawk has been continuously developed since then, with the 
RAAF’s Mk.127 being part of the revised 100 series which featured 

a re-designed wing, and a new cockpit design with hands-on 
throttle and stick (HOTAS) controls and updated avionics.
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Information (RFI) to industry for technologies that 
could lead to the replacement of the RAAF’s LIFT 
capability under the nascent Project AIR 6002. 
Issued by CASG’s Aerospace Systems Division, the 
RFI sought “information about these technologies 
while providing industry an opportunity to engage 
early on the capability lifecycle as it considers options 
that may contribute towards the next generation of 
LIF capability”.

It added that the information gleaned through the 
RFI will “inform Defence decision making in relation 
to the future of the LIF training system capability” 
but stressed that it “does not form any part of any 
Commonwealth procurement process”.

At that time, it was reported BAE proposed 
the re-engine and other elements of an upgrade. 
Numerous other manufacturers submitted 
information, including proposals for new training 
systems based around brand new aircraft. Boeing 
confirmed at the time it had proposed its new T-7A 
Redhawk, while reports stated that Korean Aircraft 
Industries had proposed its T-50, Lockheed Martin 
its T-50A, and Leonardo the M-346 Master, amongst 
many others.

Shortly after the RFI release, BAE Systems 
Australia stressed the robustness of the Hawk’s 
structure. In an August 2020 release, the company 
said a Hawk full-scale fatigue test airframe has been 
subjected to 14 years of fatigue testing since 2006 
under a joint program with the Defence Science 
& Technology (DST) Group. It said that, while the 
RAAF’s Hawks have a planned fatigue life of 10,000 
flying hours each, the test article had been subjected 
to 50,000 hours of loads to simulate flight and real-
life airframe use.

“The full-scale fatigue test is a hugely important 
achievement for the Australian Lead-In Fighter 
program and was made possible by the collaboration 
of a small, dedicated team across many thousands of 
kilometres,” BAE Systems Australia Director Aircraft 
Sustainment and Training, Andrew Chapman said 
in the statement. He added that, at that time the 
RAAF’s Hawk fleet has recorded a total of 122,000 
hours in service – an average of less than 4,000 
hours each – giving the fleet a theoretical structural 
life-of-type extending into the 2040s.

The June 2020 AIR 6002 RFI closely followed the 
early-2019 completion of the $245 million Project 
AIR 5438 Lead-In Fighter Capability Enhancement 
program (LIFCAP). Commenced in 2014, LIFCAP 
saw the RAAF’s 127 fleet upgraded with elements 
from other Hawk programs around the world, broadly 
based on that of the UK’s 128 program, as well 
as Saudi Arabia’s Mk.165 and Oman’s Mk.166 
programs, albeit without the more advanced Adour 

951 engine.
The LIFCAP upgrade comprised new mission 

computers and operational flight program (OFP); a 
traffic collision avoidance systems (TCAS); mission 
simulated datalinks including radar, weapons, chaff/
flares and radar warning receiver; the ability to 

carry Cubic air combat manoeuvring instrumentation 
(ACMI) pods; a new IFF system; a new joint 
mission planning system (JMPS); a comms/audio 
management unit (CAMU); and three new advanced 
CAE simulators and associated synthetic training 
devices.

If it proceeds, the latest upgrade – valued at $1.5 
billion – will see the fleet modernised and sustained 
through in-service support by BAE Systems Australia 
at Williamtown. The company will be providing 
maintenance, engineering, and supply chain services 
at Williamtown and Pearce in WA through to a 

revised planned withdrawal date of 2031. 
“The contract extension reflects the world class 

capability of this aircraft, the teams which support 
the Hawk fleet at Williamtown and Pearce and our 
highly capable Australian supply chain,” former BAE 
Systems Australia Chief Executive, Gabby Costigan, 

said in a 21 February release.
“The Hawk Lead-In Fighter has a proven capability 

of providing high calibre aircrew to the Royal 
Australian Air Force,” she added. “Together with 
RAAF, Defence, and the program’s supply chain, 
we are proud to be contributing to the delivery of 
the transformational training requirements for a fifth-
generation air force for the next decade.”

A Hawk 127 lead in fighter A27-10 over Port Stephens 
NSW. Credit: CoA / David Gibbs

In June 2020 the RAAF issued a Request for Information (RFI) to 
industry for technologies that could lead to the replacement of 
the RAAF’s LIFT capability under the nascent Project AIR 6002. 

FUTURE JET TRAINER LIKELY 
TO CARRY WEAPONS
Kym Bergmann / Canberra
Given the relatively modest size of the RAAF, 
the next jet trainer will preferably be able to 
carry weapons. This is simply because the 
more combat capability that can be acquired, 
the better. The Hawks play an important role in 
the inventory and have a 30mm cannon and 
the ability to release free fall and laser guided 
bombs. They can also carry AIM-9M short 
range air-to-air missiles.

The two jet trainers currently on the market 
that carry weapons are the Korea Aerospace 
Industries (KIA) T-50 family – codeveloped 
with Lockheed Martin and the Italian 
Aermacchi MB-346. Of these, the T-50 is 
slightly the more modern and is proving to 
be a popular choice for air forces looking for 
a multi-role trainer and light attack aircraft. 
Both types have achieved considerable export 
success.

The unfolding situation with the Hawk fleet 
is slightly ironic since they were purchased by 
the RAAF years ahead of schedule because 
of unexpected wing fatigue issues with the 
preceding fleet of Macchi MB-326 jet trainers.
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M ultiple ADF communications networks 
are structured to provide the necessary 
capabilities, while maintaining an 

effective level of connectivity. Naturally there are 
strict controls and continuous monitoring in place to 
ensure that each network is used for the purposes 
intended without creating security compromises.

When working with Five Eyes and other country 
partners’ forces, special emphasis is placed not only 
on functionality, but also that the appropriate level of 
security is maintained. Australia’s defence industry 
has been to the fore in supplying communications 
systems, including customising them as necessary, 
while also enlisting many Australian small to medium 
enterprises in these projects.

IMPORTANT CURRENT 
COMMUNICATION PROJECTS
APDR asked a Defence spokesperson if they would 
identify the most important projects being worked 
on at the moment.

The spokesperson’s response was ‘Defence has 
a number of current major acquisition projects for 
the delivery of communications systems including:
• SEA1442 Maritime Communications Modernisation 

is a multi-phased program for the enhancement of 
Navy’s maritime communications capability. It will 
upgrade ANZAC Class Frigate communication 
systems and address obsolescence to improve 
communications management.

• JP2072 Phase 2B Battlespace Communications 
System (Land) is replacing and enhancing the 
existing Battlefield Telecommunications Network 
(BTN) capability within Army and Air Force.

• JP2008 Defence Satellite Communications 
Capability is a multi-phased program providing a 
functional SATCOM capability for Defence.

• JP9103 Protected Satellite Communications will 
provide the necessary space segment and shore 
infrastructure required to enable a sovereign 
Advanced Extremely High Frequency (AEHF) 

satellite communications capability.
A few days after Defence provided this list 

of important projects, Boeing Defence Australia 
announced that it had completed the final 
deliverables for LAND 2072 Phase 5B2. 

Defence will sustain all the communication 
systems listed above through Product Schedules 
which consist of contracts for the operation, 
engineering, maintenance, training, and supply 
support of the equipment, facilities and systems. 

BOEING COMPLETES 
PIONEERING BATTLESPACE 
COMMUNICATIONS SYSTEM
On October 5th Boeing Defence Australia 
announced that it had completed the final 
deliverables of one of the most advanced integrated 
battlefield telecommunications networks ever 
developed which enables deployed forces to 
securely connect to each other and headquarters 

anytime from anywhere.
In 2015, Boeing Defence Australia was formally 

tasked with modernising the Australian Army’s 
battlefield telecommunications network under Land 
2072 Phase 2B. In just eight years, a team of more 
than 200 people, located primarily in Brisbane, has 
designed and developed a world-leading system 
which provides the Australian Army with access to 
more voice, data and video services in the field than 
ever before.

Named “Currawong” by the Australian Army, 
it includes multiple transmission options, from 
Wideband Global Satellite to fibre to public 
networks, combined with innovative system 
management and networking software, to deliver 
high-quality, uninterrupted communications 
services. These services can be tailored for any 
sized mission — from supporting a small unit to 
providing full remote headquarter operations.

“The Currawong Battlespace Communications 
System is one of the most successful complex 

GEOFF SLOCOMBE // VICTORIA

ADF’S GROWING COMMUNICATIONS 
CAPABILITIES

All ADF personnel and platforms must be able to coordinate and share information with other parts of the organisation, as 
appropriate and secure, as components of a larger system. Each service has its own communications networks for activities 
within its own domain. As soon as joint action with other services, including common use of electronic network and space 

communications is involved, a high level of planning, cooperation, facilities provision and actual signals management is required.

Currawong Medium SATCOM Terminal (Boeing photo)



COMMUNICATIONS

development programs undertaken in our recent 
history,” said Scott Carpendale, vice president and 
managing director of Boeing Defence Australia.

“Approximately AU $700 million was invested in 
design, development and production of this purpose-
built system which firmly establishes Australia as a 
leader in development of sophisticated military 
communications products and systems.”

The game-changer for the project was the 
adoption of an agile development methodology 
which involved building small capability blocks 
and testing them - often with the Australian Army 
end-user.

“The close collaboration between Boeing 
Defence Australia and the Commonwealth in 
the design and development of the Integrated 
Battlefield Telecommunications Network (I-BTN) 
has been key in the successful implementation of 
this capability for Defence,” said COL Michael King, 
Director Land Command, Control, Communications 
and Computing (C4) Program within Army 
Headquarters.

“The relationship has been built on a shared 
commitment to provide soldiers and commanders 
the equipment to achieve the mission, and a 
willingness to work to a common goal of continuous 
improvement to meet emerging requirements.

“The I-BTN of today has continued to be developed 
alongside the introduction of new technologies to 
ensure there is an up-to-date, adaptive and resilient 
network architecture for Defence’s land domain,” 
said COL King.

Also key to the program’s success was the 
engagement of an extensive network of Australian 
small-to-medium enterprises.

“More than 220 Australian businesses 
provided everything from ground-up electronics 
to mechanical and software development,” said 
Tom Minge, Boeing Defence Australia Currawong 
program director.

“Their capacity to respond to changing customer 
requirements with agility, to push boundaries and 
work at pace has been vital to BDA’s ability to 
innovate and successfully deliver our milestones on 
time and on budget.”

JP9102 AUSTRALIAN DEFENCE 
SATELLITE SYSTEM
Defence is currently evaluating the tenders received 
for Joint Project 9102 Phase 1 when tender bids for 
this project closed on 10 January 2022

APDR knows of defence industry tender 
responses from Airbus, Boeing, Lockheed Martin, 
Northrop Grumman and Raytheon. Each of these 

large firms has gathered a team of small/medium 
enterprise organisations, a number of whom are in 
more than one primary bidder’s syndicate.

Defence will finalise its tender evaluation in 
Quarter 4 2022, and will work with the down-
selected tenderer on developing the Project’s 
delivery schedule and associated costs.

L3Harris remains engaged with original equipment 
manufacturer Northrop Grumman regarding the 
ADF’s next-generation JP9102 SATCOM program, 
which will replaceJP2008.

JP9102 will supply a sovereign SATCOM 
solution, providing ground station capability with 
enhanced efficiency and operating capability, 
including greater levels in assurance and more-
rapid dissemination of data.

An enhanced SATCOM capability also presents 
exciting potential for Australian Army units operating 
at the tactical edge. It provides capability for true 
situational understanding of battlespace to propel 
mission success.

“There is real requirement to provide a flexible and 
adaptable SATCOM solution to enable persistent 
data from the edge to the tactical operations 
centre,” Alan Callaghan, president and managing 
director of L3Harris Communications Australia, 
said. “We have recognised that requirement, from 
the U.S. Defense Department and within Special 
Operations Command, to take ISR videos from 
multiple Line-Of-Sight and Beyond-Line-Of-Sight 
sources and integrate them to end-user devices via 

Software Defined Radios.”
The L3Harris ground solution for JP9102 

provides expanded capability and upgradeability for 
Australia’s sovereign satcom program. The enhanced 
ground solution delivers twice the bandwidth of 
existing ADF wideband terminal capability and it 
is upgradeable to support both Low-and Medium-
Earth Orbit satellite communications connections.

DEFENCE INDUSTRY 
INVOLVEMENT WITH ADF 
COMMUNICATIONS
Boeing Defence Australia’s delivery of key 
components of LAND 2072 Phase 2B and 
L3Harris’s role with JP9102, are both described 
above.

In addition, L3Harris Technologies is already 
playing a critical role in supporting the Australian 
Army, as it recently concluded the five-year Land 
53 Tranche 1 contract to deliver innovative targeting 
and detection capabilities designed to perform at 
night and in all weather conditions against peer 
adversaries. L3Harris Technologies’ Integrated 
Vision Solutions (IVS) sector is a subcontractor to 
the program, led by L3 Mission Systems Australia.

Land 53’s Tranche 1 capabilities are already 
fielded and have been “well received” by the 
customer, providing a “significant step change in 
capability for the land forces,” according to Lynn 
Bollengier, president of L3Harris’ IVS business.
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“In terms of army modernisation of the soldier as 
a platform, Tranche 1 is the first real step in giving 
them the ability to fight in all conditions,” Bollengier 
said, noting upgrades can be used with the Army’s 
EF88 assault rifle.

Other large defence companies operating in 
Australia are heavily involved with ADF developing 
communications.

BAE SYSTEMS AUSTRALIA
Choosing BAE Systems Australia (BAES-A) as a 
typical major industry partner for Defence, APDR 
asked for an analysis of their communications 
capabilities and projects in Australia.

Their response was:
“From an applications and equipment perspective 

our range of Cross Domain Solutions products are 
deployed in a range of defence, national security 
and critical infrastructure applications world-wide. 

“Our Defence Formal Messaging System provides 
a modern user interface to traditional formal 
messaging protocols. It is a strategic, tactical and 
deployed network application, used by thousands of 
personnel to ensure military commands are securely 
and reliably delivered across the ADF and into 
5-eyes partner networks.

“Design, delivery and support of deployed 
and strategic SATCOM capabilities, including 
the Maritime Advanced SATCOM Terrestrial 
Infrastructure System (MASTIS) terminals deployed 
across the RAN fleet - the world’s first in-service 
simultaneous X and Ka-band terminals delivered as 

part of the RAN’s battlespace communication, and 
the ADF satellite communications capability ground 
station at Geraldton in WA.

“BAES-A has provided ICT management systems 
for a range of RAAF Air Command software 
products to ensure they are available, supportable 
and stood up for operations, exercises and trials.

“We are currently upgrading communications 

systems into the Australian Military Airspace Control 
Communications System deployed into RAAF bases 
across the country to support the transition to the 
Civil Military Air Traffic Management; and we design 
and manage the ICT capability enabling the JORN 
mission and support systems comprising thousands 
of machines spanning many sites across Australia.

“We manage the overall design and integration of 
communications systems into combat systems and 
vessels, ensuring the interoperability, functionality 
and security of naval vessel communications 
systems for ANZAC, Canberra and upcoming 
Hunter Class vessels. Our advanced manufacturing 
at Edinburgh Parks (SA) and systems engineering 
capability allows the development and delivery 
of broad solutions from full system applications 
down to discrete component level development and 

production.
“Our SA and NSW based Service Centres 

provide Deeper Level Maintenance for a range of 
our Communication Systems products and services.

“BAES-A provide a range of support solutions 
and capabilities for products and end users, either 
by ourselves, with support of other primes, SMEs 
and ADF personnel, depending on the needs of the 
customer.”

BAES-A Defence Delivery Director Andrew 
Gresham said: “In an environment of increasing 
change and uncertainty, I am proud of our track 
record in equipping and supporting the ADF to 
maintain their communications capability edge. 
BAE Systems Australia has more than 50 years 
experience designing, integrating and supporting 
communications systems for Australian defence 
land, sea and intelligence communities.”

SAAB AUSTRALIA
Saab Australia told APDR that it offers state of 
the art communication systems for all domains, 
military and civil – whether out on the sea, under the 
surface, up in the sky or on land.

Their Tactical Communications portfolio of 
products, TactiCall is designed, developed, 
and manufactured by Saab Denmark and is a 
TRL-9 integrated communications capability that 
has been providing Australia and New Zealand 
Defence and Civil sectors with a highly flexible, 
scalable and reliable intuitive solution for diversified 

communications since 2012.
TactiCall Integrated Communications Solutions 

interconnects communication technologies 
regardless of radio band, frequency and hardware, 
with EAL5+ Certified secured communications 
which guarantee delivery and end-to-end 
adaptability.

Saab continues to deliver state-of-the art 
seamless and integrated tactical communications 
enhancing the war fighters’ situational awareness 
at the tactical edge. They state that this is achieved 
by pushing the boundaries of technology to provide 
defence with leading edge capability.

As a key strategic partner with Defence, Saab 
Australia told APDR that it continues to offer 
and provide advancements in next generation 
technologies.

Currawong Deployable Data Centre Assembly.

Saab continues to deliver state-of-the art seamless and 
integrated tactical communications enhancing the war fighters’ 

situational awareness at the tactical edge. 
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ELBIT AUSTRALIA
Elbit is in contract until March 2023 to sustain 
and update the in-service Battle Management 
System (BMS), BGC3 memory portable solid-state 
software and deliver BMS training to the Australian 
Army. 

APDR is aware that Elbit Systems continues to 
develop the global baseline for BMS-C2 as an open 
Platform as a Service software model, ensuring 
it delivers the functionality sought by a range of 
international customers, and remains accessible to 
third party software developers. 

Elbit’s Australian LAND 200 Tranche 2 program 
is scoped to deliver BMS-C2 against the Australian 
specification. 

LOCKHEED MARTIN AUSTRALIA
Lockheed Martin Australia advised APDR that 
in January 2022, they submitted a proposal to 
deliver a sovereign military satellite communications 
(MILSATCOM) system for Defence under JP9102. 
Drawing on its significant space heritage and 
expertise, Lockheed Martin Australia’s proposed 
MILSATCOM system is tailored to meet Australia’s 
unique strategic requirements. (See separate article 
in this edition)

As space emerges as a contested warfighting 
domain, the focus on delivering a resilient and 
extensible MILSATCOM solution will prove key 
to protecting Australia’s national interests and 
deterring threats.

With sovereignty another defining characteristic of 
JP9102, Lockheed Martin Australia has committed 
to a comprehensive Australian Industry Capability 
(AIC) program that will harness the full potential of 
the emerging local space industry.

Lockheed Martin Australia has engaged an 
extensive Australian industry network to deliver 
solutions and supply chain opportunities for 
JP9102 and beyond, including Inovor Technologies, 
Av-Comm, Calytrix Technologies, Clearbox 
Systems, Conscia, EM Solutions, Linfox, Ronson 
Gears and Shoal Group.

Further recent additions include Blacktree 
Technology, to support the narrowband 
MILSATCOM ground segment, DXC Technology, 
to oversee the development of ground and control 
segment cybersecurity architectures, and Inovor 
Technologies, to assist with analysis to take 
advantage of our Hosted Missions program.

David Ball, Regional Director of Space for 
Lockheed Martin Australia and New Zealand told 
us that “Defence’s need for a resilient sovereign 
MILSATCOM solution as envisaged under JP9102 
underscores the critical role of the space domain to 

ADF communications.
“Our response to JP9102 has been shaped by 

our extensive technical capability across the entire 
satellite infrastructure. This experience enables 
us to provide Defence with a technically superior 
system that simultaneously supports maximum 
Commonwealth ownership and operational 
independence with guaranteed delivery on schedule.

“As a global leader in space, Lockheed Martin 
Australia is proud to act as the trusted steward for 
further developing Australia’s sovereign capabilities. 
By ensuring our JP9102 solution facilitates the 
transfer of know-how and capability to local 
businesses, we are directly facilitating the growth 
of an enduring, globally relevant Australian space 
industry.

“And by extending our focus to Australia’s 
future workforce through our science, technology, 
engineering, and maths (STEM) education 
partnerships, we are growing the pipeline of skilled 
workers we need to sustain JP9102 and our broader 
industry into the future.”

RAYTHEON AUSTRALIA
The ADF received increased mobile satellite 
communications when Raytheon Australia was 
awarded the contract for Project JP2008 Phase 
5B1.

Raytheon Australia has provided certified satellite 
transportable land terminals in frequency division 
multiple access and time division multiple access 
modes.

The company has worked with L3Harris to provide 
the terminals and Clearbox Systems to provide an 

Australian-developed centralised monitoring and 
control system that has allowed the managing and 
control of the satellite assets.

The program has provided the ADF with an 
in-country partner for its current and future satellite 
communication challenges.

Raytheon Australia’s managing director, Michael 
Ward, said the company was pleased to be given 
the opportunity to provide this vital capability to the 
ADF:

"At a time when communications are so vital to 
the ADF and when Australia is only one of a small 
select number of allied nations that is able to use 
the WGS system, it is particularly important to have 
a trusted partnership as exists between Defence 
and Raytheon Australia to contribute to this activity.”

THALES AUSTRALIA
Thales in Australia supplies and sustains a range 
of products for the ADF including: munitions, 
weapons, optronics, protected vehicles, mission 
packages, and command, control, communications 
and computer (C4) systems.

Thales in Australia also enjoys a long and proud 
history with the Royal Australian Navy having 
designed and delivered a variety of solutions in 
both the underwater and above water domains. The 
company operates the RAN’s major east coast refit, 
repair and maintenance facilities at Garden Island, 
NSW, and is the leading provider of communication 
systems to the RAN.

NORTHROP GRUMMAN 
AUSTRALIA
Northrop Grumman Australia’s spokesperson 
described their capability in space as including 
their current work as the prime system integrator 
on JP2008 Phase 5B2. This project provides 
the Satellite Communications Ground Station-East 
(SGS-E), and wideband satellite communications 
network management system for the Australian 
Defence Force. 

SGS-E significantly increases the ADFs capacity 
to anchor satellite communication services and 
demonstrates Northrop Grumman Australia’s 
ability to design, build, and sustain critical defence 
infrastructure.

Northrop Grumman, with their Australian 
strategic partners, was pleased to respond to the 
JP9102 tender providing a scalable, sovereign, 
Defence centric solution facilitating the exploitation 
of a fully networked 5th generation force in a rapidly 
changing geopolitical environment.

United States Air Force Senior Airman John Kelsey 
(centre) sets up an L3Harris Hawkeye satellite dish 
with assistance from Tech Sergeant Roy Rogan at 
RAAF Base Scherger, Queensland, during Exercise 
Talisman Sabre 2021. Credit: CoA / Brett Sherriff
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The widely respected Rand Corporation gives 
this definition ‘Cyber warfare involves the 
actions by a nation-state or international 

organisation to attack and attempt to damage another 
nation's computers or information networks through, 
for example, computer viruses or denial-of-service 
attacks.’

Cyber weapons can include viruses, phishing, 
computer worms and malware that can take down 
critical infrastructure. Some intended outcomes 
could be ransomware that holds control systems or 
data hostage, espionage, sabotage, propaganda, 
manipulation or economic warfare.

Cyber-attacks that sabotage government 
computer systems can be used to support 
conventional warfare efforts. Such attacks can block 
official government communications, contaminate 
digital systems, enable the theft of vital intelligence 
and threaten national security.

State-sponsored or military-sponsored attacks, 
for example, may target military databases to 
get information on troop locations, weapons and 
equipment being used.

AUSTRALIAN PREPAREDNESS FOR 
CYBER WARFARE

“The Australian Army is open to adopting new 
capabilities and concepts across a variety of 
areas, including human performance; information 
advantage; cyber; data; smarter and smaller 
distributed systems; and robotic and autonomous 
systems,” wrote former Chief of the Australian Army 
Lt. Gen Burr in 2020. “Together, these actions will 
enable the Army to prepare more teams, for more 
tasks, more often, to meet the demands of Defence 
Strategy.”

More recently, on 31 August 2022, the Hon Matt 
Thistlethwaite MP, Assistant Minister for Defence, 
announced the launch of a document:

“The Defence Cyber Security Strategy outlines 
how Defence is working to enhance cyber security 
across its entire ICT ecosystem – including by 
working more closely with industry partners.

“For Defence to be able to fight and win in the 

Digital Age, we need to fully integrate our ICT 
services and our cyber security – and to achieve 
that, we need the expertise and experience of 
industry and academia.

“As cyberspace is challenging our concepts of 
how we will fight in any future conflict, the ADF must 
remain competitive in the information environment.

“The upshot is that both the Defence ICT and 
Cyber Security Strategies will be responsive to, and 
informed by, the outcomes of the Review.

“The 2022 Defence ICT Strategy recognises 
that ICT is central to the ADF’s ability to generate 
warfighting effects on the modern battlefield, 
and puts in place an action plan to achieve these 
capabilities.

“Cyber security is a vital element of our national 
security, and it is a priority for the Government.

“We have pledged to work on enhancing cyber 

resilience across the whole nation, including through 
the development of a new national cyber security 
strategy.

“Defence’s role will always be to defend our 
national interest, and the two strategies I am 
launching today will help to ensure that the 
organisation can do so, while at the same time 
developing our sovereign capability.”

AUSTRALIAN SIGNALS 
DIRECTORATE (ASD)
ASD is a vital member of Australia’s national security 
community. They work across the full spectrum 
of operations required of contemporary signals 
intelligence and security agencies. This includes 
intelligence, cyber security and offensive cyber 
operations in support of the Australian Government 
and Australian Defence Force.

The ASD defends Australia from global threats, 
and advances the national interest through the 

provision of foreign signals intelligence, cyber 
security and offensive cyber operations, as directed 
by Government.

As a statutory agency within the Defence portfolio, 
ASD reports directly to the Minister for Defence.

By delivering strategic advantage for Australia 
through providing foreign signals intelligence, ASD 
protects and advances Australia’s national interests. 
Foreign intelligence collection activities are guided 
by strategic priorities set by Government.

ASD has a long history of supporting Australian 
military operations, with the organisation’s heritage 
dating back to the Second World War. Today, 
ASD supports ADF operations around the globe, 
by providing intelligence and offensive cyber 
capabilities to enable the war fighter and protect 
ADF personnel and assets.

By drawing on its deep technical expertise, 

GEOFF SLOCOMBE // VICTORIA

AUSTRALIAN CYBER WARFARE READINESS
What are the characteristics of cyber warfare? There are no internationally agreed criteria, although cyber warfare generally 

refers to cyber attacks against a nation state. While there has been no formal, agreed-upon definition for a cyber act of 
war, experts generally agree it would be an attack that directly leads to loss of life.

Assistant Minister for Defence, and Assistant Minister 
for Veterans’ Affairs the Hon Matt Thistlethwaite MP, 
speaking at the Defence ICT Industry Forum at the 
Australian Defence Force Academy (ADFA) in Canberra, 
on Wednesday 31 August 2022.

Cyber weapons can include viruses, phishing, computer worms 
and malware that can take down critical infrastructure. 
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ASD helps the ADF stay ahead of technology 
advancements in the region, including the 
introduction of 5th generation weapons and cyber-
warfare capabilities.

DEFENCE SCIENCE AND 
TECHNOLOGY GROUP (DSTG)
On 12 August 2020 then Minister for Defence Linda 
Reynolds’ media release announced stronger cyber 
defences for deployed ADF networks by involving 
Australia’s defence industry, by stating that:

“The Defence Science and Technology Group 
is expected to grow Australia’s sovereign cyber 
industry capability by linking industry to the Cyber 
Threat Response Lab.

“The lab will provide direct opportunities for 
small and medium sized businesses to collaborate 
with Defence on innovative training and cyber tools 
solutions.”

More recently DSTG has advised that recent 
advances in artificial intelligence (AI) technologies 
show promise for autonomous cyber operations 
(ACO), offering the potential for distributed, 
adaptive defensive measures at machine speed and 
scale.

The cyber domain is a particularly challenging 
domain for autonomous AI. DSTG has recently 
supported the development of AI tactics, 
techniques and procedures a series of scenarios 
with associated challenge problems in order to 
support practical demonstrations of ACO. They 
wish to engage the AI and cyber security research 
communities, especially to leverage domain experts 

outside of the cyber field, to discover novel ways to 
use ACO.

LEONARDO READINESS FOR 
CYBER WARFARE
Italian corporate giant Leonardo’s representative 
informed APDR that Defence in Australia has to 
deal with the new concept of "hybrid warfare" 
which goes beyond the purely military sphere and 
combines the manipulation of information with 
economic and information warfare. 

That is why Defence is increasingly equipping 
itself with cyber security capabilities to effectively 
mitigate attacks from cyberspace.

Leonardo is one of the major global players in 
the aerospace and defense sector and also in the 
supply of complete and integrated solutions for 
cyber and security domains. Leonardo’s solutions 
and proprietary platforms support the security and 
training of national defence forces within critical 
infrastructures to respond effectively to cyber 
threats, while also supporting the digitalisation of 
core defence processes.

There are over 5,000 networks and 70,000 
users that are cyber-protected by Leonardo in 130 
countries. The company has a systemic approach, 
combining cyber security with physical security skills 
to respond effectively to the most sophisticated 
attacks and facilitate the highest level of support 
during all main phases related to cyber threats: 
prevention, protection, and response.

In the Cyber Defence context, threat intelligence 
plays a crucial role. This is based on platforms 

making use of technologies such as Big Data, 
Artificial Intelligence and The Cloud, allowing for 
the monitoring, identification and analysis of cyber 
threats and simultaneously providing support for 
decision-making to minimise the impact of any 
attacks. 

Ongoing monitoring, adequate analysis, and 
incident resolution are additional key factors that are 
achieved through the services of the Global Security 
Operation Centre. Testing the cyber resilience of 
physical and virtual apparatuses and constant cyber 
training are also essential in attack minimisation. 
For this reason, Leonardo developed dedicated 
platforms – Cyber Range and Cyber Trainer - 
that make use of virtualisation and simulation 
technologies.

Leonardo has collaborated with Australian-based 
company DEWC to offer a new range of cyber 
security courses in Australia. The courses are being 
delivered through DEWC’s School of Information 
Operations at the Australian Cyber Collaboration 
Centre in Adelaide. 

Leonardo’s military cyber operations courses are 
based on the company’s experience working closely 
with intelligence agencies in the UK, Italy, and other 
countries to protect those nations most closely 
guarded secrets and is acting as the cyber mission 
partner to NATO over a number of years.

Members of the ADF and the wider Australian 
Department of Defence have attended these 
courses.

IN CONCLUSION
As shown earlier, cyber attacks which are part of 
cyber warfare against Australia and its allies, can 
affect civilian as well as military signal systems.

Continuous vigilance of Australian computer 
networks is required to ensure that should there be 
any successful cyber attacks, this fact is recognised 
as quickly as possible and the affected system(s) 
quarantined.

Not only must the ADF and other parts of 
Australia’s Defence organisation be prepared to 
respond to cyber attacks, but also, they must be 
prepared to initiate them against adversaries.

While there are promising developments in the 
use of artificial intelligence to automatically and 
rapidly detect evidence of cyber warfare attacks, 
including the quarantining of affected systems, this 
is no substitute for continuing human surveillance 
as well.

A report card for the ADF’s readiness to detect 
or initiate cyber warfare attacks would probably only 
show ‘FAIR’ at this stage. The good news is that this 
situation is changing in a positive sense fairly rapidly.

The new Australian Signals Directorate cyber and foreign intelligence facility in Canberra, ACT. Credit: CoA
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U nfortunately, the Guided Weapons and 
Explosive Ordnance (GWEO) enterprise 
only seems to be making very slow 

progress on the development of any sovereign 
Australian capabilities – let alone in the numbers 
that the ADF is likely to require. Recent reporting 
from the US indicates that even with their huge 
industrial base they might have underestimated the 
sheer volume of materiel that will be consumed on 
an almost daily basis once serious fighting starts. 

The forces of Ukraine are rapidly depleting 
the supply of things such as Javelin and GMLRS 
missiles and they seem to have exhausted their 
own supplies of Soviet calibre 122mm and 
152mm artillery ammunition. Factories in Europe 
and North America have been ramping up 
production of western weapons such as Javelin 
but it is unclear how long it will take to replenish 
stocks. 

On the bright side, this problem also seems 
to be impacting Russia with all ammunition 
supplies running low and with replacement 
products coming from lower quality suppliers 
such as North Korea and possibly Iran. Further 
compounding the issue are western sanctions 
which seem to be preventing – or at least 
slowing down – the Kremlin’s ability to build new 
precision-guided weapons since they rely on 
components that are now banned.

While precise numbers are unclear, it looks 
as if Australia’s supply of artillery ammunition 
and various precision guided weapons would 
be exhausted in just a few days of fighting at the 
intensity of what we are seeing in the Donbass 
region. To be fair, the consequences of high 
intensity conflict have been apparent for some 
time, which is why the GWEO was announced on 
March 31, 2021.

This was followed by the selection of the 
industry partners in April: Lockheed Martin and 
Raytheon – plus three Australian entities: the 
Australian Missile Corporation; the Sovereign 
Missile Alliance and Aurecon. However, since that 
time there has been a lot of talk but seemingly 
not a great deal of concrete activity. All of the 
industry participants are guarded about detailed 
commentary, presumably out of a desire not to 
upset Defence – after all potentially billions of 
dollars of income are involved.

It sounds as if Defence has only just started 
the process of awarding study contracts to 
define priorities for which guided weapons will 
be manufactured locally, in what numbers and in 
which timeframe. Given the apparent rapid and 
deteriorating changes to Australia’s strategic 
circumstances – caused largely by growing 
Chinese military strength – what seems to be 
missing is a sense of urgency.

At the mid-October Land Forces conference in 
Brisbane, Robert Nioa – the head of the weapons 
and munitions company of the same name – 
addressed that broad topic in a public forum that 
included a number of senior Defence personnel, 
including two Major Generals. For context, 
Nioa (the company) owns the Australian Missile 
Corporation – but must remain at arm’s length 
from it and allow it to function as a completely 
separate entity. Referring to the preparedness of 
Australia, he said:

“We are not positioning to respond to the 
scale of what I think will be required. We do 
have lessons from previous conflicts about 
how industrial mobilisation occurs – and that is 
largely a process of Defence advising industry 
what is required and when – and then allowing 
industrialists to industrialise. It is not uniformed 
people conducting industrialisation – it has never 
occurred before and it’s not going to happen this 

KYM BERGMANN // CANBERRA & BRISBANE

THE GUIDED WEAPONS AND EXPLOSIVE 
ORDNANCE ENTERPRISE NEEDS TO PICK UP 

THE PACE
There are a number of lessons to be learned from Russia’s unprovoked and illegal invasion of Ukraine – and top of the list 
should be an awareness of the huge quantities of munitions and guided weapons that will be used in future high intensity 

conflicts. In addition, we can see the importance of capabilities such as long-range precision strike and loitering munitions. 

MH-60R helicopter Tiger 16 fires an AGM-114N Hellfire missile during the Anti-Submarine Warfare phase of Exercise 
Tigerfish off the coast of South East Australia. Credit: CoA
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time.
“It’s actually not even for Defence to give 

that signal to industry – in my view that’s for 
Government. 

“We need direction – and we need it soon.”
During the conference Lockheed Martin 

organised a media briefing and took a decidedly 
positive note about the GWEO and their role in 
it. Along with Raytheon, they have been selected 
because they are one of the western world’s 
major suppliers of guided weapons – everything 
from the Long Range Anti-Ship Missile to the Mk 
48 heavyweight torpedo.

In essence, the company plans to transfer 
US subject matter experts to Australia to pass 
on their knowledge as part of the process of 
developing sovereign capability here.

Apparently, Lockheed Martin’s corporate 
strategy for the 21st century aims to deliver 
integrated, mission-focussed defence 
capabilities, by innovating with urgency – and 
bringing the best of commercial hi-tech for the 
further digitisation of everything the company 
does. The aim is to transform defence industry, 
leading to greater speed and affordability. 
Enabling technologies are AI, cyber skills, 5G 
connectivity – and the aim is to integrate all 
platforms all domains using advanced networking 
technologies.

The end result will be systems for the military 
that have more range, speed, and resilience 
– combined with rapid decision-making, 
cutting times from hours to minutes or even 
seconds. This will include the GWEO, with work 

undertaken and weapons developed in Australia 
potentially flowing back to the US and other 
countries because they should – at least in theory 
– be plug and play.

The company says it is already working closely 
with Defence and the other industry partners 
– and in future anticipates collaborating with 
other entities such as academia with the aim of 
advancing capabilities in Australia. Lockheed 
Martin says it already has a good track record 
when it comes to transferring skills, such as on 
the F-35 and Attack class submarine programs.

The GWEO will support advanced 
manufacturing, engineering, technology and jobs. 
It is the intention of Lockheed Martin to engage 
with SMEs and says it is mindful of the need to 
do so. As one of two strategic industry partners 
the company believes it will be able to make an 
important contribution to strategic self reliance.

Long-range strike is something of a speciality 
of the company and it believes it can transfer 
that know how to Australia. It believes it can 
achieve the same levels of technology and 
service delivery that it achieves in other parts 
of the world, particularly in advanced US 
weapons facilities. Lockheed Martin sees this as 
a big opportunity both for themselves and also 
Australia, saying there is an urgency to delivering 
capability.

Lockheed Martin will invest by opening an 
additional office in Canberra to support the 
GWEO and a second one at Mulwala to support 
various developmental and manufacturing 
activities. This will involve transferring and 

replicating the way weapon factories work in 
the US – namely they have a digital foundation 
and use smart manufacturing techniques. Other 
features are interconnectivity and automation.

These future Australian plants will be at the 
cutting edge of manufacturing technology that 
the company says will be able to deliver guided 
weapons rapidly and affordably. Innovations will 
take place in both the physical and digital worlds 
with integrated production facilities. 

This means that smart machines will be 
connected digitally with supply chains and use 
Augmented Reality and Virtual Reality systems 
to increase speed, reliability, and quality. 
The company has already started the search 
for possible locations for guided weapons 
manufacturing, starting with places that already 
have a developed base. Another part of the work 
already underway is to identify supply chain 
opportunities for local companies.

Lockheed Martin already has a number 
of agreements in place, including one with 
Thales Australia signed in 2021 and plans 
to build on those. Site selection and training 
plans are already well advanced and further 
announcements will take place in the very near 
future. The company believes they will have the 

An Australian Army soldier from the 3rd Battalion, The Royal Australian Regiment, fires the Javelin FGM-148 direct fire, 
guided weapon system during Exercise Kapyong Warrior at Townsville Field Training Area, Queensland.
Credit: CoA / Dustin Anderson

Hobart Class Destroyer, HMAS Brisbane, conducts a SM-2 
standard missile live firing during Officer of the Watch 
manoeuvres off the coast of New South Wales.
Credit: CoA / Thomas Sawtell

GUIDED WEAPONS
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first plant operational within two to three years of 
being given approval.

An attraction for the Australian opportunity is 
that the company would be able to start from 
scratch – and could introduce the very latest 
processes and equipment rather than having to 
work with legacy facilities and old work practices. 
This will mean the use of digital twins, integrated 
supply chains and all the good stuff associated 
with a move to Industry 4.0 or whatever people 
like to call it.

The Mulwala facility is at an existing, historic 
munitions manufacturing plant and represents the 
start of Lockheed Martin’s technology transfer 
program. Described as “small and modest” it is 
nevertheless a tangible commitment – especially 
as it seems to be self-funded. It will act as a base 

for company engineers and technology teams 
who are coming to Australia from the US.

The company says they will work closely 
with Raytheon, especially given the relatively 
small size of the Australian market and they are 
looking for areas for cooperation, such as the 
manufacture of energetics. There might also 
be common electronic components for guided 
weapons produced by each company as well as 
things such as common forging facilities. The 
objective is to avoid fragmentation where a lot 
of commercially unviable fragmented entities are 
producing components.

In the short term, Defence is seeking to grow 
the number of guided weapons that they already 
have in service, with Hellfire being high on the 
list, along with JASSM-ER. The company has 

suggested other candidates for local production 
– presumably LRASM is on that list – but no final 
decision has been taken on any individual system. 
Lockheed Martin is also exploring opportunities 
for Australian production of hypersonic missiles.

The company feels this is not about building 
everything in Australia but a more nuanced 
undertaking about having national capabilities 
rather than sovereign intellectual property 
ownership. That means issues such as supply 
chain resilience need to be at the forefront of all 
acquisitions.

As positive and visionary as that is, the sooner 
Defence starts letting contracts for the local 
manufacture of guided weapons and ammunition 
– particularly for artillery – the more secure we 
will all be.

United States Marine Corps officer Lt-Col Eric Dougherty, Commanding Officer 1st Battalion, 4th Marine Regiment, fires an Australian Army M-777 from the 8th/12th Regiment, Royal 
Australian Artillery at the Bradshaw Field Training Area, Northern Territory, during Exercise Talisman Sabre 2015. Credit: CoA / David Cleland
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L3Harris is expanding the undersea advantage and negating threats by developing and delivering 
forward-leaning technology to meet the needs of tomorrow.
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oceans transparent to maximize warfighter effectiveness.
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As numerous people have written, but which 
the Australian nuclear submarine task 
force has not acknowledged – at least 

not publicly – is that it is likely to be neither. The 
one that can definitively be ruled out is the Astute. 
As the British themselves have stated, after the 
delivery of the seventh and final vessel – at a date 
yet to be decided – that’s it. No more Astute class, 
particularly since their PWR2 reactor went out of 
production more than ten years ago partly because 
of safety concerns about the design.

The situation with the USN Virginia class 

production line is somewhat clearer, but that 
doesn’t necessarily help Australia. The program 
of record is for 66 of them to be constructed, but 
the actual number is likely to be less than that 
as the USN transitions to the as yet unnamed 
SSN(X) is in the 2030s. Because of the complexity 
of introducing a submarine into service, even if 
construction of the new class begins in 2035 it is 
unlikely to enter service before the early 2040s.

To date 22 Virginias, which need a crew of 132 
officers and sailors, have been delivered by two 
shipyards – Electric Boat (EB) in Connecticut 

and Huntington Ingalls (HI) in Virginia. The first 
of class, USS Virginia, was built by lead yard 
EB and launched in August 2003. Since then, 
production been staggered with submarines 
delivered at a rate of one or two per year. The 
design has progressively updated and the current 
configuration is the Block V variant, the first of 
which is still under construction.

The US industrial system seems fully loaded and 
it is not at all clear how capacity could be found 
to build additional Virginia class submarines for 
Australia – let alone transfer the technology and 

KYM BERGMANN // CANBERRA

NUCLEAR POWERED SUBMARINES  
– BRING BACK THE FRENCH

When the creation of AUKUS was announced a little more than a year ago on September 15, 2021, we were told the 
pathway to acquiring a nuclear propelled submarine would be conceptually straightforward. Most importantly, there was 

an early ‘in principle’ decision that this would not be a bespoke design but rather a simple choice between the US Virginia 
class or smaller Astute SSNs from the UK.

GROTON, Conn. (March 26, 2022) The Virginia-class 
attack submarine USS Delaware (SSN 791) transits the 
Thames River, March 26, 2022. Delaware's 132-man crew 
transited to Wilmington, Del. (U.S. Navy photo by Chief 
Mass Communication Specialist Joshua Karsten)



provide the necessary supervision for constructing 
them at Osborn in Adelaide. For complex things 
such as submarines, long lead time items – for 
example the nuclear reactors – are often ordered a 
decade in advance. 

It is worth remembering that the size of the US 
industrial base has shrunk since 1990 when it 
made up about 35% of the economy to now being 
around 11%. That might sound alarming, but it is 
part of what seems to be a natural progression 
from agriculture and raw materials through to 
industrialisation and then service-based advanced 
economies. Australia appears to have entirely 
skipped the industrialisation phase.

Risk management can be fraught since during 
that long interval technology advances and no 
one wants to be taking delivery of a product that 
is already obsolescent – particularly one that is 
intended for front-line military. This means that the 
final product might be different from that which 
was originally ordered and managing to process 
is a demanding and rare skill that cannot be easily 
replicated. With that in mind, it has occasionally 
been suggested that a way forward would be for 
Australia to fund – in whole or part – the opening 
up of a third submarine production line somewhere 
in the US.

The latest reporting of this idea occurred in the 
Wall Street Journal on September 23 with a well 
sourced story from Michael R Gordon saying that 
the idea was under active consideration by the 
Biden administration. Officials have apparently 
cautioned that the way ahead is not straightforward 
because it would cost billions of extra dollars – and 
Australia would be expected to contribute.

A keen observer of the AUKUS process – and 
critic of it, largely on nuclear non-proliferation 
grounds - is Professor Alan Kuperman, from Austin, 
Texas. A regular visitor to Australia and subject 
matter expert on nuclear propulsion, we asked him 
for his reaction to the WSJ article:

“It means Australia’s taxpayers would pay tens of 
billions of Aussie bucks to expand US shipyards, 
with US workers, to build US subs, staffed largely 
by US sailors. I’m sure my fellow Americans will 
appreciate that foreign aid!

“Richard Marles and Anthony Albanese might 
try to sell this to Aussie voters by promising 
that subsequent submarines would be Made in 
Australia, but after spending billions to expand US 
shipyards, that would have a probability verging on 
nil. 

“Moreover, by purchasing the current class of US 
nuclear submarines, Australia would set a terrible 
precedent of importing weapons-grade uranium 

naval fuel, thereby establishing a precedent that 
Iran and other countries would cite to produce their 
own nuclear weapons-grade uranium for “naval 
fuel.” 

“The final AUKUS plan is not due till March 
2023, so there’s still time for Australian citizens to 
demand better of their government. One alternative 
would be French nuclear subs, which could be built 
jointly in Australia, are small enough that they could 
be staffed mainly by Australian sailors rather than 
foreigners and are fuelled by low-enriched uranium 
that is unsuitable for nuclear weapons – so that 
Australia could bolster rather than undermine the 
global non-proliferation regime.”

The issue that Professor Kuperman refers to is 
that the Virginia class use highly enriched weapons 
grade Uranium 235 as their power source, which 
is concentrated to about 95% of what goes in the 
submarine. This can be converted, with relative 
ease, into nuclear warheads. French naval reactors 
use commercial grade Uranium 238 which would 
have to be enriched to make weapons – a very 
complex, time consuming and costly process.

To purchase a Virginia class straight from the US 
production line – if such a thing were possible – 
would cost at least $5 billion, to which would need 

to be added all of the Australian support costs 
such as facilities, and training. The $5 billion does 
not include a number of items such as weapons, 
which are typically procured separately. Putting all 
of this together, estimates of the cost to Australia of 
acquiring eight of them are well in excess of $100 
billion. 

This is more than twice the current annual 
Defence budget and 10 times the yearly spend 
buying new equipment. How Australia will be able 
to afford this is unclear – though perhaps thankfully 
serious levels of expenditure are still a decade 
away. Despite this vast sum, there has been almost 
no public debate about the strategic justification 
for the decision to go down the nuclear propulsion 
path – just rhetoric that it is an absolutely vital 
capability for the RAN to acquire.

In turn, this seems based on the premise – that 
no one has questioned – that Australia benefits 
from being able to conduct extended submarine 
operations close to the coast of China in the 
2040s. Whether this is a better way of protecting 
Australia than other acquisitions that would be 
quicker and cheaper – such as acquiring B-21 
bombers or accelerating the local production of 
long-range missiles – is unclear.

GROTON, Conn. (Oct. 14, 2022) The Virginia-class fast attack submarine USS Oregon (SSN 793) prepares to moor at 
Naval Submarine Base New London in Groton. The globe. (U.S. Navy photo by Petty Officer 2nd Class Wesley Towner)

SUBMARINES

Asia Pacific Defence Reporter NOV 2022 25



26 Asia Pacific Defence Reporter NOV 2022

Expanding your capabilities
UMIS™ | The 3rd Generation MCM system

SUBMARINES

In the 2040s a crewed submarine will probably 
not want to go anywhere near the South China 
Sea because by then the seabed will be covered 
with a vast variety of sensors. The PLA(N) will 
have a fleet of large submarine-hunting surface 
and underwater uncrewed autonomous systems 
that already exist in prototype form. Even Australia 
is starting to move down the uncrewed path – see 
the interview with Anduril founder Palmer Luckey 
in this edition for a glimpse of what underwater 
warfare will look like.

What an Australian nuclear-powered submarine 
will look like is anyone’s guess and presumably 
the nuclear task force will shed light on that 
when it reports – though how much of that will 
ever be made public is unknown. There has been 
talk of a hybrid future USN-RN-RAN design, but 
that sounds like a complete nightmare trying to 
harmonise budgets and requirements. 

Perhaps Australia will buy into the SSN(X) 
program, but with first deliveries starting 45 years 
from now. It is not clear what role the UK would 
play in such an arrangement, if any – something 

that would seem to be against the spirit of what 
AUKUS was meant to be about in the first place. 
Another possibility would be to do as Professor 
Kuperman suggests and re-engage with France to 
acquire nuclear-powered Barracuda submarines.

Meanwhile, Australia will have to get by with 
conventional submarines for a while – and the 
RAN is resisting with all of its considerable 
obstructive might the need for an interim 
capability between the end of life of Collins and 
the eventual deliver of a nuclear-powered vessel. 
This seems to be nothing more than the worst 
sort of bureaucratic inertia: having transferred 
responsibility for Australia’s submarine future to 
AUKUS that seems to be the end of the matter.

One of the ironies of the present situation is 
that almost all of Australia’s underwater warfare 
capability problems could be fixed by building a 
submarine resupply base on Christmas Island. 
This would allow conventional submarines with 
Air Independent Propulsion to carry out extended 
patrols in the South China Sea because it would 
drastically reduce transit times to operational 

areas. Christmas Island is 2,500km north of 
Freemantle and a submarine refuelled and 
resupplied there would get an additional 10 days 
on station, negating much of the justification for a 
nuclear submarine.

However, the RAN has a long and inexplicable 
history of resisting changes to basing 
arrangements. In the 1980s it fought tooth and nail 
resisting the move of half of the fleet to Western 
Australia; just as it dug in over earlier proposals to 
relocate to Jervis Bay. Much more recently, it has 
down-designed the joint US-PNG base on Manus 
Island so that rather than being a major asset for 
forward deployments the wharf has been reduced 
in size so that it can only handle a patrol boat.

It is a shame that AUKUS has been excluded 
from the Defence Strategic Review because it 
is very much in need of additional scrutiny. One 
has the sinking feeling – no pun intended – that 
an effective replacement for the Collins class will 
be decades away because of a lack of clarity and 
realism about what Australia needs and what we 
can afford. 

JOINT BASE PEARL HARBOR-HICKAM (May 25, 2022) The Virginia-class fast-attack submarine USS North Carolina (SSN 777) returns to Joint Base Pearl Harbor-Hickam from 
deployment in the 7th Fleet area of responsibility. (U.S. Navy photo by Electronics Technician (Nuclear) 2nd Class Leland T. Hasty II)
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Kym: Let’s start with the fundamentals: why 
are you visiting Australia?
Palmer: There are a few reasons why I’m here 
– the main one being to get people to come and 
work for Anduril Australia. We’re opening up a new 
headquarters in Sydney in the wake of a major deal 
we have signed with the Royal Australian Navy to 
build extra-large autonomous underwater vehicles. 
I’m also here to have some meetings with local 
suppliers – to date we are working with around 40 
of them.

I’m also meeting with university students – 
undergrads and post grads – to try and convince 
them to come and work for me.

Q: Is there a neater way of referring to these 
things rather than extra-large autonomous 
underwater vehicles? Do they have a name.
A: As the first customer, the Royal Australian Navy 
gets to name it. For the moment we shorten the 
name to XLAUV.

Q: That’s still a bit clunky.
A: Well, welcome to defence industry! On its 
own it’s quite funky, but you have to remember 
that there will be multiple variants – and as well 
as that there are also large diameter autonomous 
underwater vehicles. This means it’s quite a large 
family of vehicles and having a technical name for 
them is actually quite helpful.

Q: I’m a bit unsure of the maturity of the 
technology here. Can you give a summary of 
the situation?
A: The way that Anduril works is that we are a 
defence product company – we use our own 
money to design and develop new technology. 
When we go to Government it’s not with a pitch 
for funds to design a brand new thing, we’re going 
to them with a working set of technologies and we 
want to work with them for their specific needs. 

In this case when we started speaking with the 
Royal Australian Navy, we had a vehicle called 
the Dive LD, which is a large diameter robotic 

submarine which is about six metres long and a 
bit more than a metre in diameter. It has a range of 
thousands of kilometres – and endurance of weeks 
rather than days or hours. It’s a very powerful 
system.

That’s what we already have – an autonomous 
submarine that can dive to a depth of 6,000 
metres. That means it can reach the bottom of 
almost any ocean in the world with very long range 
and very high payload capacity. We discussed this 
with the RAN and asked what they might want from 
a system like this – and the answer was: something 
that can carry larger payloads.

Other aims were that it could operate effectively 
with existing crewed submarines in ways that small 
AUVs would not be able to do.

That’s the technology we have now. The Dive LD 
is a real thing. There are customers that already 
have it and it’s in daily use. We also have a bunch 
of them in the lab and we’re doing a whole lot of 
research and development using them.

The XLAUV is going to be a new platform based 
on that core technology. It’s going to be designed 
and built in Australia.

Q: I understand you have proposed building 
these in large numbers. What sort of 
quantities are we talking about – dozens? 
Hundreds? What sort of scale do you have in 
mind? Is there an upper limit?
A: There are two ways of looking at that. The initial 
contract we have is to build three hulls – that’s it. 
If we successfully do that, and if we successfully 
meet the requirement needed then the way is open 
for many more. You will need to speak with the 
RAN about quantities, but I think they want a large 
number of these vehicles in Australia.

As far as an upper limit, I think that’s very hard 
to say. One of the other reasons why we are doing 
this in Australia is because we want to set up an 
export business from here to the rest of the world.

That could be in the thousands of hulls – no 
problem.

ANDURIL FOUNDER AND CEO  
PALMER LUCKEY IN CONVERSATION  

WITH APDR EDITOR KYM BERGMANN
ANDURIL founder Palmer Luckey
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Q: Looking at your Australia expansion, is 
that kicking off in Sydney and with multiple 
future locations?
A: That’s right – we are starting in Sydney because 
it has a really strong tech industry. That’s where a 
lot of our initial hiring is happening, particularly on 
the developmental side as well as for software and 
sensors.

The facility we are now building in Sydney will 
have limited manufacturing capability that will be 
able to produce a small number of these vehicles. 
We will be able to launch them into the harbour 
and get them in and out of the water easily. This 
means that we will be able to do daily or weekly 
testing.

In the long run, as we are building dozens, or 
hundreds – or even thousands – of these things, 
we are almost certainly going to have to move 
manufacturing to a different part of the country.

Q: The next question is almost philosophical: 
what do you mean by autonomy? There 
are various levels. Are we talking about 
giving one of these things instructions to 
go off somewhere and listen for things for 
six months and then come back with no 
communication with it whatsoever?
A: You’re right. It’s a philosophical debate: what 
is autonomy; what is Artificial Intelligence? I don’t 
take a position in that rhetorical Holy War – I’ll let 

the academics fight about that.
I care about the capability to do things. I think 

going somewhere, listening, and then coming 
back – that’s pretty easy autonomy. That’s basically 
steering the thing to the right place, switching on 
things at the right time, collecting data and then 
coming back. 

The more advanced levels of autonomy are more 
interesting. Then you can have really sophisticated 
sensor processing on the vehicle so that it can do 
more intelligent things. For example, imagine if it 
were to go to a place, sit there, and watch things 
passing far over it. It would be helpful if it could 
not just know that ships were going over it, but if 
it could analyse the signature of the propulsion 
system, sonar reflections and so on to really 
identify what type of vessel it is and what exactly 
it’s doing.

You could then set it up so that 99% of boats 
that go over it causes no reaction at all – but if you 
have a specific type of platform, maybe operating 
at a specific depth, then it decides “OK – now I’m 

One of the other reasons why we are doing this in Australia is 
because we want to set up an export business from here to the 

rest of the world.

DIVE LD (Anduril photo)
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interested and I’m going to rise to the surface and 
broadcast a message back home.” Or I could use 
a Very Low Frequency (VLF) radio to transit from 
where I am, even though it might mean revealing 
my location.

These more complex behaviours are enabled by 
having better Artificial Intelligence, better sensor 
processing, better sensor fusion – all of that.

Q: I’m looking for practical examples – could 
one of these follow something of interest?
A: Oh sure. You could follow things of interest – 
and you could do it from so deep that they don’t 
know you are there. It’s a very quiet vehicle.

This is kind of a boring one, but you can do 
regular hydrographic surveys, mapping the sea 
floor and checking what’s down there and what’s 
changing. Right now, getting a hydrographic map 
of the sea floor – in certain parts of the world – is 
very, very challenging. To do it would be a very 
bespoke, covert mission that you would risk only 
doing every once in a few years very carefully.

But what if you could scan that area once a 
week – or even daily – and have a high resolution 
image of exactly what is happening and what a 
progress timeline on a particular development 
looks like. That starts to be extremely valuable data.

Another mission might be looking for areas that 
have sea mines. That’s where you could have these 
things moving ahead of a human fleet and taking 
the risk of going in, finding all of the threats – and 
then communicating all of that data back home. 
You don’t necessarily have to destroy the mines, 

just know exactly where they are located.
There are a lot of possible missions for robotic 

submarines. Some of them could be done by 
crewed submarines, but most of them are better 
done by robotic vessels working together so that 
people can do the things that they are good at.

Q: It seems true for all platforms that once 
you remove the human, it also removes one 
of the big cost drivers – sometimes two 
orders of magnitude less.
A: That’s right. And on top of that, people are 
irreplaceable, but machinery is not.

Q: I was recently shown some sonar images 
of things on the Black Sea floor off the coast 
of Ukraine that I assume could not have come 
from a crewed submarine – that would be just 
too risky.
A: Correct. With crewed systems, that’s a lot of 
money and a lot of people to put at risk. On top of 
that, most crewed systems are much louder than 
robotic submarines. You have a lot of life support 
equipment. Especially for nuclear submarines, you 
have a lot of turbines and gearboxes that you have 
to manage.

With a system like Dive LD, you have an electric 

propulsion system that is extremely quiet. You are 
moving quite slowly. That means you can go in 
and out of sensitive places and get those types of 
sonar images without much chance that anyone is 
going to find out you have been there.

Q: What power source do they use? Lithium 
ion?
A: Right now they are prismatic Lithium cells. They 
aren’t cylindrical, they are kind of a rectangular 
prismatic arrangement for packing density. That is 
the current power source.

I can’t get into the discussion too much, other 
than to say we are looking at other sources such 
as fuel cells that are able to provide much longer 
endurance but still are very quiet with minimal 
noise signatures. Anything that makes the dive 
vehicle easier to find is off the table.

Q: You must get this one a lot: do you 
see crewed submarines being completely 

XLUAV (Anduil image)
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Right now, getting a hydrographic map of the sea floor – in 
certain parts of the world – is very, very challenging. To do it 
would be a very bespoke, covert mission that you would risk 

only doing every once in a few years very carefully.



replaced by autonomous systems? Or 
will there always be a role for a human 
underwater, somewhere?
A: I think it will happen someday, but probably not 
while I’m alive. I’m an avid science fiction reader 
and I know people have thought about these things 
for a long time. I can imagine a world one or two 
hundred years from now where we have general 
Artificial Intelligence that is smart or smarter than 
every person where maybe we have uploaded our 
brains into the metaverse and we don’t even have 
bodies anymore.

I think all of those things are fairly reasonable 
bets on some timeline – but in the near term it’s 
just not going to happen. There’s a lot of things 
that we are only going to entrust to humans, 
especially on the decision-making side.

I’ll give you a concrete example. I don’t think 
we are going to be using robots to perform the 
missions currently performed by Special Forces 
soldiers coming out of submarines. I don’t think 
we are going to have Terminators running around 
doing Special Forces tasks. I also don’t think we 
are going to give Artificial Intelligence the authority 
to launch nuclear strikes – that doesn’t seem likely. 
The risks are just too catastrophic.

There are always going to be things in our 
lifetime where people are very much in the mix.

The goal of my company is to make it so that 
people spend all of their time doing things that 
humans are good at. That includes high level 
decision making, analysis, providing accountability 
for how things are used and those sorts of things. 
Machines can handle the micromanagement side 
of things – taking care of corrosion so that things 
aren’t rusted; running all of the pumps in the right 
way and in the right places.

We want to get away from having people whose 
only job is turning pumps on and off. Right now 
that’s the reality not just for the Australian Navy but 
also the US Navy. There are some people whose 
entire career is looking at a few gauges and being 
ready to turn some valves. We can probably get 
comfortable with machines doing that.

Q: With the XLAUV, are we talking about 
something that would be launched from 
a shore base? It sounds a bit big to be 
deployed from a submarine.
A: That depends on who you ask. I’ll point out 
that even our existing Dive LD vehicle, that can be 
launched from shore. It can also be deployed from 
a vessel at sea with a single point lift. You don’t 
need specialised equipment, which a lot of other 
underwater vehicles need. You can use any boat 

that has a crane – if you have that, you can drop it 
in the water and send it on its way.

We are definitely designing it with launch from 
other vessels in mind. You will be able to launch it 
when it needs to be launched.

Q: What is the timeline for construction to 
start in Australia?
A: It has already commenced. Contractually, 
during the next three years we are obligated to 
build three hulls with the first to be done within two 
years. But the faster we get this done, the faster 
we are going to prove that it works – and hopefully 
get to build a larger number of them.

Q: That schedule seems the opposite of 
traditional defence contracts with everything 
taking longer than planned.
A: There’s a good reason for that. Our contract is 
set up in such a way that if we finish earlier that’s 
commercially good for us. The opposite is true 
for many defence contracts – if you are on a cost 
plus arrangement, you don’t want your contract to 
get cancelled, but you often get more money if the 
program runs late since more work is involved.

I’m very glad that Australia is happy with a 
contract where we want to get things done quickly, 
because if we are delayed we are not going to 
make money, we are going to lose it.

All defence companies should live in fear. They 
should all be looking over their shoulder wondering 
if someone else is going to beat them. If you fail 

you should be punished - and that’s not a universal 
truth in defence industry.

Q: A quick final question. You have been 
critical of the US not making better use 
of the resources of Silicon Valley. How do 
you think that brainpower could be better 
applied?
A: To be sure, this isn’t so much a criticism of the 
US Government for not leveraging it, but more a 
case of US companies refusing to work with the 
US Government.

There’s a common idea that’s mostly been 
concocted by executives at tech companies that 
the reason they don’t work on military affairs is 

because their employees are against it and have 
ethical qualms.

That’s not the reason. That’s an invented reason 
that the media has allowed them to use as a 
smokescreen. The real reason is that they cannot 
afford to upset China. They cannot afford to upset 
the Chinese Communist Party. There are many, 
many examples – but let’s jump to the biggest - 
Apple.

Apple is the biggest company in the entire 
world. They are worth more than two trillion 
dollars. They are a massive dynamo of economic 
success, particularly in the United States. 95% of 
their manufacturing is in China. They have more 
employees outside the US than in it. They have just 
agreed to spend another $275 billion improving 
their Chinese manufacturing capacity.

If Apple ever did anything to upset China – or 
if they became part of the American military 
apparatus – if Beijing didn’t want them to be 
operational anymore, they could just sign one 
piece of paper that nationalises all of their plants 
and cuts Apple out completely. Apple would cease 
to exist – it would just collapse and China would 
get hundreds of billions of dollars by doing so.

This is the problem with the United States when 
you are talking about companies like Google and 
Apple. The real reason why they don’t work with 
our Defense Department is that they are terrified of 
how China will react.

This is a unique situation. Never in history 
has the US been in a position where our most 

innovative companies with the most innovative 
employees are not available to work on military 
problems. That’s something that worried me years 
ago – and it’s why I started Anduril.

It still worries me today. My message to lots 
of new companies is: don’t let yourself get in 
the position of Apple. Don’t let yourself be an 
extension of the Chinese Communist Party 
geopolitical decision-making process because that 
will be the end of your business if you do.

Q: Thank you for your time – and this little 
section of the media is happy to relay those 
views.

1ST PERSON

That’s an invented reason that the media has allowed them to 
use as a smokescreen. The real reason is that they cannot afford 

to upset China. 
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L ockheed Martin Australia’s (LMA’s) JP9102 
solution is a Commonwealth-owned design 
with independence of operation and 

extensibility to meet future missions.
The Lockheed Martin Australia solution is not 

a carbon copy of a current product, but does 
leverage production lines, common products, 
and Lockheed Martin’s heritage as the premier 
provider of military space missions to the US 
Government and several allies, providing a 
low-risk design for schedule assurance and next 
generation technical capability.

Of the major five current US Space Force 
Missions, four are provided by Lockheed Martin 
(SIBRS/OPIR, GPS, AEHF, and MUOS), 
including satellite, ground, and on-orbit operation 
capabilities. 

In its request for tender (RFT), the Australian 
Defence Force (ADF) outlined strategic 
requirements dictated by evolving threats, its 
geographic position and force structure. This 
owned-design enables future international 
cooperation with Australia, not as a buyer, but as 
a future net exporter of SATCOM services.

Lockheed Martin Australia’s space and 
ground solution are truly unique and designed to 
specific Australian mission needs with a focus 
on growing space capability in region through 
partner companies, training, skilling and STEM. 
Our unique design for Australia avoids direct US 
program office oversight while still adhering to 
International Traffic in Arms Regulations (ITAR). 

Additionally, Lockheed Martin Australia 
ensures its solution does not ‘vendor lock’ the 
Commonwealth. For example, this gives Australia 
the flexibility to ‘stack’ future ground programs to 
a digital ground architecture avoiding obsolesce 
risks and re-investing designs into future missions 
and systems.

Legacy MILSATCOM systems in operation 
and in-production are based on decades old 
operational scenarios without the resilience 
required to survive modern threats. While 
other Governments are upgrading their own 
capabilities, Australia requires its own agile 

and resilient MILSATCOM solution to assure 
sovereign controlled operations to its forces.

To achieve agility and resilience, Lockheed 
Martin Australia provides space vehicles with anti-
jam, cyber, propulsion and situational awareness 
features. The Lockheed Martin Australia solution 
also provides throughput specified in the 
requirements unique to operational scenarios 
provided by the Commonwealth, ensuring 
connectivity is always available wherever and 
whenever needed.

Even with the loss of a satellite or ground 
station, Lockheed Martin Australia’s network will 

be reconstituted with no loss of coverage across 
the Indo-Pacific in any frequency band. 

In addition, Lockheed Martin Australia has built 
unique resilience subsystems and upgradable 
capabilities into our proposed solution for 
emerging and future threats which will be 
managed directly by the ADF. 

For example, our ASPIN docking capability 
enables upgrades to the mission in orbit or the 
deployment of smaller spacecraft while on orbit. 
This capability can either aid the JP9102 mission 
or support others vital to the Commonwealth, 
dramatically increasing extensibility. To that end, 
we have worked with leading Australian space 
provider, Inovor Technologies, for a ‘Hosted 
Missions Program’ utilising surplus capacity on 
JP9102 launch vehicles for additional Australian-
produced satellite missions. 

Because geosynchronous orbit is hard to reach 
with small satellites, this capability offers unique 
opportunities to gain ubiquitous views across the 
Indo-Pacific region from a single satellite or to 
threats surrounding other satellites.

The concept of sovereignty is central to 

JP9102. In recognition of this, Lockheed Martin 
Australia has committed to a comprehensive 
Australian Industry Capability (AIC) program. This 
includes establishing a supply chain presence 
in New South Wales, South Australia, Victoria, 
Queensland and Western Australia to support 
the program’s Space, Ground, and Sustainment 
requirements. Similarly, roughly 50% of Australian 
content for our proposed JP9102 solution has 
been contracted directly to leading Australian 
small and medium enterprises (SMEs). 

Lockheed Martin Australia harnesses our 
in-house ground capability and products to define 

KYM BERGMANN // CANBERRA

JP9102 INDUSTRY CONTENDERS, PART 2
The September edition of APDR summarised the bids of Airbus and Boeing. Continuing to work in alphabetical, now is the 
return of the remaining three: Lockheed Martin; Optus; and Northrop Grumman. A shortlisting decision is expected by the 

end of the year, with a first satellite expected to be launched around 2027.

The U.S. Space Force's SBIRS GEO-6 early missile 
warning satellite built by Lockheed Martin. (Lockheed 
Martin photo)

Our unique design for Australia avoids direct US program office 
oversight while still adhering to International Traffic in Arms 

Regulations (ITAR).
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scope for Australian industry with minimal risk. 
To date, we have assembled a diverse Australian 
team including AV-Comm, Blacktree Technology, 
Calytrix, Clearbox, Conscia, EM Solutions, Linfox, 
Shoal Group, and STEM Punks providing core 
capabilities to JP9102.

Lockheed Martin Australia leverages a strong 
history of delivering AIC commitments, as 
evidenced by over 50 Australian companies 
providing development, production and 
sustainment services with Australian-made 
content being present on every aircraft under the 
F-35A Joint Strike Fighter Project with contracts 
exceeding AU $3B to date.

Lockheed Martin Australia has already 
commenced our AIC commitment, investing with 
Clearbox on ground risk reduction activities, 
investing in STEM punks for work with K-12 
students and engaging Australian gear specialist 
Ronson Gears for solar array drive components. 
Ronson Gears is currently in the LM global supply 
chain for all current customers including NASA 
and the US Space Force. 

Our AIC strategy also invests in education 
and jobs that are sustainable from program to 
program, both within space and the greater 
Defence industry. We have found this ‘invest 
in people’ approach results in repeatable 
and continuing returns that enhance and 
extend Australia’s space industry by creating 
jobs, skilling the workforce and exports. This 
sustainable approach does not end with JP9102. 
This is simply good business, creating greater 
competitiveness for Lockheed Martin Australia in 
future work as well as diversity within the supply 
chain.

By transferring skills, know-how and technology 
through AIC, Lockheed Martin will strengthen the 
ability of Australia’s defence and space industry 
to play a lead role in the development and support 
of the global space industry and its systems.

OPTUS
Optus Satellite & Space Systems is the Prime 
System Integrator of Team AUSSAT. 

Optus Satellite & Space Systems is Australia’s 
most experienced satellite owner and operator 
and draws upon over 35 years of experience. 
We have operated 13 spacecraft, launched 
10 satellites and provided more than 100 
industry launch supports. Optus currently flies 
7 spacecraft, including NBN’s 2 Skymuster 
spacecraft.

Since our inception in 1985, Optus has 
invested over $3B in sovereign space and 

ground assets to support the business, with all 
10 satellites designed, procured, delivered and 
operated by Australians for Australians. Optus has 
a strong, longstanding relationship with Defence 
on its Optus C1 spacecraft – which at the time 
of launch, was the largest ever commercial and 
military satellite - and we continue to operate C1 
for Defence today after 20 years of reliable and 
continuous service. No other provider in Australia 
has designed, built, launched – and now operates 
– a geostationary Defence satellite in Australia for 
Australia. 

Our experience, people and ground network are 
the most advanced and extensive in Australia. We 
have the training and graduate programs in place, 
both for our talent pipeline as well as for Defence. 

We are one of the most significant contributors 
to the Australian space industry. We leverage and 
grow existing Australian Industry Capability (AIC) 
& Australian space industry capabilities for ground 
operations, control, and support segments. We 
are also maximising AIC in the space industry 
where possible, placing substantial investment 
in local capability development. An example is 

our recent partnership with Australian business, 
Space Machines Company. 

When preparing for JP9102, Optus strategically 
brought together a team with unrivalled capability 
and experience in satellite, defence operations 
and manufacturing.

Team AUSSAT brings together some of the 
best-of-breed Australian Defence Primes and 
experts in their fields. Alongside Raytheon 
Australia, Thales Australia, Mitsubishi Electric 
and others, we aim to deliver a robust and 
mature solution on a non-aspirational timeline. 
Our solution provides an extant capability and 
progressive staged capability release.

Raytheon Australia will be managing the 
Ground Segment and delivering the SEIT, 
Verification and Validation, Certification and 
Cross Domain Solution. Thales Australia will 
deliver Training, Simulation and Cybersecurity. 
Mitsubishi Electric Corporation, supported by 
Mitsubishi Electric Australia, will deliver the next 
generation of Military spacecraft. PwC Australia 
will integrate to operate the PMO.

We have included a number of small to 
medium-sized enterprises such as Blacktree to 
deliver the UHF ground network with Raytheon. 

Team AUSSAT has vast experience in the 
procurement of spacecrafts for Australia. 
Optus explores worldwide solutions and market 
capability when procuring our satellites and 
solutions, including for JP9102, OPTUS 11 and 
more. 

Our Team AUSSAT partner, Mitsubishi Electric, 
are a global leader and strategic partner. They 
delivered the Optus C1 satellite and are the 
No.1 spacecraft manufacturer in the Asia- Pacific 
region. Mitsubishi have proven spacecrafts and 
one of the most reliable satellite buses in the 
world – the DS2000. The platform has matured 
as technology evolves with additional Space 
Domain Awareness (SDA) and optical payloads 
and they have a newly expanded manufacturing 
facility in Japan that can deliver up to 18 
geostationary satellites per year.

Significantly, our JP9102 solution minimises 
ITAR and maximises sovereign control. This 
sovereign control delivers interoperability and 

The sixth Lockheed Martin-built Advanced Extremely High 
Frequency (AEHF-6) protected communications satellite 
launched on March 26, 2020. (Lockheed Martin photo)

Optus Satellite & Space Systems is Australia’s most experienced 
satellite owner and operator and draws upon over 35 years  

of experience. 
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capability that will allow Defence to enable and 
operate services for regional and global partners 
across Asia-Pacific in the time and manner that 
Defence choose.

For the ground and control system, we are 
utilising Military and Commercial Off the Shelf 
(OTS) world leading recognised solutions. Optus 
is not vendor locked to pushing its own vertically 
integrated product., which provides Team 
AUSSAT with better optionality and improved 
flexibility for Defence. This flexibility is essential 
when considering supply chain diversity and 

assurance. 
Team AUSSAT’s vendor-agnostic approach 

allows us flexible integration of new and 
developing technologies and spacecraft over time 
– providing Defence with an unparalleled leading 
sovereign solution, backed by proven Defence 
and Satellite expertise in Australia.

The Team AUSSAT solution is a true sovereign 
solution – leveraging internationally leading 
technology and capability - and can significantly 
contribute to creating more jobs and opportunities 
for Australians living in Australia. 

We will continue to build and expand this base 
and experience to deliver the sovereign capability 
that Australia and the Defence Force need both 
now and in the future. 

By leveraging existing facilities and capabilities, 
Team AUSSAT can deliver and support JP9102 
requirements, mitigate any delays with Defence 
sites, and provide greater resilience. 

Optus Satellite & Space Systems is a 
segregated business operation from Optus’ 
consumer business and maintains an isolated 
control environment for its Defence operations. 

For JP9102 cybersecurity and cyber 
architecture Team AUSSAT has partnered with 
Thales who has over 40 years of experience 
as a global leader in information assurance, 
data security products and solutions and is the 

The Landsat 9 (background) and the Joint Polar Satellite System-2 (JPSS-2) satellites in Northrop Grumman’s Gilbert, Arizona satellite manufacturing facility.  
Credit: Northrop Grumman 

JP9102

Optus Satellite & Space Systems is a segregated business 
operation from Optus’ consumer business and maintains an 

isolated control environment for its Defence operations. 
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European leader in cybersecurity. 
We are confident the Team AUSSAT solution is 

the best choice for Defence's future SATCOM. 

NORTHROP GRUMMAN
Northrop Grumman Australia say that they have 
adopted a “best of breed” approach to JP9102, 
particularly for their industry team. Prominent 
among them are: L3Harris; Vocus – a relatively 
little known Australian provider of terrestrial 
fibre optic networks and complex secure 
communications projects; AECOM; Inmarsat; 
Blacktree Technology; and EOS subsidiary EM 
Solutions. 

The company says the team is focused on 
providing Defence a sovereign, resilient, satellite 
communication system for the joint force that will 
need to have a life of more than 20 years. This 
means that the bid offers an end-to-end solution, 
including not only the satellites themselves but 
also all the necessary ground infrastructure 
and systems to operate, manage and support 
the future capability – with a high level of local 
content.

L3Harris – which has a strategic relationship 
with Northrop Grumman going way beyond 
JP9102 - shares the view of the overall strength 
of the team, saying that all the members 
worked extremely closely together on the 
bid. The company has established long-term 
relationships with both Inmarsat and local satellite 
communications specialist EM Solutions.

The main role of L3Harris – already a major 
supplier of satellite technology to the ADF 
through projects such as JP 2008 - is the ground 
infrastructure, including the satellite terminals 
equipment for both fixed and deployable ground 
stations. This means that the company already 
has a considerable local supply chain and 
experience is now being applied to JP9102. 
The company also provides the entire terrestrial 
communications network for LAND 200 – and is 
undertaking a lot of R&D in Australia.

Australian company Vocus has built the second 
largest fibre optic network in Australia after the 
NBN and is also a contributor to it. It is a newer 
generation system designed specifically for local 
conditions – particularly for the vast distances 
often involved in connecting different parts of the 
country. The company is doing well commercially, 
to the extent that it was recently taken off the 
ASX by Macquarie Asset Management.

The company is preparing to supply the final 
missing link in Australia’s fibre optic network and 
will soon start building a connection between 

Perth and Port Hedland. Vocus also supplies 
undersea cable networks, making it an expert in 
sovereign secure and resilient communications. 
The company is a current supplier of advanced 
fibre optic technologies to the ADF and is 
involved in Defence Project 799.

Their expertise will contribute to the overall 
resilience and reliability of the Northrop Grumman 
Australia-led JP9102 solution with a network 
designed to guarantee secure communications. 
The company is also a major supplier of ground 
stations such as for the Starlink network. Vocus 
say that they have never lost a connection since 
being created 20 years ago.

Inmarsat is a well-known global supplier of 
satellite communications services and has a 
relationship with the ADF stretching back 30 
years. The company recently extended its existing 
contract with Defence to 2027 with options to 
go until 2033. It has strong existing relationships 

with both Northrop Grumman and L3Harris and 
will be an important part of proving a seamless 
solution for JP9102, which will involve commercial 
as well as military satellites.

Like the other primes, Northrop Grumman is 
planning to build the satellites via the parent 
company – in this case in the US, where it is 
a major supplier of military satellite technology 
- though with the involvement of Australian 
companies, particularly SMEs. The company also 
specialises in ground infrastructure, particular 
satellite network control. 

Through their $20 million Parallax laboratory in 
Canberra, they have invested in a demonstration 
satellite command and control system to de-risk 
the JP9102 bid. This comes in addition to the 
sheer scale of involvement in the space domain, 
having placed more than 1,200 systems in obit 
during the last 60 years – including being prime 
contractor for NASA’s James Webb telescope.

Northrop Grumman GEM 63 Solid Rocket Boosters Help Successfully Launch GOES-T Satellite aboard a ULA Atlas V 
Rocket

The company is preparing to supply the final missing link in 
Australia’s fibre optic network and will soon start building a 

connection between Perth and Port Hedland.
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The company has been involved in Australia 
for more than 90 years in various corporate 
incarnations. In the contemporary era, 

Boeing’s involvement with helicopters started in 
1974 with the purchase by Australia of the first 
of a rolling series of CH-47 Chinook acquisitions 
that are set to continue for decades. The company 
has supported them ever since and has also 
undertaken maintenance on helicopters from other 
manufacturers such as Army Blackhawks.

An important part of the picture is training and 
in 2013 Boeing was awarded the HATS contract 
(Helicopter Aircrew Training System) along with 
Thales to provide 15 Airbus EC-135 helicopters, 
along with a number of simulators. Future Army 
and Navy helicopter pilots arrive at Nowra having 
completed fixed wing flight training. Once there, 
they are immersed in a system that takes them 
through increasingly complex and extremely 

realistic simulations – the author had the pleasure 
of piloting a virtual EC-135 around Parliament 
House – before they move onto the real thing.

Defence representatives confirmed the 
effectiveness of the program and the close, 
constructive relationship with Boeing with the 
contract being described as an exemplar of 
cooperation with industry. The focus is training 
pilots and aircrew for combat. Of the 193 staff 
of the unit - 723 Squadron – 61% are Boeing 
employees with another 11% from Thales.

The Squadron can train up to 153 people per 
year – a number set by Defence that can vary 
depending on need. As well as pilots, other 
categories are: Aviation Warfare Officer (in other 
countries this would be the co-pilot); Mission 
Sensor Operator; and Remote Pilot Warfare 
Officer. This latter skill as likely to be in growing 
demand as the ADF shifts more to crewed-

uncrewed teaming technologies.
The Squadron has 13 helicopter pilot instructors 

with more than 65,000 hours of experience 
between them. As well as the 15 EC-135s, other 
hardware includes three full flight simulators, 
two virtual reality trainers – and a variety of other 
devices, including the chassis of a helicopter 
suspended high in a building for practicing 
winching people and cargo.

At any one time there are around 80-90 students 
on base. Those who stay the longest are Navy 
pilots because of the extra level of expertise 
required for extended shipborne operations in 
potentially harsh conditions and with very little 
external support available, particularly during long 
voyages. An important component in this is the 
training ship MV Sycamore that often sails from 
Sydney to adjacent Jervis Bay for Monday to Friday 
exercises.

Another salient feature about 723 Squadron 
is that it has close links with the USN since the 
RAN pilots will be flying MH-60Rs and there are 
exchange programs in place. While there are some 
failures on various courses these are rare and 
are becoming even less so with remedial courses 
available and all students encouraged to continue.

To date, 241 student pilots have graduated after 
a total of 25,000 flight hours to date. About 15% 
of them are female. The rate of flying is increasing 
and in August – just a month before the media 
descended – a record of 740 hours was achieved.

Looking to the future, preparations are well 
underway for the arrival of the 29 AH-64E 
Apaches, which should start to arrive in 
2025/2026. To date, Boeing has manufacture 
more than 1,260 of them for 17 countries. They 
have accumulated 4.5 million flight hours to date 
– of which 2.3 million have been US Army combat 
operations. The latest international customer is 
Poland – which is massively re-arming following 
Russia’s invasion of Ukraine – with 96 on order.

Australia’s purchase is via FMS with Boeing 

KYM BERGMANN // NOWRA & BRISBANE

BOEING CONSOLIDATES POSITION AS 
AUSTRALIAN MILITARY HELICOPTER LEAD

Boeing has always had a strong position in the Australian military rotary wing domain but now that the order of AH-64E 
Apache is being factored into the mix the company is moving into a position of dominance. That is not a word you will hear 
from Boeing – the consistent message during a media tour is one of cooperation with the customer and a desire to work 

as closely as possible with Defence through partnerships rather than traditional us-and-them contracting.

An EC-135 from 723 Squadron on the flight line at HMAS Albatross in Nowra, New South Wales.  
Credit: CoA / Cameron Martin
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providing the in-country support. The Army will 
also receive a number of mast-mounted Longbow 
radars that can be installed and removed in 
about an hour. The helicopters will also be able 
to carry MUM-T units that can be carried instead 
of Longbow to provide connectivity to various 
uncrewed systems such as Ghost Bat and 
Integrator – both made by Boeing Australia, the 
latter through fully owned subsidiary Insitu.

Headquartered in Brisbane, Insitu Pacific has 
a staff of 90 and has been selected to supply 
and support 24 Integrator UAVs to the Army via 
LAND129 Phase 3. Worth approximately $300 
million, it also involves operator training with 
operators needing about 12 weeks to qualify. Each 
aircraft can carry an 18kg modular payload with 24 
hours of endurance. It is estimated that more than 
80% of the project spend will be in Australia.

According to CEO Andrew Duggan, the sensors 
are probably more exciting than the platform, 
pointing out that they can carry things including 
tri-sensor ball a cooled MWIR/IR/EO system 
and laser designator. They come with secure 
data links and a recently added satellite Beyond-
Line-Of-Sight capability. They don’t require much 
in the way of infrastructure being launched and 
recovered from a trailer. The latter function looks 
like an albatross hitting a power pole – but it 
works well.

Boeing could also be involved in the gigantic 
US Future Vertical Lift program for the late 2020s 
that will start to replace current helicopters such 

as Blackhawks. Together with Sikorsky – owned 
by Lockheed Martin – they have developed a 
helicopter with contra-rotating blades and a rear 
pusher propeller named ‘Defiant’ for the future 
long range assault helicopter requirement.

This is now a relatively mature product and 
one of them recently flew 750 nautical miles to 
an Army exhibition in Nashville. It has reached 
a speed of 247 knots – a fairly amazing 457kph 
– due to 80% of the engine power going to the 
propeller rather than the blades.

Boeing say that Defiant is sized for speed. 
Despite having the same footprint as a Blackhawk, 
it has twice the speed, range and carrying 
capacity. If selected in the US it will go into full 
rate production in 2028. Sizeable deliveries will 
start in 2030 – and it will almost certainly be 
purchased by Australia, along with fairly much 
every other Blackhawk user in the world.

A final mention must be made where we began, 
with the heavy lift Chinook fleet. Australia has 14 
of them, of which 7 are the newest CH-47F model. 
People will have seen many of them on television 
providing help during bushfires and floods. Fully 
supported locally by Boeing, they are likely to 
remain in service until 2060. 
 

(Disclaimer: the author travelled to Nowra and 
Brisbane as a guest of Boeing. He would like 
to particularly thank Melanie de Git for her 
assistance)

Australian Army CH-47F Chinook from 5th Aviation Regiment prepares to land after a visit to Kosipi Community School 
during Exercise Helicon Luk at Jacksons International Airport, Papua New Guinea. Credit: CoA / Carolyn Barnett

AUSTRALIAN SME SLASHES 
H135 STARTER GENERATOR 
REPAIR TIMES ON ADF 
TRAINING PROGRAM

Boeing Defence Australia’s Helicopter Aircrew 
Training System (HATS) team has slashed the 
repair time of H135 helicopter starter generators 
after contracting Sydney-based small business 
DC Roberts Aircraft to perform the repairs and 
overhauls locally.

For the past four years, the starter generators 
were sent overseas for repair under Airbus’s global 
H135 repair program. The repairs took an average 
18 weeks, which increased to 24 weeks during the 
COVID-19 pandemic due to border closures and 
freight delays.

Since being contracted in May 2021, DC 
Roberts Aircraft has repaired 15 starter generators 
and slashed repair times, returning overhauled 
generators in an average of just seven weeks.

“We’re always working to bring more rotary 
wing component repair work in country and to 
grow the number of Australian small-and-medium 
enterprises supplying our program, and COVID 
certainly reinforced the importance of strengthening 
our sovereign repair network,” said Ian Gibney, 
BDA’s HATS program manager.

“By working with our HATS teammate Airbus, we 
determined that DC Roberts Aircraft could overhaul 
starter generators two-and-a-half times faster than 
the overseas OEM, meaning less interruption to the 
training of our frontline helicopter aircrew.”

Christian Venzal, Airbus Helicopters managing 
director for Australia and New Zealand said the 
company looked forward to working closely with 
partners to better serve their customers in the 
region.

“This fast turnaround time on the H135 HATS 
program to BDA cements the Airbus customer 
satisfaction commitment and is testament to 
Airbus’ on-going investment into the local aviation 
industry," said Venzal.

According to DC Roberts Aircraft Managing 
Director Bryce Roberts, the contract will benefit 
local jobs and the economy.

"As an Australian-owned and -operated CASA 
145 Approved MRO specialising in DC starter 
generators, DC Roberts Aircraft is thrilled to be 
working closely with the HATS program in support 
of the H135 platform. This work is a win-win for 
all involved, investing into the local economy, and 
ensuring ongoing employment and development 
of staff."
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A good example of this process is one of 
the world’s newest entrants to defence 
exports – the EDGE consortium from the 

United Arab Emirates (UAE). It was born only three 
years ago to support and coordinate more than 
20 quite disparate local companies that had been 
pursuing individual overseas opportunities while 
still remaining very much focused on the home 
market. By bringing all the entities together under 
one umbrella, the UAE has created a company 
that is already on the Top 25 list of global defence 
contractors.

All of the smaller companies that collectively 
make up EDGE are government-owned, with the 
partial exception of one of the oldest, Abu Dhabi 
Ship Building, which is 50% listed on the Abu 
Dhabi stock exchange. In rapidly expanding its 
export base from close to zero a decade ago, 

the country is following in the footsteps of other 
relatively new entrants such as South Korea, 
Singapore – and even Israel, with whom the UAE 
established diplomatic relations in 2020.

The attraction of selling to countries like 
Indonesia and Malaysia is based not so much 
on the fact that they are fellow majority-Islamic 
nations – though that cannot hurt – but rather 
because they are independent purchasers of 
military hardware with constrained budgets. The 
UAE cannot supply everything – for example the 
country has no intention of building fighter jets – 
but it certainly can provide niche products such 
as excellent small arms, loitering munitions and 
cyber security hardware and software, to name 
but a few.

The UAE itself is trying to remain outside great 
power rivalry and has good relations with both 

the US and China – though these are periodically 
tested as the country attempts to retain an 
independent foreign policy in a turbulent region. 
Impediments include things such as supporting 
the October 5 OPEC decision to steeply cut 
production – a move widely seen to benefit 
Russia in its invasion of Ukraine by forcing up the 
price of oil and gas. 

The country also hosted a visit of Russian-
backed Syrian ruler Bashar al-Assad in March 
– his first trip to an Arab country since the brutal 
civil war broke out in his country a decade ago. 
The UAE has also intervened in the Libyan civil 
war and was part of the Saudi-led coalition in the 
Yemen conflict fighting against the Houthi rebels, 
though its role seems to have been reduced in 
recent months.

Much to the delight of Washington, the 
UAE has also participated in various US-led 
missions such as the first Gulf War, the invasion 
of Afghanistan and anti-ISIS campaigns since 
2014. Prior to that troops had participated in 
peacekeeping missions in Somalia and Kosovo. 
Balancing that out are some recent under-the-
radar purchases of equipment from China, such 
as armed drones, and a growing commercial 
relationship with Beijing.

None of these factors will upset South East 
Asian nations – on the contrary. Almost everyone 
is walking the same tightrope of recognising 
China’s growth in economic and military power 
while benefitting from decades of relative regional 
stability because of America’s presence. A 
degree of strategic ambivalence is therefore 
essential, particularly since the long-term 
involvement of the US in both the Middle East 
and the Indo-Pacific is not guaranteed.

All exporters need a strong reference customer 
and EDGE certainly has that in the form of the 
armed forces of the UAE, which are among 

KYM BERGMANN // ABU DHABI

LEADING EDGE COMPANY TARGETS SOUTH 
EAST ASIA

It is a matter of economic development that as countries reach a particular level of sovereign industrial expertise, they 
frequently turn to the export market to smooth out the peaks and troughs that occur from being overly reliant on a 

domestic customer. This is particularly true for the defence sector, which typically has only a single purchaser – namely 
the government. Sparked by a desire for sovereign capabilities in this critical domain, many countries have used 

offsets policies to ensure a transfer of technology to local industries that allow them to grow and, in time, make them 
internationally competitive.

Caracal CAR-816 (EDGE photo)



EDGE

the best trained, led and equipped in the 
Middle East. The country has only existed as 
a legal entity since 1971 and before then was 
administered and protected by Britain since the 
end of the First World War. This contributed to a 
system of military professionalism that continues 
to this day with many officers receiving their 
training at institutions such as Sandhurst in the 
UK, West Point in the US and the Saint-Cyr 
military academy in France.

Despite a population of only 10 million – of 
whom 90% are expatriates – the UAE spends 
about $23 billion on defence annually, which is 
similar to Israel and Spain. As a percentage of 
GDP the defence budget is just under 6%, which 
is more than every country in NATO. The armed 
forces have 65,000 personnel – greater than 
Australia.

There are good reasons why it is so high. The 
country is located opposite Iran and - along 
with neighbouring Oman - shares the southern 
strategically vital coastline of the Straits of 
Hormuz. Both the UAE and Iran dispute the 
ownership of several islands located between 
them, which the latter currently occupies. The 
Iranian-backed Houthis in nearby Yemen have 
fired missiles into the UAE. There is even an 
unsettled border dispute with Saudi Arabia, 
though that seems dormant for the moment.

If we look at the situation through the great 
Shia-Sunni divide of Islam, Iran has a population 
of 90 million with a large military and is not 
afraid to throw its weight around. From Tehran’s 
perspective, ideological enemy number one – 
apart from Israel – is Saudi Arabia but followed 
not long after by the Guld States. Also, the UAE 
can afford a generous level of defence spending 
being number five or six on the list of petroleum 
and gas exporting countries.

The list of equipment fielded is formidable, 
particularly for such a small country. It includes 
78 ultra modern F-16 Block E fighters; 58 Mirage 
2000s – and in a 2021 deal 80 Dassault Rafales 
are on order from France as well as a number 
of military helicopters. The country has also 
expressed interest in buying F-35s in something 
of an on-again, off-again series of negotiations 
that seem dependent on the state of relations 
with Washington on any particular day.

The Army has about 45,000 personnel and 
the backbone of combat power comes from 
354 Leclerc Main Battle Tanks, though some of 
these have been donated to Jordan. The elite 
separate 10,000 strong Presidential Guard is 
exceptionally well trained and equipped. Even the 

poorer cousin, the navy, has received six stealth 
Baynunah class corvettes designed by French 
company CMN with the first of class built in the 
parent yard and the others locally by Abu Dhabi 
Ship Building.

While the main customer of EDGE is – and 
will remain – the armed forces of the UAE, the 
company cannot take that market for granted. 
As several officials from different parts of the 
company explained to APDR during a media visit, 
they are shown no favouritism because they are 
part of the local defence technology ecosystem. 
On the contrary, to win orders they don’t just 
have to be as good as international competitors – 
they have to be better.

This commercial imperative was apparent 
during several company visits, starting with 
small arms designer and manufacturer Caracal, 
located in the Tawazun Industrial Park about an 
hour’s drive from Abu Dhabi. Founded only 15 
years ago, it started with the manufacture of 
9mm pistols and has expanded its product line to 
include submachineguns, assault rifles and sniper 
rifles of various calibres up to 12.7mm. 

One of the most successful is the CAR-816 - a 
5.56mm NATO standard assault rifle with 80,000 
being supplied to the UAE and believed to have 
been sold in significant numbers to Indonesia. It 
also comes in a 7.62mm version designated the 
CAR-817.

The company places a premium on quality. 
All work is carried out in the one location inside 

several interconnected, temperature-controlled 
buildings. Even before machining begins, the 
laboratory tests incoming materials to make 
sure they are up to specification. The company 
uses computer controlled milling machines and 
additive manufacturing to produce weapons to 
the highest standard. They are all internationally 
certified.

Each weapon individually checked and test 
fired. In addition they go through the normal 
process of being drowned in mud, buried in sand, 
and subjected to the extremes of temperature 
and humidity that are part and parcel of advanced 
weapons manufacturing. The company has 
a multi-lane indoor firing range for verifying 
performance.

According to Caracal, this means that the 
weapons are ready to be used straight out of the 
delivery crates. A benefit of local production is 
that they come without ITAR restrictions – and 
being located in the UAE means that transport 
costs to most markets are low. In addition to 
Indonesia, other Asian nations that have shown 
interest are South Korea and India. The company 
has high hopes for the latter and is currently 
putting arrangements in place to achieve more 
than 60% local manufacture if selected by New 
Delhi. 

Caracal has even beaten Heckler & Koch for 
an order in Germany itself via a local subsidiary, 
though this contract does not appear to have 
been finalised. Other business prospects are 

HAFEET Mk2 (EDGE photo)
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in Brazil and the huge US market. The Special 
Forces of a number of nations are familiar with 
Caracal products, including Australia.

Another entity already quite well known on the 
international stage is wheeled armoured vehicle 
manufacturer NIMR, which means tiger in Arabic. 
Established 20 years ago, the company produces 
a range of well protected 4x4 and 6x6 tactical 
vehicles. They are designed to be mine resistant 
and the two variants use a common chassis for 
each type supporting the production of variants 
such as command vehicles while keeping 
maintenance costs under control.

The company has signed a co-production 
agreement with Algeria and a licensed build in 
Saudi Arabia. It sees good prospects for further 
sales, particularly in North Africa, the Middle 
East and South East Asia. For this reason it has 
a facility of almost 40,000 square metres that 
has the capacity to produce a maximum of 1,800 
vehicles per year – though the company says that 
annual production volumes of 600-800 are more 
realistic.

To date, NIMR has delivered more than 2,500 
vehicles. The 4x4 is known as the Ajban, which 
weighs around 9 tonnes and its big brother the 
6x6 multipurpose Hafeet starts at 13 tonnes. In 
a very competitive global market, the commercial 
strategy is to keep costs as low as possible and 
to add on features at the request of individual 
customers.

The next generation family is known as the JAIS 
and is in both 4x4 and 6x6 configurations, the 
latter in the 19-20 tonne class. They are available 
in a multitude of variants, from reconnaissance 
through to tactical transport, communications 
and ambulance vehicles. They can be equipped 
with either crewed or remote weapon stations, as 
required.

In a small article it is impossible to do justice 
to all of the companies that were included in the 
media program. In addition to Abu Dhabi Ship 
Building, Caracal and NIMR, there were either 
visits to, or briefings from:
- Halcon (precision guided weapons, including 

the mass production of Desert Sting)
- Al Tariq (modular precision guided glide 

bombs)
- SIGN4L (electromagnetic spectrum 

management, including IED jammers)
- LAHAB Light Ammunition (everything up to 

12.7mm – with a huge expansion underway for 
the US market)

- Digital 14 (secure communications, including 
KATIM ‘Silence’ software)

- Beacon Red (communications security 
training; cyber security)

- ADASI (RASH and QX-series loitering 
munitions in the 1kg – 20kg class)
There were also a number of very open, 

helpful and frank discussions with senior EDGE 
management. 

A final mention must be made about EDGE in 
the context of the overall economic development 
of the UAE. Per head of population, the country 
is one of the wealthiest in the world and boasts 
almost full employment. Individuals pay no tax, 
making it an attractive place for people to move 
there – many of them permanently. EDGE has 
attracted world calibre staff to supplement their 
own local workforce. Blue collar workers tend 
to be on short term contracts for low wages 
– but it is a system that has fuelled the UAE’s 
spectacular growth during the last 50 years.

However, all good things come to an end 
because the country’s prosperity is almost 
entirely dependent on the export of oil and gas 
– though tourism is also important. The resource 
reserves are infinite – though with several 
decades of production still to go. With this in 
mind, the government is hoping to transform the 

UAE into a knowledge-based economy by 2031.
This is an ambitious target – and EDGE 

has an important role to play. Many of the 
technologies involved in military systems are the 
most advanced in the world, needing elements 
of artificial intelligence, machine learning, 
robotics, software development, cyber security 
and additive manufacturing – to name but a few. 
Many of EDGE’s 6,000 staff are highly trained in 
these fields and their expertise can benefit other 
sections of the economy.

The company also looks to have a solid future 
on the export scene with many products that 
are highly competitive. Being a new player in 
the market, the company has the advantage 
of starting with very modern equipment and 
facilities, something not always available to 
traditional manufacturers who in many cases have 
been around for centuries. To this can be added 
the EDGE corporate culture of seeking to work 
with customers and to transfer technology when 
needed.

(The author travelled to the UAE as a guest 
of EDGE. He would like to thank Priya Roy in 
particular for her assistance)

QX family of loitering munitions (EDGE photo)
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NEW ZEALAND

GEOFF SLOCOMBE // NEW ZEALAND

NEWS FROM ACROSS THE TASMAN
HMNZS CANTERBURY DRY-DOCKED 
IN SINGAPORE
HMNZS CANTERBURY, the RNZN’s Landing 
Ship Logistics vessel, arrived at Sembawang 
Naval Base in Singapore in August, ready to 
undertake her 15-year survey and docking 
maintenance period. 

Coming up is a replacement of the underwater 
hull coatings, removal and maintenance of the 
propeller shafts, rubber stocks and underwater 
valves. The side and stern ramps will be removed 
for overhaul and the top sides and shell plating 
will receive a new paint scheme.

Accomplishing all of this requires the ship to be 
in a dry dock. The ship is too large to go into the 
Calliope dry dock in Auckland, hence the need to 
use the large Sembawang facility.

CANTERBURY is due back in New Zealand in 
mid-November

OPERATION ANTARCTICA
Each year, under Operation Antarctica, the NZDF 
provides support to Antarctica science and 
research programs.

That support includes air transport, personnel 
working with the New Zealand Antarctic 
Programme, and personnel for the New Zealand/
United States Joint Logistics Pool. 

Over the 2022/23 summer season, the NZDF 
will deploy about 200 personnel in a variety of 
roles to support New Zealand and United States’ 
Antarctic programmes. 

The flight south on Tuesday 20 September was 
the first of six return flights scheduled for RNZAF 
Boeing 757 aircraft, taking passengers and cargo 
to the continent between now and March next 
year. 

Another nine flights by RNZAF C-130 Hercules 
aircraft are scheduled between November and 
January.

Over the season, 27 personnel will be based 
at Harewood Terminal, assisting air movements 
of cargo and passengers on Antarctic flights 
including those of other nations.

There is a distinct tri-Service flavour on Op 
Antarctica as personnel deploy from all three 
Services – the Royal New Zealand Navy, NZ Army 

and the RNZAF.
Nine NZDF personnel were on the RNZAF 

Boeing’s first flight south. They will be using 
their skills in logistics, as supply technicians, 
and in communications as part of the Scott Base 
Support Team. The group also includes a Navy 
chef, and two plant operators who operate heavy 
machinery.

Those working as watch keepers and in 
communications at Scott Base work 24/7 shifts, 
keeping in contact with scientists working in 
the field, with helicopter and fixed-wing aircraft 
operations, and providing safety checks and 

communications with staff working off base.
Other personnel being deployed to Antarctica 

include firefighters, fuel operators, a ship offload-
team, a driver support team, instructors for 
Antarctic field training, and a 10-strong Army 
light engineering team who will help with building 
maintenance and construction tasks.

Antarctica NZ is undertaking redevelopment 
of Scott Base, some materials for which were 
delivered to Antarctica earlier this year on Navy 
tanker HMNZS Aotearoa’s maiden voyage to the 
ice. 

Senior National Officer for Operation 
Antarctica, Major Lucy Wright, says the 

deployment is a special one for NZDF personnel, 
who use their skills and training to support 
important scientific and research programmes 
while living and working in the unique Antarctic 
environment.

There will also be a special moment for the 
youngest member of the NZDF team who has the 
honour of lowering the winter flag and raising the 
summer flag, marking the handover from the team 
wintering over to the incoming summer team.

“It’s an opportunity of a lifetime. They might 
experience temperatures of -40 degrees Celsius, 
run their first marathon on ice, learn first-hand 
about scientific and research developments, keep 
in touch with research teams who are out in the 
field for more than two months, see wildlife and 
ice formations,” she said.

“Whatever role they’re in, they’re part of 
something special.”

NEW MAINTENANCE SUPPORT 
FACILITY AT LINTON MILITARY CAMP 
The $47-million high-tech project is the first of 
five new NZDF logistics buildings being built to 
replace old and inefficient workshops and supply 
facilities around the country. 

Linton, home to the Army’s primary operational 
force, 1 (NZ) Brigade and more than 3,000 
personnel, currently has the biggest workshop 
that supports several hundred vehicles and 
the widest range of equipment. However, that 
workshop was built in the 1960s and is no 
longer fit for purpose or able to support modern 
equipment and vehicles. 

The new 8,500 square metre workshop facility 
will be multifunctional and all maintenance support 
trades will be co-located. All sections will have 
vehicle access with the motor trades section 
having drive-through bays, hydraulic vehicle 
lifts, rolling roads, a 20T gantry crane and all 
equipment easily on hand. 

It also includes a weapons testing range, 
secure facilities and air pressure-controlled rooms 
for highly sensitive equipment. 

(APDR thanks NZ Defence Public Affairs for this 
news item)

 RNZAF Boeing 757-2K2 on the ice runway at McMurdo 
Sound, Antarctica. Credit: NZDF
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